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[bookmark: _Toc31983684]Introduction
The global service level of WMO Information System (WIS) will rely on the operational quality of all GISCs. Even if one of them cannot qualify the expected GISC performance, total WIS service level will keep step with the GISC. To ensure providing sufficient WIS service globally, the procedure of GISC monitoring was developed by TT-GISC2017 (Nov.), and then pre-operational phase of the GISC Watch has started from the 1st of May 2018. After a year the Eighteenth WMO Congress (Cg-18, June 2019) approved relevant updates to Manual on WIS (WMO No.1060) and Guide to WIS (WMO No.1061) in its Resolution 57 (Cg-18) to become operational officially. 
This Guide was developed to standardize the procedures for GISC Watch operation in accordance with the Resolution 57 (Cg-18) and the feedbacks from GISC based on their experience of the WISC Watch practice. Hope this Guide helps GISCs with their GISC Watch tasks.
[bookmark: _Toc31983685]GISC Watch Procedures
1. Procedures for Take over
2. Procedures for Monitoring
3. Procedures for issue management
4. Procedures for Hand over
5. Procedure for Escalation
[bookmark: _Toc31983686]Procedures for Take over
(a) Take over the GISC Watch duty according to the agreed roster. 
(i) The roster is available at: https://wiswiki.wmo.int/tiki-index.php?page=TT-GISC-ops&pagenum=13#Roster
(b) Accept the hand-over-report from previous GISC, and acknowledge to them.
(i) To ensure the continuity of GISC Watch, the monitoring duty shall be carried out by the duty GISC at the beginning of the roster period regardless whether it has received handover email from the previous GISC.
(c) Review all open tickets at the beginning of its monitoring round.
[bookmark: _Toc31983687]Procedures for Monitor
(a) Carry out the GISC Watch by using information exchanged in JSON files. The WIS Common Dashboard (WCD) provides a convenient summary to support this activity;
(i) Monitor the status of a service of each GISC, including OAI PMH, SRU and HTTP portal, on daily basis.
(ii) Monitor the number of metadata records of each GISC (should be similar to each other and no sudden big changes)
(iii) WCD providers:
· http://mon.wis.cma.cn/WCD/
· https://www.wis-jma.go.jp/wcd/v1/top.html
(b) Send notification on identified problems/issues to the concerning GISC(s), follow up on the actions, by using agreed issue tracking system.
[bookmark: _Toc31983688]Procedures for Issue Management
GISC ticket system is provided and operated by INMET (http://www.inmet.gov.br/giscticket/)
(a) Register issues in the GISC Ticket System
(i) Report description of problem/issue 
(ii) Assign the concerning GISC
(iii) Set a priority level of each issue, refer to “Impact” and “Sample of Problem” fields in the following [Table-1 Priority Level] 
(iv) Assigned GISC changes status to “acknowledge” as soon as you get a notification.
· If it’s wrong assigned, requests the duty GISC to reconsider with status “feedback”
· The duty GISC will re-assign
(b) Follow up existing open Tickets and give regular status updates.
(i) Review status of all tickets
(ii) Request assigned GISCs to update their issues frequently. 
For example:
· Priority = Normal: every three months

	Level
	Impact
	Sample of problem
	Assigned GISC: Time to

	
	
	
	respond 
	resolve 

	Immediate
	- the issue will bring a serious impact on one or more GISCs’ operations 
- one or more GISCs need to take immediate action
	- total failure of Systems
	ASAP/
one day
	ASAP/
one week

	Urgent
	Not to be used

	High
	- one or more essential services are not provided 
- assigned GISC needs to take action in one week (ASAP)
	- essential services are offline
- Web services are unable to up/download
- Critical BUFR issue
	One week
	One month

	Normal
	- essential services are not affected
- Assigned GISC needs to respond 
	- WCDs 
- Json.file file format error
- BUFR upper Air issue
	One week
	Update on the progress every three months

	Low
	Not to be used

	Non
	Not to be used


 Table-1: Priority Level

(c) Final closing of tickets is the responsibility of the duty GISC watch
(i) Noting that the GISC assigned to address the problem will record its actions and status in the ticket
(ii) The assigned GISC updates the ticket to advises that the case is resolved
(iii) The duty GISC confirms and closes the ticket
· If need further information to close the ticket, the duty GISC can consult with Reporter (Past duty GISC) with status “feedback”
(iv) If available, the duty GISC reviews the case and updates knowledge database
(v) The duty GISC remains responsible for monitoring the progress of the item and encouraging the assigned GISC to complete necessary actions
(d) [bookmark: _Table-1:_Priority_level][bookmark: _Figure-1:_Priority_level][bookmark: _Figure-1:_Status_Change]Each ticket status should be maintained according to agreed status change flow (see Figure-1).
 Figure-1: Status Change Flow
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(a) Summary report (hand over report)
(i) Formally hand over the GISC Watch duty to the next GISC in the roster by sending the report to the following email lists, along with any specific information deemed necessary/useful to the next duty GISC.
· GISC Ops (gisc-ops@wmo.int)
· TT-GISC mailing list (CBS-WISC-TT-GISC@wmo.int)
· WMO Secretariat (wis_help@wmo.int)
(ii) Summary report include following information.
· General Information (summary of critical issues);
· Issues needing special attention on open tickets;
· Issues that have been resolved during this roster period;
· Number of tickets open at start of period;
· Number of tickets created in its roster period; 
· Number of tickets closed in its roster period, and;
· Number of remain open tickets at the end of its roster period.
(iii) Sample of summary report
===== (Start) =====
Dear GISC AAAAA,
GISC BBBBB has carried out the GISC Watch duty for the period 1st to 15th Month 2019. Please, find bellow the GISC Watch Report for this period.
· General Information 
a. GISC XXXXX and GISC YYYYY have been unavailable during the whole GISC Watch period (see GISC Response Monitor). 
b. GISC ZZZZZ will backup GISC YYYYY in a short term.
· Issues that have been resolved during this roster period
a. non
· Number of tickets open at start of period:
a. GISC ISSUE TICKETS: 23 tickets
b. BUFR Upper Air: 45 tickets
· Number of tickets created or reopened in its roster period; 
a. GISC ISSUE: 4 tickets
b. Upper-Air BUFR: non 
· Number of tickets closed in its roster period, and;
a. GISC ISSUE: 1 tickets
b. Upper-Air BUFR: non 
· Number of remain open tickets at the end of its roster period.
a. GISC ISSUE TICKETS: 26 tickets
b. BUFR Upper Air: 45 tickets
With this report we would like to hand over the GISC Watch duty to GISC AAAAA.
Best regards,
GISC BBBBB
===== (End) =====
[bookmark: _Toc31983690]Procedure for Escalation
For any issue related to GISC Watch that requires escalation, the Chair of TT-GISC is the first escalation point for all GISCs
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Relevant Technical Regulations.
Green characters were added by Cg18 and red characters were deleted by Cg18. 
[bookmark: _Toc31983692]Manual on WIS (WMO No.1060)
[bookmark: _Toc31983693]3.5.10 Performance monitoring of a GISC
3.5.10.1 Each GISC shall participate in monitoring the performance of WIS, including monitoring the collection and distribution of data and products intended for global exchange. Each GISC shall report routinely to other GISCs, as well as to the WMO Secretariat, information concerning the status and performance of connectivity to WIS centres in its area, including capacity and technology used (for example, the Internet, satellite-based data distribution and dedicated data networks) . CBS shall review and report on the status and performance of GISCs with the assistance of the WMO Secretariat.
3.5.10.2 Each GISC shall in turn and according to schedule agreed between the GISCs take responsibility for monitoring the global operational performance of the WIS. 
Note: Guidance on how this monitoring should be undertaken is provided in Part VIII of WMO No. 1061 Guide to the WMO Information System.
3.5.10.3 2 Monitoring of the collection and dissemination of WIS information (data and products) should include, as appropriate, WIS monitoring and monitoring related to WMO Programms.
3.5.10.4 3 See also 4.16, WIS-TechSpec-15 (Reporting of quality of service)
[bookmark: _Toc31983694]4.16 WIS-TECHSPEC-15: REPORTING OF QUALITY OF SERVICE
4.16.1 This specification requires that reporting of quality of service shall be represented and communicated as prescribed by the host of the centralized reporting database.
4.16.2 Reports should be sent on a schedule determined by the centralized reporting manager, based on the needs of WIS centres.
4.16.3 See also 3.5.7 (Network connectivity of GISC), 3.5.8 (Coordinate telecommunications in the GISC area), 3.5.9 (Recovery arrangements of GISC), 3.5.10 (Performance monitoring of a GISC), 3.6.9 (Recovery arrangements of a DCPC) and 3.6.10 (Performance monitoring of a DCPC).
[bookmark: _Toc31983695]Guide to WIS (WMO No.1061)
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Designation procedures for WIS centres are defined in the Manual on WIS, Part II. The Commission for Basic Systems (CBS) reviews relevant aspects of the Manual on WIS to ensure alignment of WIS user requirements, the WIS functional architecture and WIS compliance specifications. The Commission for Basic Systems is also developing monitoring procedures to complement the designation procedures of WIS and to ensure ongoing compliance of WIS centres with the agreed standards and practices
7.2.2 Technical support
7.2.2.2 Each GISC should support the centres in its area of responsibility in creating and maintaining WIS discovery metadata, in adopting recommended data formats as well as in monitoring activities
[bookmark: _Toc31983697]PART VIII. MONITORING OF WIS
8.1 Monitoring of WIS is intended to improve the exchange of information by WMO Programmes and to ensure that the functions of WIS centres minimize the cost of operating WIS. It is also essential for planning and scaling WIS components in order to meet changing user needs. It complements monitoring of quality of the information being exchanged, which is the responsibility of the Programmes sponsoring the information within WIS.
8.2 Management of WIS needs three types of monitoring to answer four different questions:
(a) How do we exchange information?
(b) How much information do we exchange?
(c) How well do we meet the expected standards for information exchange?
(d) How does the performance of a WIS component affect the performance and cost effectiveness of WIS?
8.3 WIS network monitoring seeks to address the first question: How do we exchange information and is the method used cost effective? It concentrates on determining the ability of the information and communication technology (ICT) systems underlying WIS to meet their performance targets. System managers of WIS centres will use this type of monitoring to identify problems in real time in addition to using analyses of the monitoring to report performance against Service Level Agreements. This will also identify weaknesses in WIS communication systems and detect changes in usage patterns for planning purposes. 
8.4 WIS quantitative monitoring seeks to address the second question: How much information do we exchange and is it exchanged as required? This type of monitoring compares the information available at WIS centres with the information that should be available. Managers of WMO Programmes will use this type of monitoring to verify that the information they need is being transferred by the WIS, and system managers of WIS centres will use the information to identify issues with data flows due to the way WIS is being used rather than to underlying ICT infrastructure problems that are identified by WIS network monitoring. 
8.5 WIS qualitative monitoring seeks to address the third question: Do we meet the expected standards for information exchange? It also addresses the fourth question about the effectiveness of WIS, on the basis of users’ subjective assessments, in particular users’ satisfaction with the services and performance of WIS. This monitoring is primarily concerned with the quality of representation of the information being exchanged. Managers of WMO Programmes will use this type of monitoring to determine whether the processes used to create and discover the information are producing outputs that are of the expected standard. Details of WIS qualitative monitoring differ between information types and WMO Programmes, and its principles and practices are described in the Manuals and Guides and in technical documents of the WMO Programmes responsible for the information content. WMO Programmes are also responsible for monitoring the quality of the data and information being exchanged; this is not included in the WIS qualitative monitoring.
8.6 Information to support network and quantitative monitoring of WIS shall be exchanged using files in JSON format as specified at https://wis.wmo.int/WIS-Monitor-JSON. The files are used to create a summary overview of the status of WIS known as the “WIS Common Dashboard”. All GISCs shall provide the files.
8.7 GISCs shall collaboratively deliver the “GISC Watch” operational monitoring of WIS as described in the Annex to this paragraph in Appendix D
[bookmark: _Toc31983698]APPENDIX D. 	
ANNEXES TO PARAGRAPHS 7.4.1, 7.5.1, AND 7.6.2 AND 8.7
Annex to Paragraph 8.7: GISC Watch Programme
1. Every GISC shall participate the GISC Watch according to a monthly roster. 
2. GISCs shall agree the roster at their coordination meeting (see paragraph 3.5.11.1 of WMO No. 1060 Manual on the WMO Information System).
3. The on-duty GISC shall:
(a) Carry out the GISC Watch by using information exchanged in JSON files. The WIS Common Dashboard (WCD) provides a convenient summary to support this activity;
(b) Provide a summary report; and
(c) Formally hand over the GISC Watch operation to the next GISC in the roster.
4. The monitoring activities performed by the on-duty GISC shall include as a minimum:
(a) Monitor each day the status of the services of each GISC, including OAI PMH, SRU and the HTTP portal. A history of these statuses is required and providers of the WCD should store and make available the history for one month; 
(b) Monitor the number of metadata records of each GISC, including an assessment of whether the numbers are similar and contain no sudden large changes;
(c) Maintaining entries in an agreed issue tracker system to report incidents and follow up on the actions. The notification of inclusion of an entry in the issue tracker system should be sent to affected GISCs. Note that the issue tracking system is used to manage and escalate issues as needed.
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