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Summary and the Purpose of the Document

The document provides analysis of irregular text observed in GTS bulletins submitted through email, and proposes amendments of the Manual on the GTS to clarify the guideline in its Appendix II-16.
ACTION PROPOSED
The team is invited to consider the proposal and to make recommendation to CBS to amend the Manual on the GTS.

Reference - 1: 
CBS Ext. (CAIRNS, 4-12 DECEMBER 2002)

# Final report: paragraph 6.2.17 & ANNEX I

http://www.wmo.int/pages/prog/www/CBS/Reports/CBS-Ext02_Cairns2002/WMO-955_en.pdf

Reference – 2: 
Expert Meeting on Enhanced Utilization of Data Communication Services, especially Internet (Wellington 11-16 December 2003)

# Final report: Annex 1 

http://www.wmo.int/pages/prog/www/TEM/EMDCS-INT/EMDCS-INT-report.doc
1.
Introduction
Electronic mail (email) over the Internet has been used in collection of meteorological bulletins where its low cost is preferred in spite of operational shortcomings.  Current best practice of email-to-GTS gateway is given in Attachment II-16 of the Manual on GTS, used since November 2005.

Recently an issue comes up that some GTS messages contain irregular text.  This was considered to be caused by unexpected usage of email format namely Multipurpose Internet Mail Extension (MIME).  The expert team is invited to clarify the best practice and proposes revised text in annex to this document.
2.
Background

2.1   Theory: Email Standards in a Nutshell


Historically email was firstly developed only for plain text message in ASCII character set.  Widely-used Simple Mail Transfer Protocol (SMTP)
 transfers messages in “RFC 822 format”
 which consists of a sequence of “name: value” form of header fields and a message body, separated by empty line.  Both standards require that email message has to be basically in 7-bit characters
.

The Multipurpose Internet Mail Extensions (MIME)
 was developed to accommodate inter​nationalized characters, rich text, and application-dependent files.  The use of MIME is identified by presence of “MIME-Version” field.  The nature of the body is specified by “Content-Type” field, whose value is called MIME media type and IANA has registry
.  A media type consists of type and subtype delimited by solidus (/), optionally followed by semicolon-delimited parameters in “name=value” form. 
Examples:
· text/plain; charset=ISO-2022-JP
· text/html; charset=UTF-8
· application/octet-stream
· multipart/mixed
The “multipart” type represents a set of parts; each part is parsed into header and body like an email message.  Each body of the parts (if multipart) and entire message may represent sequence of any octets (i.e. 0 through 255).  Mapping between the octet stream and actual letters in email is indicated by “Content-Transfer-Encoding” header field.  Possible values are shown in Table 1.



Table 1: Content transfer encoding of MIME
	“7bit”
	No encoding. That is the default.

	“8bit” or “binary”
	No encoding, and any octet allowed. Can be used only if extension to SMTP is confirmed through the protocol.

	“Quoted-Printable”
	Unsafe characters are encoded as EQUAL SIGN and two hexadecimal digits. Equal sign itself is also encoded as “=3D”. Equal sign at the end of line denotes folded line.

	“Base64”
	Entire octet stream is divided into sequence of 6-bits and each 6-bit is represented by one of 64 printable characters.



Text type of bodies may contain characters out of US-ASCII. The mapping between the octet stream and character string is specified by “charset”
 parameter of the media type.  IANA has the registry of charset
, and the default is “US-ASCII” if this parameter is missing.

Clarification of the term “ASCII” is done at the same time with introduction of MIME.  RFC822 failed to indicate a reference to US standard, and the term “ASCII” was loosely interpreted to include all national variants of ISO 646 or CCITT IA5 framework, causing interoperability problems.  Nowadays the industry standards distinguish every ASCII-like charsets with IANA name, and the default charset US-ASCII is clearly defined as ANSI X3.4-1986, which is identical to revised
 International Reference Version of ISO/IEC 646:1991 and ITU-T Rec.T.50 (09/1992) “International Reference Alphabet”.

2.2   Practice: Typical Behaviour of Email Client Software
After all, actual octet sequence in email message depends on four factors:
· multipart structure;
· media type: text/plain or text/html;
· Content-Transfer-Encoding: no encoding, quoted-printable, or base64; and
· charset.
Sender may not have, however, control on all settings.  Typical email software has only toggle switch of “rich text” and selection of charset.
Multipart structure is usually configured automatically by presence of attachment and rich-text mark-up. Behaviour of typical email software is shown in Table 2.  It is worth noting that there is no official definition of “main body” in MIME standard, and the text that appears to be “main body” on client software is not always written in the message body.  Practical definition of “main body” would be the first text part, multipart/alternative containing text parts, or message body for non-multipart messages.  All remaining parts are called “attachment (files)”.
Table 2: Multipart structures created by typical email client software depending on attachment and rich-text settings.  Parts in boldface letter are commonly called “main body”.
	Attach​-
ment
	Rich 
text
	Multipart structure

Message Body
	Second Level
	Third Level

	N
	N
	text/plain
	
	

	N
	Y
	multipart/alternative
	┬ text/plain
└ text/html
	

	Y
	N
	multipart/mixed
	┬ text/plain
└ attachment
	

	Y
	Y
	multipart/mixed
	┬ multipart/alternative
│

└ attachment
	┬ text/plain
└ text/html


3.
Analysis of Irregular Text

In February 2010, some GTS observation messages attracted attention of the GTS community having irregular text in messages:
· String “=3D” in place where single EQUAL SIGN “=” should be i.e. end of report

· String “=20”, “=A0”, or “=C2=A0” where a space could be.
The equal sign and two hexadecimal digits apparently indicate that failure of decoding MIME message with Quoted-Printable (hereafter called QP) encoding.  
Patterns “=3D” and “=20” are easily understood as EQUAL SIGN (US-ASCII code 3D) and SPACE (code 20).  Patterns “=A0” and “=C2=A0” requires knowledge on original charset. It is very likely that they are coming from NO-BREAK SPACE (NBSP) in single-octet Latin charsets (such as Latin-1 or Windows-1252) and UTF-8.

It is unlikely that human error created those strings in a plain text message without MIME encoding. Modern email client software is generally well-tested for its MIME implementation. Hence it is highly likely that the irregular texts are caused by incomplete MIME decoding at the email-to-GTS gateway at some RTH(s).
Summary:

· Some messages used QP encoding when sending report,

· Some of them use NBSP character, and

· Recipient email-to-GTS gateway did not decode QP properly.
4.
Proposed Actions

4.1   Minimum Remedy

Two approaches are theoretically possible to avoid the trouble described in Section 3: to be strict for senders, or to let gateways to be tolerant. 

The former is considered less practical: even though the practices (QP and NBSP) are not recommendation in current Attachment II-16, it would not be easy to enforce this to all message senders. It might be impossible for some email client software to configure MIME encoding.

As a practical alternative, we should recommend more generic handling of MIME encoding for each email-to-GTS gateway. It will achieve surer improvement though it may take some time. A GTS centre that cannot take immediate software is advised to monitor outgoing bulletins.

4.2   More Through Thinking

Proposed revision of Attachment II-16 includes further clarifications:

· Recommended or suggested practice is clearly shown for all four factors in Section 2.2.

· The guidance is divided into two parts for email senders and receiving centres.  That is for clarity and ease of understanding at email senders who may not be expert on Internet standards, while more specific guideline for email-to-GTS gateway implementers is desired.

· Secure nature of pre-agreed “From:” address list and “<security-string>” is shown explicitly.

Regarding security, it is now theoretically possible to use digital signature to verify sender and content of emails.  Unfortunately the technology is not so widely used, thus it is not included in the proposal.
5.
Pre-defined <security strings> 

To authenticate the pre-authorized clients exactly, the manual introduces to use a pre-defined <security strings> in its e-mail reporting.

At considering stage, “<security strings>” was included into the body of e-mail and if GTS message(s) are included in the attachment, the body only contains the “<security strings>”. See the final report
 ANNEX I of CBS Ext. 2002.  However, next year 2003, the Expert Meeting on Use of Internet
 had come to the conclusion that the “<security strings>” should be placed in “Subject:” field.  Consequently, the current edition of Attachment II-16 does not have the word “<security strings>” in the sample format and allows two fields to place it either “Subject:” field or body of message.

The place in which a pre-defined <security strings> is placed should be specified in one place “Subject:” field.  
6.
Other

ET-CTS should consider standardizing the words.

6.1   IA5 or T.50

The character code set International Alphabet No.5 (IA5) was superseded by the ITU-T Recommendation T.50 International Reference Alphabet in 1992, nevertheless The Manual on the GTS still has some expressions “IA5” in its regulations.  In this context, the word “IA5” was adopted in the draft amendment of A-II-16.  

6.2   email or e-mail or E-mail or eMail or Email

Which one is suitable?
� SMTP is firstly defined in RFC 821 (1982) and the latest revision at the time of writing is RFC 5321 (2008).


� RFC 822 has been also superseded and RFC 5322 is current reference.


� SMTP requires character codes are within zero through 127, while RFC 5322 prohibits use of character code zero (NUL in US-ASCII).


� MIME is defined by a number of RFCs; RFC 2045 and RFC 2046 specify the basic structure described above.


� Media type registry is found at <URL: http://www.iana.org/assignments/media-types/>.


� The term “charset” includes multi-octet character encoding schemes, and is not to be confused with historic term “character set” which is one-by-one mapping between number and character, such as US-ASCII or ISO-8859-1 (cf. Section 1.3 of RFC 2978).


� IANA Registry of “charset” is found at <URL: http://www.iana.org/assignments/character-sets>.


� The Attachment II-2 of the Manual on GTS is reproduction of previous revision CCITT Rec.T.50 (1988-11) “International Alphabet No.5 (IA5)” which was now superseded. The only difference is code point 24 hexadecimal defined as CURRENCY SIGN ‘¤’ (now DOLLAR SIGN ‘$’).


� http://www.wmo.int/pages/prog/www/CBS/Reports/CBS-Ext02_Cairns2002/WMO-955_en.pdf


� http://www.wmo.int/pages/prog/www/TEM/IMTN-EUDCS-04/5-1-ITS.doc





