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ITEM 5.
GISC backup procedures

Define recommendation for GISC backup procedures

Current version of Manual on the WMO Information System
3.5.9
Recovery arrangements of a Global Information System Centre

3.5.9.1 Each GISC shall implement and operate proper procedures and arrangements to provide swift recovery or back-up of its essential services in the event of an outage. Each GISC should maintain arrangements for system back-up in case of total site failure (for example, an offsite Disaster Recovery Centre) and for partial back-up in situations otherwise affecting WIS functions within the GISC.

3.5.9.2 Each GISC shall maintain arrangements with one or more back-up GISCs that include, as a minimum, the collection and dissemination of information to/from its AMDCN to be taken up by another GISC in case of an incapacitating system failure. 
For discussion

1. Relevant  NCs and DCPCs should have redundancy links with the backup GISC. Redundancy link could be a permanent link or activated on demand if the relevant GISC is in failure. This could be done through the Internet or via a dedicated network such as the RMDCN in RA-VI.
2. Define services to be backed up in the event of a short failure (data acquisition and dissemination for NCs, DCPCs and all GISCs) and in the event of long failure (metadata management, user information, etc.)

3. Short failure: The service is stopped for a period of up to 24 hours.

4. Long failure:  The service is stopped for a period of over 24 hours.
5. For dissemination of global data exchange of NCs and DCPCs by the back-up GISC it is necessary that NCs and DCPCs transmit their data to the back-up GICS.
6. For the first stage, for the reception of global data NCs and DCPCs with the support of the principal GISC have to define their subscription in the back-up GISC. For an advanced stage, both the principal GISC and back-up GISC have to synchronize subscription and account of NCs and DCPCs to be backed-up. The process to exchange account information between principal GISC and backup GISC should be secured and agreed between both GISCs in line with agreed standards to implement SSO, etc.
7. Moreover, to back up the ad-hoc requests or subscription functions, possibilities to synchronize relevant GISC users’ information (login information and subscription as possible) should ensure that users can switch to the backup GISC in case of failure of the principal GISC.
8. A procedure to manage the backup should be defined between the two GISCs. This procedure should describe the services to be backed-up with the relevant service level, the process to switch to the backup GISC and the escalation process. The backup test has to be carried out on a regular basis, at least once a year.
References

Manual on the WMO Information System (Annex VII to the WMO Technical Regulations)
Recommended Text 

1. The meeting reviewed paragraphs 3.5.9 of the Manual on WIS defining the backup procedures. It noted that the collection and dissemination of data from centres in its area of responsibility were the main functions to meet. To do this, [GISCs must routinely exchange subscription] [Centres must duplicate their subscription services in the backup GISC and have a process for submitting data and products with the backup GISC]. The meeting agreed that these must be updated at least [monthly] [quarterly]. It further agreed that the content of the catalogues should contain sufficient information for the backup centre to carry out this function such as ftp addresses, login details and relevant authority for reading and writing to the directories where data is to be sent to or picked up from. Relevant  NCs and DCPCs should have redundancy links with the backup GISC. Redundancy link could be a permanent link or activated on demand if the relevant GISC is in failure .Technical arrangements must also be in place and tested, e.g. registered IP addresses of hosts providing appropriate permission.The process to exchange account information between principal GISC and backup GISC should be secured and agreed between both GISCs in line with agreed standards to implement SSO, etc. The backup test has to be carried out on a regular basis, at least [once a year].It agreed that these guidelines should be included in the Guide to the WIS. TT-GISC [requested the secretariat] [nominated xxxx] to prepare a suitable table to be reviewed by ET-WISC by May 2014 for presentation to ICT-ISS and CBS.
2. The meeting further noted that for longer outages, centres should be able to turn on the ability to use other GISC functionality, in particular metadata management and DAR. It determined that for the purposes of backup, short term is less than [24 hours] and long term more than [24 hours].
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