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TT-GISC/13 
Propose a standard for WIS users authentication and authorization and potential solutions to implement it

This document discusses the concepts and implementation solutions of authentication and authorization. Open-source and major products are selected as the first choice in this document, though there are many other options.
Authentication and Authorization
The discussion starts with the clear definitions of two words of authentication and authorization, since they are often mixed up.
· Authentication
Authentication is any process by which you verify that someone is who they claim they are.
“Who you are?”
· Authorization
Authorization is any process by which someone is allowed to be where they want to go, or to have information that they want to have. 
“What you can do?”


Image: Authentication and Authorization

Authentication - Who you are?
Authentication mechanism is one of the most important functions for GISCs services to distinguish users. Generally, authentication mechanisms can be categorized into three types:
· Authentication by  “Something You Know”
· Password (fixed password, one-time password)
· Authentication by “Something You have”
· IC card, USB key…
· Authentication by “Something You Are”
· Biometrics (fingerprint, vein, iris, etc.)
Considering the number of users, environment of users and security level, it can be said that using “Password authentication” is a proper way for our GISC operation.

Password authentication
Authentication mechanisms can be separated into following two service types:
· Web-based services, such as GISC portal.
· Other services, such as ftp transmission.
Web-based services
· Http authentication
· Simple way to implement for authentication.
· The password file (e.g. .htpasswd) cannot contain user properties, so it will be needed some data stored to save user properties.
· Implementation
	Product name
	Creator
	URL

	Apache HTTP Server
	Apache HTTP Server Project
	http://httpd.apache.org/



· LDAP authentication
· User interface for authentication will be needed.
· Also LDAP can be used as Http authentication provider.
· Implementation
	Product name
	Creator
	URL

	389 Directory Server
	Red Hat
	http://port389.org/wiki/Main_Page

	Apache Directory Server
	Apache Software Foundation
	http://directory.apache.org/

	OpenDJ
	ForgeRock
	http://opendj.forgerock.org/

	OpenLDAP
	OpenLDAP Project
	http://www.openldap.org/



Other services
· LDAP authentication
· Many server software, such as a ftp server, can use LDAP for user authentication.
· See above for implementation.

Authorization - What you can do?
Authorization is the function of specifying access rights to resources, which relates to information security and computer security in general and to access control in particular. More formally, "to authorize" is to define access policy. GISC operation requires definition of user rights. For example, ordinary users (such as data subscribers) do not need to modify WIS metadata. Authorizations are expressed as access policies in some types of "policy definition application".
The access control process can be divided into two phases and “Authorization” is thus the function of the policy definition phase, which precedes the policy enforcement phase, where access requests are approved or disapproved based on previously defined authorizations. 
· Policy definition phase (where “access” is authorized)
· Policy enforcement phase (where “access requests” are approved or disapproved.)

Policy definition phase
Users can be categorized into following types:
· "Anonymous users" or "Guest users"
They are users who are not required to be authenticated. They often have limited authorization. 
· "Trusted users" 
They are often authorized for unrestricted access to resources on a system.
· "Partially trusted users"
They often have restricted authorization in order to protect resources against improper access and usage.	

Based on user’s request, GISCs recognize the user needs and properties and categorize them into user-types, and then authorize users to use each resource explicitly.

Policy enforcement phase
GISCs enforce access control through a combination of authentication and access policies.

Implementation
	Product name
	Creator
	URL

	OpenAM
	ForgeRock
	http://forgerock.com/products/open-identity-stack/openam/

	Apache HTTP Server*
	Apache HTTP Server Project
	http://httpd.apache.org/


*The Apache HTTP Server can control both of authentication and authorization practically when it will be set apposite configuration to apposite directory.

Federated identity
A federated identity is the means of linking a user's identity and attributes, stored across multiple distinct identity management systems.
Related to federated identity is single sign-on (SSO), in which a user's single authentication ticket, or token, is trusted across multiple IT systems or even organizations. SSO is a subset of federated identity management, as it relates only to authentication and is understood on the level of technical interoperability.
Following products are used for federated identity management.
Implementation
	Product name
	Creator
	URL

	OpenID
	OpenID Foundation
	http://openid.net/

	OAuth
	Blaine Cook, Chris Messina
	http://oauth.net/

	SAML
	OASIS
	http://saml.xml.org/



Proposal
There are many solutions/products for “WIS users authentication and authorization” and it cover the area of authentication, authorization, SSO and federation each other. Considering current situation of GISC operation, I can propose following items:
· Password authentication is enough for user authentication of current GISC operation. Apache http server and LDAP authentication can be solutions for this purpose.
· GISCs need to recognize users strictly and authorize users to use each resource explicitly. OpenAM, Apache HTTP Server can support this function.
· For authorizing users across the domains, GISCs need to implement the function by exchanging minimum data of user identity. OpenID, OAuth, SAML can be solutions for this purpose.
Recommended Text 
Mr Shigeharu Nishikawa presented Doc 06 on the concepts and solutions of user authentication, authorization and federation. Authentication is a process to verify who the user is, and the password authentication is a realistic option, with Apache http server and LDAP authentication as applications. Authorization, which are categorized into policy definition and policy enforcement phases, can be implemented with applications such as Open AM and Apache http server. A federated identity is the means of linking a user's identity and attributes, which relates to single sign on service. The solutions include Open ID, OAuth and SAML. The meeting noted that for its own AMDCN purposes, GISCs may have to use a standard that is a part of their infrastructure requirements but encouraged GISCs to use one of these standards to minimize the range of solutions, preferably a common standard to all GISCs. It further agreed that the preferred standard for GISCs is [Open ID] [ OAuth] [SAML] as the standard four sharing authentication details.
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