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Action Proposed
The meeting is offered to discuss this issue and to consider the need for adoption of management measures and engineering controls to resolve problems, concerned with content alteration in original messages.
Ref. WMO Manual on the GTS
1. Introduction
Messages in which bulletins are included with an original abbreviated header, but with a text differing from an original one issued by an appropriate NMC or RTH appear regularly in the GTS. Most often the consequence of such content change of original messages is negative, but it can be critical in case of the content change of messages with aeronautical meteorological information and of messages with warnings. The content change may occur due to:

· Hardware/software breakdown at the GTS centres
· Software malfunction on checking and normalizing messages
· Incorrect work of operators of GTS centres
· Deliberate distortion of the text of messages.
2. Requirements for Manual on the GTS on the Correction of Messages
The Manual on the GTS doesn’t allow any centre to change the content of original messages. According to the Manual before relaying a message issued from their areas of responsibility (as an RTH in a Region and/or as an RTH located on the MTN) in the GTS, checking the parts related to the telecommunication transmission of a message in order to maintain standard telecommunication procedures. The RTH informs its associated centre originating or compiling the message of any correction to be made in the message. The RTH and its associated centres make arrangements for the insertion of a message without telecommunication errors into the GTS. Messages issued from outside the area of responsibility of the RTH shall not be corrected by the RTH except for special arrangements for inserting data into the GTS.  
3. The Existing Practices
Whereas it is up to the centres that issued messages to correct the message text, centres which have found errors in the text must operationally inform the centre that issued these messages about the error to correct it.  However this process in the GTS and in general in the WWW really almost doesn’t work in the on-line mode (in real time). Therefore centres check information (text content) before recording it in databases and not always successfully try to correct errors automatically or manually. Often these databases are used for compiling other messages as well as for generating a data set to transmit along the area of responsibility and broadcast transfer via a satellite dissemination information system. Moreover the same databases are used to answer the requests of   different users, including NMC area of responsibility. As a result they are provided with algorithmically standardized information that isn’t always original and issued by the NMC that is responsible for it. Some centres after correcting errors in the text of original messages transmit it to adjacent centres without changing the abbreviated heading and without any evidence of the actions made. Consequently the messages changed (tampered for any cause or normalized) are not taken as duplicated by other centers that get information from different sources in order to reserve it. For this reason a problem appears concerning the necessity of the identification of original and other messages.
The control of the arriving aeronautical meteorological data has shown that the RTH- Moscow periodically receives from the RTH- Prague the messages compiled by the RTH- Moscow AHL SA (FC FT WS)////RUMS and sent over the channel to the RTH- Prague, with the changed text, namely:

· Insertion  and removal of redundant spacebars in the text

· Normalization of the lines is often incorrect

· Stuffing of Z symbol in the date/time group in the text

· Removal from the message where the incorrect date/time group and validity of forecast was  indicated
· Removal the AMD group from the text 
· Removal the AAA group from the abbreviated heading
The changes identified are basically connected to error correcting in the text of aviation data METAR, TAF, SIGMET. Herewith the abbreviated heading of the modified messages remains without changes. It is the breaching of the WMO Manual on the GTS.
Received messages changed SA (FC FT WS)////RUMS are rerouted to recipients.

4. Proposals on Arranging the Identification of Original Messages

To protect weather messages from occasional changing it is proposed to use a numerical group CLLLL that was eliminated from the message format in due cause. Most likely, the message switching centres currently used in the GTS hubs will not require any one-stage updating of the software in case of returning of a CLLLL numerical group in its new capacity. Messages with the CLLLL group should be transferred on the GTS as properly as the messages with the current format.  To avoid possible problems the CLLLL group should be the same like it was earlier, only with five digital symbols. It will provide the compatibility required with the operating message switching centres. It is offered to calculate a hash-function (CRC32, MD5 etc.) from the first symbol of the abbreviated heading till the end of the message (without regarding a group number of the message) at the message generation centre.

 The hash-value received should be presented in the form of the text and it is necessary to use only 5 minor symbols from the line received and then to introduce them into the CLLLL message group. Then, the recipient will be capable to do the same operation and to compare the value received with the CLLLL message group. 

In case of coincidence, it may be considered that the message during its relaying from the centre where it was created, to the recipient has not been tampered. 

Otherwise, the message is given to the operator for decision-making.

The approach offered provides the compatibility with an existing format of weather messages. It will not require any essential updating of the software of the switching centres and one-time input into the whole GTS network. 

Transition to generation of hash-messages and their checking can occur gradually in the process of updating the software.

It should be noted that the decision proposed does not assume the protection against deliberate distortion and message generation. 

This is a pressing issue even for critical messages (ОРМЕТ, the Tsunami data, etc.). 

The use of the CLLLL group is possible as well in case of the need to provide the protection against deliberate distortion and generation of messages, but the principles of the generation of a hash-message and its checking should be different. 

To exclude the routing of the tampered, corrected messages with the abbreviated headings (СССС) which are generated by the corresponding GTS centre, but received from other centre, the software providing the blocking of the routing of these messages should be installed in the MSS. This or any similar text is offered for inclusion in the Manual on the GTS.

