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Geneva, 30 April – 3 May 2012
Disclaimer
Regulation 42

Recommendations of working groups shall have no status within the Organization until they have been approved by the responsible constituent body.  In the case of joint working groups the recommendations must be concurred with by the presidents of the constituent bodies concerned before being submitted to the designated constituent body.

Regulation 43

In the case of a recommendation made by a working group between sessions of the responsible constituent body, either in a session of a working group or by correspondence, the president of the body may, as an exceptional measure, approve the recommendation on behalf of the constituent body when the matter is, in his opinion, urgent, and does not appear to imply new obligations for Members. He may then submit this recommendation for adoption by the Executive Council or to the President of the Organization for action in accordance with Regulation 9(5).
Contents
1DRAFT FINAL REPORT (Ver 0.1)


2Disclaimer


2Contents


4Executive Summary


51.
Organization of the meeting


52.
Review of the current status of procedures and applications at GTS centres


93.
Recommended practices for data communication techniques and procedures


9Review on the multicast studies (Item 3.1)


11Progress report on IPv6 (Item 3.2)


124.
Review and develop updates to recommended practices for data-communication and data access procedures


135.
Review of guidance materials for implementation of data communication facilities at WWW centres


156.
Develop the organization and design principles for the WIS data communication structure, and related consideration matters


167. WIS Plan and Roadmap


168.
Other business


169.
Closure of the meeting


iAppendix 1. Agenda and working arrangements


iiiAppendix 2. List of Participants


vAppendix 3. Document Plan


viiAppendix 4. Schematic of project plan for implementation of IPv6 in WMO


viiiAppendix 5. Recommended amendments to the “IT Security Guide”


xiiAppendix 6. Recommended amendments to the “Guide for Virtual Private Networks (VPN) via the Internet between GTS centres”


xvAppendix 7. RMDCN Status and Next Generation Project


xviiAppendix 8. ET-CTS Terms of Reference




Executive Summary

1. The second meeting of the CBS Expert Team on WIS-GTS Communications Technologies and Systems (ET-CTS) was held at WMO in Geneva from 30 April to 3 May 2012.
2. ET-CTS was tasked by CBS to: (a) Develop recommended practices and technical guidance material for data communication techniques and procedures (GTS, WIS and Internet), including security aspects, with a view to ensuring efficient and safe operations of information systems, and inform Members of relevant developments in standard bodies in particular ITU and ISO; (b) Review standard TCP/IP procedures and applications, including new developments (e.g. IPv6) that are relevant to WIS and WMO Programme requirements, and develop recommended practices especially for the GTS; (c) Review and further develop recommended practices for data communication and access procedures, including exchange of high priority data and products in support of a virtual all hazards network within WIS-GTS; (d) Maintain the file naming convention, in particular for operational routeing and distribution; (e) Develop the organization and design principles for the WIS data communication structure, and coordinate related pilot projects; (f) Review and further develop the organization and design principles for the WIS data communication structure, in particular the smooth evolution of the GTS and the WIS core network; (g) Provide guidance on technical, operational, administrative and contractual aspects of data communication services for WIS implementation, especially for the GTS at the global, regional and national levels, including dedicated and public services (e.g. satellite-based telecommunications, managed data-communication network services, the Internet); and  (h) Advise and assist ICG-WIS on the relevant technical aspects of the Manual on WIS.. 
3. The meeting, taking into consideration the instruction from the latest Congress, EC and CBS sessions reviewed many contributions including those from participants, other CBS expert teams, Regional Associations and WIS centres. It reviewed the Manual on GTS (WMO No. 386) Volumes I and II along with its online annexes. In particular; the Guide to Internet Practices, Guide on VPN via the Internet between GTS Centres, the Guide on the use of TCP/IP on the GTS, the Guide on Provisional Arrangements for the use of IP Addresses over the GTS and the Guide on IT Security. It also reviewed the Manual on the WIS (WMO No. 1060) and the recommendations for amendments provided by ET-WISC 5th session. Considering that ICG-WIS was discontinued by EC-64 and that its role is now undertaken by ICT-ISS, the meeting noted that it would be sufficient to share its recommendations with relevant CBS expert teams and report them to ICT-ISS for consideration and escalation if required.
4. Important outcomes of this meeting were some recommended amendments to the Manual on GTS Volume I and its guides, including recommendations for the removal of some obsolete guides from the WMO web pages and consolidation of GTS and WIS web pages. The meeting strongly emphasised that Volume II of the Manual on GTS is over 10 years out of date and needs to be addressed as a matter of priority by CBS and possibly withdrawn. Noting that many components of the Volume II are obsolete but that some elements were still needed, possibly by inclusion in Manual on GTS Volume I,  it agreed to the ET-CTS member from RA I to revise the sections WMO No. 386, Vol II, B.I-1 to B.I-15 in consultation with RA I Members and to present as an information paper to CBS as an indication of the amount of revision required across all sections of Volume II. 
5. The meeting established a project team to ensure the enablement of IPv6 in WIS by 2016. It reviewed the terms of reference of CBS activities relevant to the communications technologies and systems now that WIS is operational, and established a work plan for the next four years.
6. The Chair and participants were grateful to WMO for hosting the meeting.

1.
Organization of the meeting
1.1 The second session of the CBS Expert Team on WIS-GTS Communications Technologies and Systems (ET-CTS) was held in WMO Headquarters, Geneva from 30 April to 4 May 2012. The meeting was opened by Mr. Peiliang Shi, the Director of the WMO Information Systems Branch. He welcomed all to Geneva and to this second session of this group since its reformation by CBS XIII in 2009. He asked the group to keep in mind what was tasked to CBS by Congress XVI including the needs of other organizations. He highlighted IOC and their use of the GTS in their Tsunami Warning Services remains an important issue to address, as does the establishment of an all hazards warning network within WIS. 
1.2 Mr. Shi advised that CBS XIV will be held in Indonesia from 10 to 15 September. He emphasized that it is important to identify what needs to be presented at CBS in order for CBS to focus on the important issues where decisions are needed so that the work of CBS can continue effectively. Issues and recommendations from ET-CTS will be coordinated through the ICT-ISS to CBS. ICT-ISS is scheduled to meet from 13-15 June 2012. He highlighted the tight schedule for submission of documents to CBS.
1.3 The meeting adopted the agenda and working arrangements as reproduced in the annex to this paragraph in Appendix 1. Item 3.1 on Multicast was addressed first to facilitate EUMETSAT participation. Items for other business were identified during the meeting. The document plan for the meeting is reproduced as Appendix 2 in this report. 
1.4 The Chair, Mr. Remy Giraud, led a round table introduction of the meeting participants. A “List of Participants” is annexed to this paragraph in Appendix 1. The meeting noted the apologies of Mr. Ian Senior (Australia) who had been unable to attend.
2.
Review of the current status of procedures and applications at GTS centres

1.5 The participants presented reports for their centres describing the status of implementation of WIS including TCP/IP procedures and applications.
RTH Tokyo
1.6 Mr. Yoristugi Ohno presented the status report from RTH Tokyo (Document 2.2). The meeting noted that Tokyo had ten GTS connections with five via the RMDCN (Beijing, Exeter, Melbourne, New Delhi and Washington) at 10Mbps + 10Mbps, three via NTT MPLS (Bangkok, Hong Kong and Manila) at 2Mbps plus dedicated links to each of Khabarovsk (64Kbps) and Seoul (128kbps). It further noted that TCP/IP is used on all GTS circuits connected to RTH Tokyo and that Tokyo had migrated its Beijing link from GTS Socket to WMO FTP in December 2011. Tokyo plan to replace their Message Switching System in 2013. This will include Unix based software and hardware but with the same architecture. In addition to the GTS circuits, Tokyo is utilising two ISPs to provide a 100Mbps internet based access for DAR and other NMHS users including supporting DCPCs based in Japan. The report included analyses of traffic volumes on the GTS showing that it continues to double every two years and is presently around 4.1GB per day incoming and 4.5GB per day outgoing. The meeting noted that Japan went fully operational with WIS on 1 August 2011 with GISC Tokyo and eight operational DCPCs. See http://www.wis-jma.go.jp/cms/about-wis/jma-wis-services/ for details. Mr. Ohno reported that the internet traffic from GISC Tokyo in any one day is typically being maintained at between 10 and 30 Megabits per 20 minutes outgoing while incoming traffic is less than 1 Megabit per 20 minutes.
ASECNA and RTH Dakar 
1.7 Mr. Cumbi Hugues Ayina Akilotan presented the status report on RTH Dakar and on ASECNA (Document 2.3). Additional documents included attachments on the architecture of ASECNAs communication systems and an example of inter-connections available on the meeting home page
. The meeting noted that in addition to operating RTH Dakar, ASECNA support the area composed of the Western and Central Africa including Madagascar and Comoros and thus ASECNA is an important part of the WIS in Region I (Africa), with the GTS point to point links and centres, satellite based systems (VSAT) and the Internet Services in operation. It noted that none of the MTN centres in RA I are connected to the RMDCN nor were these centres planning to provide GISC services. However, Casablanca and Pretoria which are designated GISCs in RA I and are connected to the RMDCN. Presently MTN RTHs Dakar and Algiers connect to Toulouse and mechanisms are underway to have the Toulouse connections to Brazzaville and Niamey registered as GTS links. Presently these Toulouse links are via VSAT 28.8Kbs with plans to upgrade to 64Kbps in 2012. Dakar and Toulouse are also using the Internet as a backup to their GTS link. Given this, Dakar’s role in Africa and that Dakar’s systems support MPLS, the meeting posed the question “Would it be beneficial if Dakar joined the RMDCN, possibly under the sponsorship of Toulouse?” Participants agreed that this question would need to be addressed in consultation between Casablanca, Toulouse and Dakar as a part of the regional WIS implementation strategy.

1.8 The meeting reviewed the status of the GTS links between the northern Africa RTHs and noted that the links to Dakar and Niamey from Algiers were presently not functioning. Other GTS links between Niamey, Brazzaville and Dakar are by VSAT at 2.4Kbps based on V24. It noted that these are all to be upgraded to VSAT 64Kbs TCP/IP-FR during this year (2012) including those to Algiers which will address the present shortcomings. It also noted that there are another 29 regional circuits, mostly using VSAT with X25 or V24 protocols and that these were also scheduled to be upgraded in 2012 to VSAT 64Kbps with TCP/IP and FTP. Exceptions will be Dakar to St Helena and Dakar to Ascension which will continue to be via Exeter, St Denis to Antananarivo (stays via internet), while Brazzaville to Sao Tome and Dakar to Western Sahara will remain with no formal circuit. The meeting highlighted that high capacity satellite broadcast systems formed a major component of the GTS in Africa, specifically through EUMETCAST as well as being supported by ICAO satellite distribution system SADIS. The internet and mobile broadband are also playing an increasingly important role in national and regional information collection and exchange.
1.9 The meeting noted that message switches operating in RTH Dakar, Brazzaville and Niamey (MESSIR-COM) have been in operation since September 2007 and are fully WIS/GTS compliant. This includes handling of TDCF, IMTN protocols (VPN, MPLS, etc) and in operating high availability with hot standby systems. In addition, these MSS handle the provision of data and products to the Web for internet or intranet usage in real time. They also allow the collection and submission of information via email. The systems are equipped with powerful circuit and message switching monitoring and statistics features. Lower capacity versions of these MSS are operating in NMCs Abidjan, Douala, Libreville, Cotonou and Ndjamena. However, NMCs Antananarivo, Bamako, Ouagadougou, Lome, Malabo, Bissau and Moroni are operating MSS delivered in 2000 which do not support TDCF but all these are scheduled to be replaced during 2012.
NMC-RSMC Montreal

1.10 Mr. Jean-François Gagnon presented the status report from NMC-RSMC Montreal (Document 2.4). He noted that the prime GTS connection for Canada was to Washington, presently direct link at 1.544Mbps using TCP sockets with the Internet as a backup. Mr Gagnon advised that the process had begun to upgrade this link to 45Mbps. The meeting noted that Montreal also had a FR connection to Reading (128Kbps) which is in the process of being replaced by a connection to the RMDCN. It noted that Montreal’s links to Washington and Reading were completely migrated to TCP/IP and that FTP was being used extensively over its GTS and internet links. Email is used for the reception of some AMDAR observations but not for WMO data exchanges. The meeting noted that WIS implementation was progressing in Canada and that they are using an open source solution (Geonetwork) for implementing the required metadata functionality. Preliminary metadata has been prepared and harvesting procedures are in progress. Canada will have Washington as its principal GISC but has also established an association with GISC Offenbach which it will use as its principal GISC prior to Washington becoming operational.

1.11 The meeting noted that as with other centres using the RMDCN to establish operational links with GISCs and other WIS centres, it was clear that the concept of a GTS link was no longer sufficiently described in the Manual on GTS. It reviewed the Manual on GTS (WMO No 386) and the Manual on WIS (WMO No 1060) and recommended updating the Manual on GTS to include an explanatory note clarifying the definition of a GTS circuit. It recommended to add following text in Manual on GTS in section 1.3, at the end of principle 2:
Note that in this document, the word circuit is traditionally understood to represent a physical link between two Centres, but in today’s modern telecommunication systems, could also be understood to represent a logical stream of data between two Centres which are interconnected using a network.  In this latter situation, several circuits could be implemented from a given Centre over a single physical connection to a network.

1.12 This amendment is to highlight that although all centres on the RMDCN are connected or linked, it is not appropriate to define that link as a WIS or GTS circuit until applications and agreements are in place to exchange data across that circuit. A WIS circuit can be a bilateral agreement between two centres on a network to exchange data. For a WIS circuit to become a GTS circuit it must be approved by the Regional Association body managing the GTS and CBS as per current GTS procedures. The meeting agreed that the link status for connection to the WIS Core Network as defined by ET-WISC could be generalised to any WIS/GTS link between WIS centres as follows: B1=Negotiating; B2=Link Operational; B3=Pending GTS status; and B4=GTS Link.
RTH Offenbach
1.13 Ms. Ilona Glaser presented the status report from RTH Offenbach (Document 2.1). The report showed the configuration of the production server and its hot standby system both located at RTH Offenbach on the DWD LAN and that each server has the same configuration in processing and attached storages systems as well as access to network based storage systems. A third server is located in DWD disaster recovery site in Potsdam (near Berlin) connected by DWD WAN. Actual system capacities and details are provided in Document 2.1. The document also provided a graphical view of the connectivity between RTH Offenbach and connected centres via the RMDCN, Internet, satellite and radio broadcast systems as well as the AFTN and SADIS that service the aviation community. RTH Offenbach’s message switching system is known as Moving Weather. The meeting noted that RTH Offenbach also supports GISC Offenbach which was the first operational GISC in WIS.
RTH Buenos Aires
1.14 Mr. Jose Luis Gianni presented the status report on RTH Buenos Aires (Document 2.6). The meeting welcomed the continued success of the use of VPN over the internet to maintain regional links of the GTS between the 13 RA III centres but noted the need for a Region II network manager to lead in the establishment of a managed MPLS network as achieved in RA VI. It noted the desire of Brasilia and Buenos Aires to connect to the RMDCN to allow it to re-establish its dedicated connection and to replace the expensive 64K leased line to Washington, as well as to provide connectivity to data centres in Europe. The meeting welcomed the renewed interest by Argentina of investment into the telecommunications and information systems, including those for the Antarctic.
1.15 Mr. Gianni advised that Argentina’s national network consisted of 50 VSAT 128Kbps sites using a range of old and new IP generation satellite systems. He highlighted the increasing use nationally of the Internet and more recently mobile phone technology, which together with the VSAT systems enable the collection of data at Buenos Aires. The meeting noted that Buenos Aires was using IBL’s Moving Weather message switching system, its Discover Weather for WIS implementation and that an IPV6 version of this software will be released soon. It noted that RA III was using SFTP, which is an issue that will be discussed in further detail when reviewing the GTS Guidelines.
1.16 The meeting noted the tables of connection speeds in the report, and raised the question of how best to represent connection bandwidths in VPN over the Internet and in Managed Networks given that the access point is shared between many circuits. It agreed that the traditional GTS spaghetti diagrams were useful for data flow purposes but that it is not possible to define circuit bandwidths in these cases. It recommended that only the access point capacities at each end be displayed. This applies to general WIS connectivity diagrams as well as to the GTS.

RTH Washington

1.17 Mr. Robert Bunge presented the status report on RTH Washington (Document 2.7). The meeting noted that all GTS links are TCP/IP, although some non-GTS customers utilise non-IP links, and that all TCP/IP systems are IPv6 compatible. It also noted that although there is no ongoing work on IPv6, some limited testing has been completed for the network layers. Mr. Bunge advised that NOAAnet, that support more than 200 nodes in the operational network, has been renamed to OPSnet. He also advised that NOAA’s International Satellite Communications System (ISCS), used to support aviation services associated with the ICAO World Area Forecast System, has migrated to VPN over the Internet. The meeting noted that NOAA has developed a research network (N-Wave) which provides 100Gbps between major NOAA research centres and 10Gbps to almost all NWS regional headquarters and that this network, although not classed as operational, is well engineered and is being trialled as an operational backup for OPSnet. The meeting advised that these changes in names and structures should be reported through the regional association and CBS. In particular, the upcoming ET-OI meeting so that relevant WMO documentation on RA IV, RA V GTS and WIS can be updated accordingly.
1.18 The meeting noted that the NWS Telecommunications Gateway (NWSTG) message switching system (MSS) has been going through hardware upgrades including improved network load balancing. A full re-architecture of the NWSTG is also under development with testing aiming to be done in 2016, and will be considering merging all NWS dissemination systems, possibly between 2016 and 2020. The meeting noted that DAR and next generation directory services will be included in this architectural redesign and that security is a primary focus on all projects which are now risk based. USA Government requires ICT projects to provide  documentation and statements which include security and risk management details. These are monitored through regular reporting which are reviewed upstream. This makes evolving standards a particularly difficult challenge. The meeting also noted that the current disaster recovery site for the RTH is also facing a major rebuild, including likely relocation. The intent is to support 80-90% of all NWSTG functions by end of FY2013.
1.19 The meeting noted that there are several key issues that are being driven by NWS customers. Issues include the growing interest in data discovery and associated growth in data services which is outpacing traditional file services for customer dissemination. He noted that customers are interested in XML format rather than WMO based. Accordingly, NWS focus is changing from bandwidth to processing capability. He noted the conversion of WMO text warnings to CAP as a typical reaction to customers’ needs and that US FEMA want to distribute warnings via cell cast and use of CAP facilitates this.

RTH Beijing

1.20 Mr. Hongliang Lang presented the status report from RTH Beijing (Document 2.5). The report showed the eleven GTS circuits connected to Beijing in two main groups with five centres via the RMDCN (Offenbach, Tokyo, EUMETSAT, Moscow and New Dehli) and six via leased line (Bangkok, Hanoi, Pyongyang, Ulan Bator, Seoul and Hong Kong). In addition, three other centres were via the research Internet (NESDIS, Islamabad and Washington). Bandwidths were 4Mbps for the RMDCN, 64Kbps for leased line, except for Seoul (256Kbps) and Hong Kong (4Mbps), and 250Mbps for the research internet. In addition, the meeting noted CMACast was providing data to internal CMA users servicing 31 province level stations, 350 city level stations and 2070 rural level stations. There were also 234 external stations and 20 stations across the Asia Pacific region. The meeting also noted that the WIS DAR subscription service was integrated with CMACast so that users can discover and subscribe to data and products at the GISC via the DAR over the internet. The meeting noted that in March 2011, CMACast transmitted about 195GB per day (6TB per month) in about 870 files per day (27000 per month) where the majority of volume is coming from satellite and NWP products.
1.21 Mr. Lang reported that GISC Beijing started official operation as from 15 August, 2011 and is operating on software applications developed in-house. It is exchanging discovery metadata with BOM; DWD, INMET, JMA, MF, NWS and HKO, and disseminates data to users via the WIS/GTS (FTP, TCP Sockets), the Internet (FTP, HTTP, SMTP) and via CMACast (DVB-S2). The meeting noted that CMA will now be turning its attention to bringing its internal DCPCs online and making their data available via the Beijing GISC portal.
3.
Recommended practices for data communication techniques and procedures 
Review on the multicast studies (Item 3.1)
EUEMTSAT - Multicast
1.22 The meeting reviewed document 3.1.2 on EUEMTSAT’s experience with the use of multicast presented by Mr. Walter Dillen (EUMETSAT). In addition to describing the technological backbone for EUMETSAT multicast, three case studies were presented; 1) Ground segment support for EUMETSATs Polar System, 2) Multicast on the RMDCN, and 3) Multicast on research networks (NRENs and GEANT). The meeting noted that the NewTec Tellicast server/client (http://www.newtec.eu/products/ip-software/tellicast-tl-300/) using Multipoint Transfer Protocol (Self Organizing) – MTP/SO – demonstrated the effectiveness of multicast delivering a service with better than 99.99% reliability. In addition, although the EUMETSAT system supports the use of a back channel for acknowledging receipt of data, it was found that the combination of using Forward Error Correction (FEC) and ensuring sufficient reserved bandwidth is available to recipients, the use of the backchannel is unnecessary. 
1.23 The meeting noted that although the NewTec system was used in the three case studies, terrestrial multicast has an additional complexity to satellite multicast in that it requires data to be replicated at each node. This was addressed through the use of Protocol Independent Multicast (PIM) sparse mode for every router in the network - PIM-SM (ASM) – and Multicast Transport Protocol PGM (pragmatic generic multicast, RFC 3208) in end nodes. These allow routers to replicate data and forward to other routers where the data has been subscribed to. There is also a “Dense Mode” version (PIM-DM) which has the added facility of allowing downstream users to unsubscribe from data streams. EUMETSAT advised that Tellicast system did not support single source multicast at present, but may be available in the future. This would allow single users to request a stream. Results show that multicast was suitable for terrestrial usage on managed networks and in those research networks tested. The public Internet would be more problematic due to having many different providers that may or may not support multicast either within their network or between other internet providers. 
1.24 The meeting noted that the business case for multicast on terrestrial networks indicates it is only cost effective if there are many users receiving the same high volume data, as happens now with the EMETSAT satellite broadcast service (EUMETCAST). Initial applications could include the exchanging of files between GISCs and dissemination of routine products to their AMDCNs. It may also be useful in dissemination of data and products from National Centres to their own communities. The meeting noted that Tellicast used in the EUMETSAT cases is a proprietary system. Costs of licensing and consideration of freely available solutions would need to be investigate further before it could be considered for wider use by WIS centres. The requirements of reserved bandwidth would also need to be studied further, especially for AMDCNs and national applications, as the performance and retransmit management are affected by the slowest links of recipients of multicast streams.
UFTP and Tellicast

1.25 The meeting reviewed document 3.1.3 provided by ECMWF on “File transfer protocol using multicast for exchanges between GISCs” presented by the Chair. Noting the reliance of WIS on file transfer mechanisms that include standard unicast applications such FTP, SCP, HTTP, etc, the paper states that there is no such standard established for multicast. The Chair advised that he had identified two solutions. One is a commercial solution from Tellitec (http://www.tellitec.de) as used by the EUMETSAT. The second is an opensource product used in the Australian multicast trials (see document 3.1.4) and is known as UFTP (Encrypted UDP based FTP with multicast). See http://www.tcnj.edu/~bush/uftp.html. In order to assess multicast applications, ECMWF and EUMETSAT (with the support of Bulgaria, Germany, Japan and Sweden) have decided to test both UFTP and Tellicast on the current network. These tests are planned to take place in May and June 2012 and should confirm whether such applications are suitable for terrestrial networks such as the RMDCN. The meeting noted that OpenWIS centres are using JGroups as well as experimenting with bit torrent solutions for sharing data between OpenWIS centres. The effectiveness of such applications should be considered in the assessment of multicast solutions.
1.26 Discussion on the document 3.1.3 highlighted the importance to ICT management of security in the choice of file exchange protocols. In particular, it noted that FTP is no longer favoured by many organizations as it passes login and password information unencrypted. The meeting noted that UFTP addresses this issue, however, it emphasised the need to take into consideration and identify the security implications of any issues associated with telecommunications technology.
ECMWF Multicast Trial

1.27 The meeting reviewed the status of the ECMWF trial of Multicast on the RMDCN presented by the Chair. It noted that the preparations for the trial had begun and would be running two independent tests over May and June involving six centres including ECMWF, EUMETSAT, DWD and Bulgaria. All sites except Bulgaria are running very high bandwidth, dual connected links. Testing will be conducted only on backup routers where available and with the data priority set to D3 CoS (low priority). Testing will not be allowed to impact on operational traffic. The Chair advised that although the RMDCN supplier OBS had Multicast enabled, there had not been a large demand for this service by their customers and as such it is not a part of the basic package. Testing will be monitored by each centre’s RMDCN test laptop at each site for which ECMWF have SSH access. The test is not likely to be conducted over the RMDCN internet backup system DMVPN. Its operation on the public internet combined with its hub architecture through ECMWF is not really suitable for multicast application.
Australia Multicast UFTP Trial

1.28 The meeting reviewed document 3.1.4 on the Australian tests of multicast based file transfers submitted by Mr. Ian Senior. It noted that Multicast normally uses UDP (User Datagram Protocol) which is fast and efficient but not reliable. UFTP implements its own application level protocol over the Multicast to make the file transfer reliable. Details of the UFTP configuration and the tests are listed in the document 3.1.3. Testing was conducted on a range of servers on the LAN and again across a WAN and showed that UFTP appears to be a reliable and simple method for sending and receiving files but suffers from some performance issues that would be problematic on the GTS. Problematic issues identified in the test include: 

1) It is not as reliable as FTP; 

2) In most circumstances it may be very slow in the GTS/WIS environment; and 

3) It is inefficient from a server perspective when transferring large numbers of small files, as is done on the GTS/WIS. 

1.29 A reason that UFTP is not as reliable as FTP for GTS applications may be that a client may miss some files by failing to register for them. This could occur because the WAN link goes down or because the client machine goes down. It could also miss a file because of a congested WAN link which could eventually cause the server to give up. This differs from the current GTS where the sender is responsible for ensuring that all files are successfully received by all clients and no files should ever be lost. One reason UFTP may be slow in the GTS/WIS environment is due to the large differences in link speeds across the network and UFTP transfers are only as fast as the slowest link. In addition, most GTS/WIS files are very small and have to be sent in real-time which is an issue with UFTP because of the announce/register delay and also the need to pause for retransmissions. 
1.30 A reason it is inefficient from a software perspective is that a new “UFTP” server must be started each time to send a file or group of files. This would result in a lot of processes being started for the GTS which exchanges a lot of files frequently. Again this differs from FTP which Messages Switches can use efficiently. For example a Message Switch could start an FTP client program for a destination and just keep using it to send files for a long time via the “put” command. Alternatively, Message Switch developers could write their own FTP client program for efficiency and integration reasons. If large datasets (eg model data) are to be exchanged between a defined group of servers within WIS, and they have similar link speeds, then a multicast based file transfer program like UFTP might be suitable but it would need to be thoroughly tested first.
1.31 The meeting noted the concerns identified in the report and agreed that these issues should be closely examined during testing of UFTP on the RMDCN. In addition it recommended a risk analysis be done of the security aspects of UFTP and multicast, taking into consideration network security and encryption options. It noted that security managers seem more comfortable with HTML than FTP or related protocols and will need the risk analysis to fully understand the management of security in a multicast environment. 
Multicast issues summary
1.32 In summary: 1) Multicast over the IPv4 Public Internet is not recommended due to the need for multicast support across all hops between source and end users; 2) UFTP and Tellicast seem to be the two candidate protocols for multicast file transfer; 3) What would Tellicast cost and what is the risk of a single provider solution across WIS? 4) UFTP has some potential problems which need to be studied in RMDCN testing; 5) A key application of multicast is likely to be GISC to GISC exchange; 6) Studies of multicast solutions should take into consideration the work on JGroups being done by some WMO Members, although for GISCs the groups are always the predefined same, 7) Multicast should be available as an option on the RMDCN by 2016. The meeting agreed to report to CBS XV on the progress of the multicast trials and recommend that the outcome of studies should be reviewed in 2014 in order to begin implementation if the decision is to proceed with multicast.
Progress report on IPv6 (Item 3.2)
1.33 The Chair provided some background on IPv6 noting that it had been identified as a pending issue for the last decade but was always something to worry about in the future. He noted that some countries have run out of IP4 addresses and IPv6 is now the only option for addressing new devices, especially those arising from the explosion of mobile systems. The meeting noted that IP4 will be around for a long time yet and that it is possible for WMO international exchange between Members to continue on IP4. However, it recognised that many Members will still need to implement IPv6 to enable connection with their clients and to support future users’ needs for delivery via increasingly popular mobile devices. The meeting noted that many governments had established IPv6 implementation plans (such as the document 3.2.2.1 from the USA) and that some were requiring government agencies to be IPv6 compliant.
1.34 The meeting reviewed the status of IPv6 implementation amongst participants and prepared a project schematic (Figure 1, appendix 4, annex to this paragraph) for implementing IPv6 in WMO. It also reviewed the questionnaire and business case for IPv6 and agreed the scope of the IPv6 initiative should be to “Define a 5 year plan (2012-2016) to enable the use of IPc6 at WIS centres for GTS/WIS related exchanges.” It agreed to an implementation plan addressing the following seven main components: 1) Assessment of current situation; 2) Review of WMO regulatory material; 3) Provision of guidance material; 4) Raising of Members’ awareness; 5) Conduct IPv6 Pilot implementations; 6) Prepare progress reports for ET-CTS and CBS; and 7) Project organization.
1.35 The situation assessment is to be based on a questionnaire developed by the ET-CTS (see document 3.2.1.2). ET-CTS chair and co-chair will finalize the questionnaire during Q3 2012 then publish through Survey Monkey in Q4 of 2012, 2013, 2014 and 2015. Repeating the survey annually will facilitate the monitoring of the progress of IPv6 implementation in WIS. The meeting noted that the questionnaire would be aimed at the key WIS focal points rather than Heads of Agencies and requested the Secretariat to clarify the appropriate procedure for circulating the questionnaire. 
1.36 Review of WMO Regulatory Material should focus on updating the Manual on GTS Attachment II-15 to include content on IPv6 based on experience from experimental implementations made by ET-CTS members. A draft is to be provided to the 2014 meeting of ET-CTS and final approval by ET-CTS in 2016 for submission to CBS. The meeting identified that guidance material should take advantage of preexisting publications and online resources as much as possible and include the key areas of operating systems, applications, security and networks, thereby identifying best practices that complement the WMO environment. Efforts need to include raising the awareness of the IPv6 to Members taking into consideration the results from the IPv6 questionnaires including addressing training needs raised in the responses or at least to identify reference material and online resources. The meeting noted that a priority activity will be to advise WIS focal points of the importance of addressing IPv6 issues and that there is a need to get IPv6 issues included in the WMO World Weather Watch newsletter. It is also important to assist Members in understanding the business case for implementation of IPv6, a draft version of which was prepared at the meeting.
1.37 The meeting noted the results of current IPv6 studies by ECMWF (document 3.2.1.1) and on experience from meeting participants who have alreadyimplemented IPv6 in their centres and decided that it is important for these type of pilot studies to be continued. It agreed that the use of IPv6 should be tested for exchange of information on the GTS/WIS between WIS centres. ASECNA, China, ECMWF, Germany, Japan and the USA agreed to participate in such trials, and it was suggested that Australia and France may also wish to participate.
1.38 It was agreed that the IPv6 initiative should be run as a project with the ET-CTS taking on the role of the Executive. The Secretariat agreed to Timo Pröscholdt (WIS Project Office) taking on the role of project manager. The project team: Timo Pröscholdt, Jean-François Gagnon, Ilona Glaser and Oliver Gorwits (ECMWF) will prepare a plan based on the Figure 1, appendix 4 and coordinate IPv6 activities including provision of progress reports to the ET-CTS meetings.
1.39 The meeting noted the ECMWF implementation of IPv6 to key external facing hosts, firewalls and service delivery applications as described in document 3.2.1.1. It agreed that this is an effective way for providing outside users with IPv6 access without having to undertake a full deployment to internal systems and networks. That is, this approach avoided making all hosts and workstations within ECMWF IPv4/IPv6 dual-stack. However, the meeting also recognized DWD’s experience that applications such as some Microsoft products used at DWD are starting to use IPv6 features so that the ECMWF solution may not be suitable for all centres.
4.
Review and develop updates to recommended practices for data-communication and data access procedures

Actions from ET-CTS 2010 meeting
4.1 The meeting reviewed the list of actions from the last meeting in 2010. It noted that there had been one telcon on IPv6 migration plan and that this item, as noted above, is still ongoing. It was pleased that CBS and Congress XVI had approved all its recommendations which are presently being updated in the Manual on GTS for publication. Approved updates include: the changes to GTS switching times to 15 seconds (required for the all hazards network to be able to manage 2 minutes end to end in WIS requirement); removal of the references to X-25; introduction of the .xml extension and added PFLAGs TM, WM and ZM. Changes were also approved for Attachment II-15 for the addition of CAP procedures and for attachment II-16 for Mime and e-mail issues. The Manual of WIS was also developed and approved and is available online at ftp://ftp.wmo.int/Documents/MediaPublic/Publications/Manual on WMO Information System_WMO_No_1060. 
4.2 The meeting noted that Ilona Glaser had provided the updates to the VPN Security Guide but these had not been published. The meeting also noted that the use of Blog technology was proving useful for centres in providing services to their customers but agreed that there was no need for ET-CTS to provide guides on Blog usage or to make any official declaration of its usage in WIS. The meeting emphasized that ICT security remained an important issue and that wording in the 2010 report was a little confusing, meaning instead to move the contents of the Guide to VPN Security into relevant parts of the manuals and guides, including into the Guide on Internet Practices. The Guide on Information Technology Security should be retained.
4.3 The meeting discussed in brief the issues of priority messages, such as tsunami warnings, and noted that the recommendation from 2010 had been approved but is still yet to be implemented. It noted that the requirements of information exchange for warnings should continue to be considered in the refining of the WIS architecture, including that of the core network and GTS routing to be covered under item 6 of this meeting.
Use of ISO 3166 two letter country codes in GTS Manual

4.4 The meeting reviewed document 4.2.1 on the “Use of ISO standards for country codes.” In particular, Attachment II-5 of the Manual on the GTS defines two letter geographical designators for use in abbreviated GTS headings. The table is divided into two parts. Table 1 has country or territory designators, while table 2 contains area designators. The paper identified that ISO 3166 also defines two and three letter country codes and questions if it would be easier for WMO to utilize these two and three letter codes rather than maintain its own set. The meeting noted that an overriding principle in WIS is to seek to adopt international standards were possible rather than making up and maintaining special WMO solutions. However, it was concerned that the migration would still require extensions to meet the needs of the GTS switching so that benefits are unlikely to justify the effort. It recommended not to adopt ISO two letter country codes at this time, but to check with ET-OI just in case ET-OI could provide a better idea of the cost/benefits. 
5.
Review of guidance materials for implementation of data communication facilities at WWW centres
Guide to IT Security

5.1 The meeting reviewed the Guide to IT Security (Doc 5.1.1.1) provided by Ilona Glaser and the Chair. Recommended changes to the Guide are in Appendix 5 (annex to this paragraph). The meeting also recommends that this guide be provided with a WMO publishing number.
Guide to Internet Practices

5.2 The meeting reviewed the Guide to Internet Practices (Doc 5.1.2.1) as updated by Ilona Glaser. It agreed that the rate of evolving technology and amount of material available on these topics meant that it was no longer practical to maintain the guide in its present form. It was agreed to replace the current content of the Guide to Internet Practices with a couple of pages containing a series of links to relevant material. The meeting also recommends that this guide be provided with a WMO publishing number. Ilona Glaser to draft the first list of appropriate links for the ET-CTS to review.
Guide to VPN between GTS centres

5.3 The meeting reviewed the Guide to VPN between GTS centres (Doc 5.1.3.1) as updated by Ilona Glaser. Recommended changes to the Guide are in Appendix 6 (annex to this paragraph). Mr. Jose Luis Gianni will further review section 4.10 and provide updates on Open VPN.
Guide on the use of TCP/IP on the GTS and Guide to IP Addressing on the GTS
5.4  The meeting reviewed the need for a Guide on the use of TCP/IP on the GTS and for the Guide on PROVISIONAL Arrangements for the Use of IP Addresses over the GTS. It noted that relevant components of this guide had been migrated to the Manual on GTS Attachment II-15 following CBS Ext(2010) in Namibia. All agreed that the guides should be dropped and requested the Secretariat to remove the guides from the WMO web pages. The meeting noted document 5.3.1 on IP addressing under IPv6 in a paper presented by Ilona Glaser and agreed that the IPv6 project team should take this proposal into consideration.
Guide on FTP

5.5 The meeting reviewed the Guide on FTP server and agreed that it needs to be updated to address the use of Secure FTP (SFTP and FTPS) which are more acceptable to current ICT security standards. It agreed to updating the guide by the middle of 2013 and reviewing the need for a special WMO guide on this topic or embedding it in other guides. In the interim it recommends that the revised 2006 draft not be published and to decide on the future of the guide at the next meeting of ET-CTS.
Manual and Guide on WIS

5.6 The meeting reviewed the status of the Manual on WIS and the Guide to WIS (Document 5.4) noting that the manual on WIS (WMO No. 1060) had been made available in all six languages
. It noted that Appendix B1 and B2 provided the list of WIS centres and that Appendix B3, the list of NCs, is in the preparation stage for consideration of CBS-XV. The meeting noted that the WMO Basic Documents had also been updated by Congress to replace the GTS section of Technical Regulation No. 49 Volume I, Section A3 to define WIS and to add the Manual on WIS as Annex VII (Manual on GTS is Annex III). These updates took effect from January 2012 and will be included in the next release of WMO No. 49 following EC in June 2012. The Guide to WIS was reviewed as an information paper at CBS-Ext.(2010). It will be reviewed at CBS-XV along with the required information on WIS metadata to be provided by IPET-MDI. The meeting noted that the Manual on WIS was now the authoritative source of WIS technical specifications and that the earlier documents describing the technical specifications and functional architecture are now only reference material and that future changes in WIS technical specifications or functions will be via the Manual on WIS. The meeting also noted the suggestion from ASECNA to create a guide for the use of VSAT systems for reception of WMO broadcasts. Mr. Hugues will draft a guide with support from Mr. Gianni and present to the next meeting of ET-CTS.
5.7 The meeting noted the online database of WIS centres as available at http://www.wmo.int/pages/prog/www/WIS/centres/ the column headers of which are shown in Table 1,
Table 1. WIS Centres Database

	Member/Org
	Centre Type
	Function
	Region
	Principal GISC
	Secondary GISC
	WIMMS
	Const. Body
	Endorsement CBS
	Congress/EC
	Manual on WIS


where the headers are defined as follows.

· Member/Org - WMO Member or international organization that is responsible for the centre
· Centre Type - The WIS category of a centre (NC, DCPC or GISC)
· Function - The formal function of a centre as registered in WMO technical Regulations (eg RSMC-Geographical)
· Region - WMO Region (I - VI or Antarctic)
· Principal GISC - The primary associated GISC into which a centre will publish its metadata. (Note that a centre should only upload its discovery metadata into one GISC in order to avoid replication issues)
· Secondary GISC - Other GISCs associated with the centre.
· WIMMS - The operational GISC that a centre will use for interim metadata management service pending the operational availability of their principal or secondary GISC.
· Const. Body - The WMO Constituent body responsible for the program that the centre is operating in. Normally a Technical Commission or Regional Association.
· Endorsement CBS - Status of centre’s demonstration of WIS compliance to CBS (Not submitted to ET-GDDP, Under Review by ET-GDDP, Endorsed by ET-GDDP or Endorsed by CBS). Note that this does not apply (N/A) for NCs as the Member PR is responsible for NCs compliance with WIS.
· Congress/EC - Date of World Meteorology Congress or Executive Council designation of centre as a component of WIS.
· Manual on WIS - Reflects the status of details in the record displayed relative to the entry in the Manual on WIS. (To be considered by CBS, Approved by CBS, Approved by Cg/EC)
5.8 The meeting noted that the online database maintained by the Secretariat on behalf of ET-WISC reflected the information provided by Members or expert teams. Relevant circular letters and questionnaires are available online
. The meeting emphasized that the Manual on WIS appendixes B1, B2 and B3 are the authoritative list of centres designated by Congress or EC. Changes to the online database are the responsibility of ET-WISC and are provided to allow Members to monitor the status of the centre designation process.
The Manual on the GTS

5.9  The meeting noted that the update to the Manual on GTS is presently being prepared for publication by the Secretariat. This includes the amendments to Volume I Attachment II-15 submitted by the last ET-CTS meeting in 2010. In addition to the recommended clarification of GTS and WIS circuits described in paragraph 2.7 above adding text in Manual on GTS in section 1.3, at the end of principle 2, the meeting also considered the appropriateness of the information in Volume II of the Manual on GTS covering regional aspects. It noted that the content was somewhatobsolete and that it had not been updated in over 10 years and strongly recommended that this needs to be addressed as a matter of priority by CBS and possibly withdrawn. It also noted that contents from Volume I should not be repeated in Volume II. The meeting highlighted that although many components of Volume II are obsolete, there are some elements in Volume II that will still be needed, possibly by inclusion in Manual on GTS Volume I. It agreed to a pilot revision of WMO No. 386, Vol II, sections B.I-1 to B.I-15 by Mr. Cumbi Hugues Ayina Akilotan. The results of this review could be presented as an information paper to CBS as an indication of the amount of revision required across all sections of Volume II. It noted that this pilot revision will be done in consultation with RA I Members and take into consideration the role of the GTS within WIS. The Secretariat is to provide Mr. Hugues with details. Mr. Henry Karanja, the ET-OI representative from Kenya, will assist with areas outside of ASECNA’s coverage.
GTS and WIS web pages
5.10 The meeting noted the multiplicity of web pages under the GTS, WWW, and WIS with links to manuals and guides, many of which need updating. Noting that the Secretariat is in the process of obtaining a content management system which will facilitate the integrating of the WIS and GTS pages and their maintenance, the meeting requested the Secretariat to, at least for the time being, rationalize and simplify the current web pages and links to a common page. It noted that this also applies to the right hand side bar. It also requested that, subject to CBS approval of the ET-CTS recommendations, the Secretariat should remove the links to the old guides.

6.
Develop the organization and design principles for the WIS data communication structure, and related consideration matters

RMDCN Next Generation replacement project

6.1 The meeting reviewed document 6.2 on the progress of the RMDCN Next Generation replacement project presented by the Chair. The document provides the history of the RMDCN and showed the current global coverage of the RMDCN (See figure 1, appendix 7, annex to this paragraph) which now includes all GISCs except Brasilia, Tehran and Jeddah. The meeting noted that there are 14 RA VI Members not connected to the RMDCN (See figure 2, appendix 7) and suggested that the missing countries could be an eastern European arm and that GISC Moscow could have a role in establishing such an arm of the RMDCN as a part of its AMDCN implementation. Figure 3, appendix 7 shows the current connectivity and configuration of each centre’s link to the RMDCN.
6.2 The meeting noted the success of the operational DMVPN pilot in utilizing the public Internet as a back up to the RMDCN since October 2010. It agreed that the use of the DMVPN by all centres would provide connectivity during the migration stage and that the DMVPN should continue to provide an excellent backup service in the new RMDCN.

6.3 The Chair described the status of the RMDCN Next Generation project which has now entered into the tender evaluation stage. He noted that the technical specification documents have been removed from the web pages as per ECMWF tender procedures but members of the ET-CTS could still access the documents if required by making a personal request to him. The meeting noted that countries have been canvassed for bandwidth requirements but that this has been for sizing of the ITT rather than a contractual commitment to countries at this time. RMDCN participants will be able to subscribe to one of the various packages and service levels when they establish their accession agreements. The meeting noted that GISC Pretoria and possibly GISC Moscow have agreed to participate as observers or invited experts to the ITT process to provide regional or independent advice to the tender evaluation process.

6.4 The meeting noted the migration schedule described in the document with the pilot migration plan for participating centres in the first half of 2013 starting in February, then a four month migration period for other centres with a plan for completion of all migrations by December 2013. It also noted that ECMWF had recently sent an advice to RMDCN members noting that there will be a freeze on changes to the current system from August 2012.
GISC synchronization of metadata

6.5 The meeting noted that ET-WISC and the GISCs have agreed on the use of OAI-PMH for GISC to GISC synchronization of metadata and that this is reflected in the Manual on WIS. It noted that the management of metadata between GISCs and DCPCs/NCs does not require OAI-PMH to be mandatory, although GISCs can support this if they choose. The primary mechanism supported by all GISCs is the use of FTP.
7. WIS Plan and Roadmap

7.1 The meeting reviewed the relevant extracts of CBS Ext.(2010) (Doc 7.2.1) and Congress XVI (Doc 7.2.2). It noted that Resolution 4 (Cg-XVI) adopted the CBS Ext.(2010) recommendations relative to WIS and Resolution 51 (Cg-XVI) approving the initial WIS GISCs and DCPCs allowing WIS to go operational from January 2012. It noted in particular: the Manual on WIS; amendments to the Manual on GTS and Technical Regulation WMO No.49 and; the adoption of the RMDCN as the MTN providing the WIS Core Net Work connecting all GISCs as well as being a major component of the AMDCNs. The meeting noted the request from DWIS in his opening remarks for the provision of an “All Hazards Warning Network in WIS” and the importance of performance metrics that ensure WIS meets the needs of all programmes, including partner organizations such as the Intergovernmental Oceanographic Commission’s (IOC) tsunami warning services. The meeting recognized the role of satellite distribution and data collection systems in WIS AMDCNs.
7.2 The meeting noted the reports from ET-GDDP (document 7.2.3) and ET-WISC (document 7.2.4) and the recommended updates to the Manual on WIS as well as the need to identify performance metrics on WIS.It agreed that it will be necessary to identify how well a centre is working to a defined SLA but asked who has these SLAs, what are they or who is going to define them? It further noted that the tech specs defined in the Manual on WIS should provide guidance to these groups for monitoring and that ET-CTS should focus on applications and communications systems that utilise the network level monitoring. It agreed that GTS/WIS monitoring should include the performance of applications as well as links and suggested that GISCs should identify what would be measured and how. It agreed that ET-CTS could contribute its network and applications monitoring information, while IPET-MDI and ET-OI should also address their relevant areas.
7.3 The meeting noted that 2012 was a CBS session year and that all groups may be changed by CBS. However, although the structure of CBS may change following CBS, the activities identified in the TOR of the ET-CTS will continue to be an essential component of ICT-ISS. In this light, the ET-CTS provided an update to the TOR for ET-CTS are listed in appendix 8.
8.
Other business
8.1 . The meeting highlighted that guides and annexes to the Manuals and Technical Regulations need to have an official WMO publication number for ease of referencing and for maintenance. It agreed to propose this to CBS and if agreed, to add publication numbers to the guides maintained by ET-CTS.
8.2 The meeting reviewed its working arrangements over the past two years. It noted that in future it should endeavour to make more use of WMO’s Webex and online meeting materials. It encouraged all ET-CTS members (core and associate) to try and participate in these teleconferences.

8.3 Several participants were keen to participate in CBS on 10-15 September 2012 in Jakarta and to ensure they are nominated for participation in ET-CTS. It requested the Secretariat to send a note to ET-CTS as soon as the invitations for CBS and for ET participation have been sent so they can ensure the matter is followed up in time.
9.
Closure of the meeting

The Chair thanked the Secretariat for hosting the meeting and its staff for their support during the week. The meeting closed on 3 May 2012 at noon.
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Appendix 5. Recommended amendments to the “IT Security Guide”
Changes to the IT Security Guide

Additions deletions moves from moves to
Copy of full edited version including authors’ track changes is on the wiki meeting page. See http://www.wmo.int/pages/prog/www/WIS/wiswiki/tiki-download_wiki_attachment.php?attId=1253
Summary of change follows:

Change 1

Revision History

2005-02-02 – ET-EUDCS, Draft version.

2006-07-19 – ET-CTS, First complete version.

2012-04-18 – ET-CTS, Second version with review of all text and addition of external references.
Change 2

1
Executive Summary

The quality of our work, our research and our services for the health and safety of humans depend on the exchange of meteorological and environmental data and on discussions that occurs amongst our scientific community.

Communication is essential for us to achieve our business goals and the Internet isfast becoming one of the essential tools to exchange information.  Electronic means to transfer files, such as electronic mail and, the World Wide Web and social networks, have allowed the development of cooperation between scientists and improvements in the forecast and distribution of elaborated meteorological products.

But in parallel to these positive changes in the way our community is working, more and more threats have now appeared are present everywhere throughout the whole Internet and it is necessary for our organizations to face the dangers and protect our Information Systems in order to maintain operational data processing and communication.

Change 3

Furthermore, because we are interconnected, we all have a responsibility to secure ourselves to ensure we will not be the cause of further security problems with our partners.  All centres are only as secure as the least secure centre in the network.  Therefore the threat must be dealt with.

For information about the top security risks and methods to prevent or to mitigate them please refer to appropriate links, such as http://www.sans.org/top-cyber-security-risks/

The purpose of this document is to provide …

Change 4

•
regularly applying security patches to critical systems as they become available

•
managing with care the user access codes and passwords

The complete list as defined in the ISO/IEC information security standard can be found at http://en.wikipedia.org/wiki/ISO/IEC_27002 

Another helpful reference is http://www.itgovernance.co.uk/bs7799.aspx

Change 5
1
Definition of Information Technology Security (ITS)

The purpose of Information Technology Security (ITS) is to help an organization to fulfil its mission by protecting its IT resources, and through that, its assets. Those assets must be properly identified so that adequate security requirements can be defined.

Additional information regarding the information security standard can be found at:

http://en.wikipedia.org/wiki/ISO/IEC_27002 and  http://en.wikipedia.org/wiki/ISO/IEC_27001.

The next 4 sections briefly mention 4 of the necessary tasks in order to implement information technology security. Again, this is not a complete list, and should always be complemented by tasks from the above mentioned standards.

Change 6

3.2
Common threats 

A very resourceful link for this topic is http://www.sans.org/top-cyber-security-risks/.

3.2.1
Malicious codes: viruses, worms, Trojan horses

Change 7

Confidentiality

Confidentiality is achieved through network and systems protection and cryptographic measures.

A key measure for all three security criteria is network and systems protection. A key technology for network protection isare a firewall systems. The most common application for firewall systems is a central firewall between the internal network and the Internet. However, depending on the complexity of the internal network distributed firewall systems shall be put in place to protect sensitive internal network zones and systems, e.g. databases and servers running critical services, from more dangerous parts, e.g. network zones connecting user PCs and workstations (see sec 6.2).
Network protection can also be improved by introducing intrusion detection/prevention systems (IDS/IPS) to monitor the network traffic at certain points and to detect unwanted or suspicious traffic.

Change 8
Modern firewall appliances have both an internal and an external packet filter, respectively packet filter and stateful firewall with protocol analyzers in one single box. The former DMZ has become the so-called "service network" (SN).
Change 9

6.8.3
Installation of security patches

Follow the security advisories from the CERT (e.g. http:// www.us-cert.gov, http://www.dfn-cert.de, https://www.cert.be) and install patches as soon as they are available.

6.8.4
User account management

•
All accounts must belong to a specific user

•
Each user should read and understand the organisation's security policy

•
User accounts that are unused for a period of time (3 months) should be deactivated

•
Password crackers should be run on a regular basis to identify easily cracked passwords and notify the users to change these passwords to more difficult ones. But be aware to pay attention to possible legal issues! Best practice is to inform the users about regular password checks and let them individually sign a declaration of agreement, e.g. in terms of a common IT user policy before running any password cracking tools.
•
Passwords must be changed on a regular basis (at least every 3 months)

Change 10

6.8.6
Detection procedures

Several detection procedures can be put in place to monitor system activity and possible illicit or unwanted activity.  These procedures should be 24/7 and can include: intrusion detection, abnormal system activity detection, loss of system or loss of data procedures.

6.8.6.1
Protection from Viruses

Change 11

Anti-virus software should be regularly updated with new definition files. Anti-virus software should be regularly reviewed. It mymay be necessary to use more than one type of scanning software to ensure that maximum protection is provided for all information platforms and environments. Organizations should ensure that virus protection and recovery strategies are included in risk management and business continuity plans.

6.8.6.2
User Education

Users should be educated about malicious software in general, the risks that it poses, virus symptoms and warning signs including what processes should be followed in the case of suspected virus. Organizations should consider network broadcasts or a system for alerting users of virus attacks.

6.8.6.3
Unauthorised software

Change 12

7
Information Technology Security Useful Resources

The following references can be useful in learning more about the ITS processes, finding up to date information on industry standard security procedures and in establishing your own security policies.

•
Sysadmin, Audit, Network, Security (SANS) Institute (http://www.sans.org)

•
Computer Emergency Response Team (CERT) (http://www.cert.org/)

•
Governments IT Security Agencies

•
Center for Internet Security (http://www.cisecurity.org/)

•
Internet Engineering Task Force (IETF) Security Working Groups

(http://www.ietf.org/html.charters/wg-dir.html#Security%20Area


•
RFC 2196 Site Security Handbook (http://www.ietf.org/rfc.html)

•
The Information Security Policies & Standards Group

(http://www.information-security-policies-and-standards.com/)

•
NIST security handbook (http://csrc.nist.gov/publications/nistpubs/800-100/SP800-100-Mar07-2007.pdf)

•
National Security Agency (NSA) documents on “securing systems” (http://www.nsa.gov/)

•
Internet Security alliance guidance (http://www.isalliance.org)

•
ISO guidance on ITS such as ISO/IEC 27000-series 17799 (must be purchased from ISO)

•
http://en.wikipedia.org/wiki/Standard_of_Good_Practice 

•
http://en.wikipedia.org/wiki/Cloud_computing_security 

•
https://cloudsecurityalliance.org/guidance/csaguide.v3.0.pdf 

•
http://en.wikipedia.org/wiki/Information_security

Change 13
8
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Appendix 6. Recommended amendments to the “Guide for Virtual Private Networks (VPN) via the Internet between GTS centres”

Additions deletions moves from moves to
Copy of full edited version including authors’ track changes is on the wiki meeting page. See http://www.wmo.int/pages/prog/www/WIS/wiswiki/tiki-download_wiki_attachment.php?attId=1215.
Note that the wiki meeting page version includes the updates for MPLS and updated example scripts. The review is based on this unpublished update to the 2002 version which is available from the list of manuals and guides on the WIS web pages so the wiki version should be used for updating.

Summary of change follows:

Change 1

In Windows operating system versions, starting from Windows 2000, IPSec Encapsulating Security Payload (ESP) is used to encrypt the L2TP packet. This is known as L2TP/IPSec. The result after applying ESP is shown below

Change 2

2.2.2.1
SSL and TLS

Netscape, few years ago, created the protocol SSL (Secure Socket Layer). In the TCP/IP layering model it is on top of the TCP layer.

Therefore, it could be used for adding security (that is strong authentication and encryption) for all TCP-based applica-tion (Telnet, FTP…).

Companies use this technology to provide secure remote access to their internal infrastructure by using SSL-VPN’s with additional strong authentication, oftentimes using either via one time password generators or X.509 certificates. The ad-vantage is, that no VPN client software has to be installed on the client computers in advance. Instead, the VPN client software is downloaded as ActiveX controls or a Java applets just before the VPN connection is established.

Besides commercial SSL VPN solutions there are as well powerful Public Domain VPN solutions like OpenVPN (sec Fehler! Verweisquelle konnte nicht gefunden werden.) and stunnel which can be used free of charge.

Some other implementations exist for these protocols but the success story of SSL is HTTPS. HTTPS is used in e-commerce application to allow secure information exchanges between client and servers. TSL is the IETF proposed standard and the successor of SSL and an IETF standard as well.

Change 3
Remove section 2.2.2.3
SOCKS … In total

Change 4

• Key management describing the key management schemes.

-
keys are generated with Internet Key Exchange (IKE) in IPSec protocols

Change 5
4.2.1
Physical layer

The current GTS is a mixed of various technical solutions:

-
leased line

-
Frame-Relay lines. The leased line is replaced by a connection to a Frame Relay network but only two peers share the same Frame Relay network.  

-
MPLS network like the RMDCN in region VI is such a network

-
Connections using the Internet.

Change 6
4.2.2
Upper layers

The “Guide on the use of TCP/IP on the GTS” describes how to use IP as a replacement of the legacy X25 protocol. The IP protocol is now widely used on the GTS future. of the GTS is IP and technical evolution on the network should be searched in the IP direction.

At the application layer, for the GTS data exchange two protocols are usable on top of the IP layer: FTP and sockets. Every new solution must be compatible to these standards.

Change 7
Therefore, the Internet is nowbecoming a possible media to complement the current GTS private infrastructure, and it is used as the connection to the GTS in a few countries already (see also 4.2.1).
4.4
The suggested approach

Change 8
Over the last 75 years, ECMWF and its partners in Europe made a lot of tests on IPSEC. The latest one in 2007, showed that interoperability is still an issue.
Change 9
4.6
Network architecture

The placement of the VPN gateway in a security solution is of paramount importance. Improper placement of the VPN gateway will impact effectiveness of the solution. In this context, all the VPN gateways are operating in tunneling mode only. The following… 

Change 10
In this case a VPN gateway function is implemented on a firewall and the firewall connects to the Internet. The flow of traffic is from the Internet to the firewall/VPN gateway directly. This will be a more cost effective solution since there is no need for a separate VPN gateway. Placing both the functions firewall and VPN onto the same box results in an easier management. Note that this setup is typically used for smaller VPN solutions.

The disadvantage of this solution is that the resource CPU  utilization of the firewall/VPN gateway will be very high and adequate measures have to be taken to address this issue. In other words, …

Change 11
-
Setup appropriate filter rules on the firewall. The following rules 



allow UDP port 500 is used for ISAKMP



allow UDP port 4500 (NAT traversal)


allow IP protocol number 50 (ESP protocol)

….

are the basic rules for an IPSec connection.

-
implement the defined configuration

-
test

Change 12
5.4
Conclusion

For the MTN or a regional network, a managed service from a provider (either MPLS VPN ode IPSec VPN) offers a service level agreement (SLA). Depending on the technology used, this SLA will cover guaranteed bandwidth, perform-ance, class of service, Round Trip Time, recovery time in case of problems or failures, etc.... 

The technical benefits …
Change 13
6.3
Configuration Example for an OpenVPN-based solution

6.3.1
Server Configuration

By starting up with the Server configuration first thing we have to do is to create a series of certificates and keys. For all

Change 14
Note: former configuration files that remain into the /etc/openvpn directory should have to be removed in order to avoid making futures mistakes.

6.3.2
Generate the Certificate Authority (CA).

This Certificate has to be generated just once in the Server and then will be one of the files to be copy and submitted to the clients (Met Centers).

Change 15
Note: don't let the Common Name blank!

6.3.3
Generate certificate and key for the Server

#sh build-key-server servidor

Change 16
6.3.4
Generate certificates and keys for the clients (Met Centers).

Likewise as we did before for the server we shall do for each of the clients, i.e. certificates and encrypt keys are created and unique for any of them.

Change 17
6.3.5
Generate Diffie-Hellman parameter

Diffie-Hellman parameter is generated executing this command which will provide us of a safety key exchange.

Change 18
6.3.6
Coping files here and there

Once carried out previously steps we've got several files stored in /etc/openvpn/easy-rsa/keys; any of them have to be copied into the client and other ones into the Server:

Change 19
clienteBR.key

Server configuration

We need to count on a configuration file either in the client as in the Server.

This will contain all configuration parameters and should be have the .conf extension

and of course shall be stored in the /etc/openvpn directory   

servidor.conf

port 1194

Change 20
push: indicate the Server which Ip subnet could be reached by the connected clients

6.3.7
Client configuration

Client

Appendix 7. RMDCN Status and Next Generation Project
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Appendix 8. ET-CTS Terms of Reference

Expert Team on WIS-GTS Communication Techniques and Structure (ET-CTS)

(Co-chairperson on Data Communication Techniques; co-chairperson on WIS-GTS data communication structure.)

Proposed updates to ET-CTS Terms of reference:

(a) Develop recommended practices and technical guidance material for data communication techniques and procedures (GTS, WIS and Internet), for the WIS/GTS including security, monitoring and performance aspects, with a view to ensuring efficient and safe operations of information systems, and inform Members of relevant developments in standard bodies in particular ITU and ISO;

(b) Review standard TCP/IP procedures and applications, including new developments (e.g. Multicast, IPv6) that are relevant to WIS and WMO Programme requirements, and develop recommended practices especially for the GTS;

(c) Review and further develop recommended practices for data communication and access procedures, including exchange of high priority data and products in support of a virtual all hazards network within WIS-GTS;

(d) Maintain the file naming convention, in particular for operational routeing and distribution;

(e) Develop the organization and design principles for the WIS data communication structure, and coordinate related pilot projects;

(ef) Review and further develop the organization and design principles for the WIS data communication structure, in particular the smooth evolution of the GTS and the WIS core network;

(fg) Provide guidance on technical, operational, administrative and contractual aspects of data communication services for WIS implementation, especially for the GTS at the global, regional and national levels, including dedicated and public services (e.g. satellite-based telecommunications, managed data-communication network services, the Internet);

(gh) Advise and assist ICG-WIS on Maintain the relevant communications technologyical aspects of the Manual on GTS and the Manual on WIS.

































� Meeting home page � HYPERLINK "http://www.wmo.int/pages/prog/www/WIS/wiswiki/tiki-index.php?page=et_cts_meeting2012" �http://www.wmo.int/pages/prog/www/WIS/wiswiki/tiki-index.php?page=et_cts_meeting2012� 


� Manual and Guide on WIS is available at � HYPERLINK "http://www.wmo.int/pages/prog/www/WIS/manuals_guides_techregulations_en.html" �http://www.wmo.int/pages/prog/www/WIS/manuals_guides_techregulations_en.html� 


� WIS Circulate Letters and Questionnaires � HYPERLINK "http://www.wmo.int/pages/prog/www/WIS/circular_letters_questionnaires.html" �http://www.wmo.int/pages/prog/www/WIS/circular_letters_questionnaires.html� 
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