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[bookmark: _Toc197008725]Technical Primer
The most well-known difference between IPv4 and IPv6 is the IP address length: 32 bits for IPv4 and 128 bits for IPv6. However there are a few other notable features of IPv6 that a network administrator should be aware of. We present below the most important aspects you ought to be familiar with.
[bookmark: _Toc197008726]Addressing
Although IPv6 addresses are longer and more difficult to remember than IPv4 addresses, overall the IPv6 addressing scheme is far simpler to use for a network administrator.
Writing IPv6 Addresses
The IPv4 address is 32 bits in size, and because that’s a very long number to write in binary, we represent it as four decimal numbers ranging from 0 to 255 each, for example [192.0.2.1].

With 128 bits the problem of compactly representing IPv6 addresses requires hexadecimal (base-16) instead of decimal: [2001:db8::1]. Each individual base-16 character is called a nibble, and sequences of four nibbles are called a quad.

Example address with each feature highlighted

Various rules describing representation of IPv6 addresses are given in RFC5952, section 4. Here is a brief summary, and you will see that each rule is observed in the example address.

· Quads are separated by a colon “:”
· Leading zeros in a quad can be omitted
· One or more consecutive quads with all-zeros can be replaced with “::”
· All characters are written in lowercase

Example address with each feature highlighted

[image: ]Port numbers are traditionally written after IPv4 addresses with a colon character (:), but this would be ambiguous in IPv6. Hence software applications requiring configuration with IPv6 addresses and port numbers use different formats; check your documentation for each application’s requirements.
The IPv6 Subnet
Network administrators today will be familiar with the IPv4 concept of subnet masks, usually of varying lengths such as 24 bits (255.255.255.0) or more.

In IPv6 there is only ever one subnet mask length: 64 bits. The IPv6 name for a subnet is a prefix, and prefixes are usually written with a forward-slash and the number of mask-bits, like this:

2001:db8::/64

This is one way in which IPv6 is a much simpler protocol to manage than IPv4.
Types of Addresses
IPv6 embraces the notion that a host will have several IP addresses, each of which has a different role. This makes IPv6 efficient, and also easier to set up for the administrator because hosts can self-allocate addresses and gain access to network services more easily.

[image: ]There are security implications when hosts self-assign addresses, which we discuss later.

As soon as IPv6 is enabled on a host’s network interface, a link-local address is generated and assigned to the interface. These addresses are similar to the [169.254.0.0/16] addresses in IPv4 and will only work on the local LAN segment. That is, they are transported through switches but not through routers.

All link-local addresses begin fe80:: and end with the interface’s EUI-64.

An EUI-64 is based on the interface’s hardware MAC address, but is not exactly the same:

[fe80::216:cbff:feaa:9929]
for MAC address
00:16:cb:aa:99:29
make this a better diagram

A global address is required to communicate with hosts on other networks, through a router. Global addresses are like public IPv4 addresses. Remember that the subnet mask is always 64 which means the “host” part of the address is also 64 bits long.

The “host” part of the address can be self-assigned by the host, or statically configured, or assigned via DHCP. When self-assigned, it’s the same EUI-64 as used in the link-local address. For example on a subnet prefix of 2001:db8::/64:

[2001:db8::216:cbff:feaa:9929]
show address split into prefix and host parts

We recommend that servers have statically configured IPv6 addresses, and every other device be allowed to self-assign its global address. This can be combined with dynamic DNS for easier system administration.
Obtaining Addresses for your Organisation
Just as with IPv4 there are both Provider Allocated (PA) IPv6 addresses and Provider Independent (PI) IPv6 addresses. Which you use depends on your ISP but with IPv6 it is easier to renumber your organisation, should you change in the future.

If you have one ISP and do not expect to change that situation for several years, then you can get an IPv6 prefix (network) assigned from the ISP. These addresses are called Provider Allocated addresses. Such addresses are assigned from within the ISP’s own allocation.

If you have two ISPs then the option is available to obtain Provider Independent addresses, with a small annual fee, from your Regional Internet Registry (RIR, which is one of AfriNIC, ARIN, APNIC, LACNIC, or RIPE NCC). Such addresses are not taken from the ISP’s own allocation but from a range of addresses independent of any ISP.
Size of Prefix
In either case, the size of prefix allocated to your organisation will depend on the size of your organisation, and its expected growth over the next few years. Early IPv6 RFCs recommended certain sizes, but these rules have been relaxed and ISPs and RIRs will allocate anything from /32 to /56 depending on your needs.

One important point is that there is no need to consider how many workstations or servers you have, with IPv6. The standard subnet size of /64 supports effectively an unlimited number of hosts. Therefore it is only the number of subnets in your organisation which determines the allocation.

The table below shows how many subnets a range of prefix sizes support. However this is also subject to the specific address assignment plan, discussed in the next section. Most organisations are allocated /48 or /44.

	Prefix Length
	Number of Subnets

	32
	4294967296

	44
	1048576

	48
	65536

	52
	4096

	56
	256



Address Assignment Plan
Before deploying IPv6 at your organisation you must have in place an assignment plan for hosts and networks. This should detail:

· The logical structure of your PA or PI prefix allocation
· How different types of device are to be configured for IPv6

Our recommendation is not to try to migrate any existing IPv4 allocation plan to IPv6. Things you consider to be useful in IPv4 will probably become a hindrance in IPv6. For example do not base your assignment plan on VLAN numbers, or on trying to encode the old IPv4 addresses into IPv6 addresses. It will be much easier for you to plan a “green field” IPv6 deployment, instead.

How detailed do we want to get, here?
[bookmark: _GoBack]Need to explain about hierarchy and how that reduces the usable number of subnets. 
Client Address Allocation
As stated earlier, hosts will self-allocate a link-local address. A decision is required on how hosts will be allocated their global addresses.

Typically, servers should always be statically assigned a global address following your Address Assignment Plan. Workstations, if they are to have IPv6, will self-assign an address using their EUI-64.
[bookmark: _Toc197008727]IPv6 Packet Structure
An IP packet has two parts – the header and the payload. An application’s data is carried in the payload section, and the header is used to store the source and destination addresses, and other information useful for delivering the packet.

The designers of IPv6 wanted a simpler packet format than IPv4, because at the time (and still today) the silicon chips used to process IP packets were expensive to design and run.

The IPv6 packet header therefore has fewer fields than IPv4; several fields have been removed and only one new field has been added. It is not necessary to know the header format in detail, but familiarity with commonly used fields and their names is useful.

	IPv4 Field Name
	IPv6 Field Name
	Notes

	Type of Service
	Traffic Class
	Stores a DiffServ value

	Protocol
	Next Header
	e.g. 6 for TCP, 17 for UDP

	Time to Live (TTL)
	Hop Count
	



The Flow Label is IPv6’s only new field, and is not yet in use. It’s likely this will store a hint for optimally routing the packet within one administrative domain, such as an ISP’s backbone network.
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· http://www.cisco.com/web/about/ac123/ac147/archived_issues/ipj_9-3/ipv6_internals.html
· http://standards.ieee.org/develop/regauth/tut/eui64.pdf
· http://www.si6networks.com/presentations/HES2012/fgont-hes2012-recent-advances-in-ipv6-security.pdf
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