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Guidance on information management
Background
From the ToR for the Task Team on Information Management: “Propose updates to incorporate standards and practices for information management under WIS Part C in the Manual on WIS (WMO No. 1060) and Guide to the WIS (WMO No. 1061)”
The Task Team on Information Management has produced an outline/draft for “Guidance on Information management”, see Annex 1. 
This draft is going to be elaborated, with a focus on the FAIR principles [FAIR Findable Accessible Interoperable Re-usable] and the data management life cycle.

Recommended Text 

1. 	The Task Team on Information Management has produced an outline/draft for “Guidance on Information management”. This draft is going to be elaborated, with a focus on the FAIR principles [FAIR Findable Accessible Interoperable Re-usable] and the data management life cycle.	


ANNEX 1


Purpose and Scope of the Guidance on Information Management 

Introduction
The efficient and effective provision of weather water and climate services depends fundamentally on a reliable underpinning data and information infrastructure at the global, regional and national levels, informed by standards and guidance on recommended practices. Such guidance includes recommendations and requirements for sourcing, securing, managing, archiving, exchanging and providing easy access to data and information. 

The purpose of this document is to set down at high level the basic requirements for information management within National Meteorological and Hydrological Services (NMHSs). The aim is to inform Members about accepted good practice and responsibilities in Information Management, to ensure that a consistent approach is adopted by all Members.  

Intended audience
The Guidance is primarily aimed at personnel within NMHSs, and other entities such as research institutions, with responsibility for planning and undertaking the creation, stewardship, exchange and provision of weather, water and climate data and information. Being high-level guidance it is not, in general, of a technical nature; more detailed technical guidance can be accessed via linkages and appendices referenced in the text. 
Specifically, the guidance will have four main target audiences across the data/information lifecycle chain:
· Information producers (those who create, acquire and manage the information);
· Information providers (those responsible for the provision of the information, and for ensuring that appropriate access is enabled, licensing, etc);
· Information consumers (understanding of the rights, responsibilities etc associated with use of the data);
· Catalogue provider (maintaining an easy-access guide to data/information availability, and information needed to assess fitness for purpose). 

It is also intended that the Guidance will lead to the development of training materials required to ensure that all NMHS and similar entities have access to information about the requirements, responsibilities and competencies required for effective information management. 

Scope of the guidance 
This document aims at providing guidance on generic practices that apply to all forms of scientific data and information. More detailed and domain-specific guidance and regulations will be specified by individual programmes, such as climate, hydrology, weather and marine services.
Six main focus areas are identified and described in the Guidance, representing six "categories" of Information Management. These are: 
· Information creation or acquisition, including process quality assurance,  documentation, and ensuring there is sufficient planning? and resourcing? Data entry/ingest (e.g., checking for data integrity, data expected but not received etc); domain-specific provenance metadata(?); data supply agreements. 
· Representation and Metadata of the data/information, including data formats, domain-relevant community standards and conventions; contextual metadata; ensuring linkages between the metadata and the data to which they apply; controlled vocabularies; versioning of the data (?)
· Publication, including discovery metadata; Digital Object Identifiers; Catalogues (and inventories?); accessibility to communities outside NMHS by publishing in multiple formats; clear and accessible data licensing; open data versus restrictions; data exchange considerations, including standardised communication protocols  
· Exchange
· Archive/Cache/Disposal, including backup and restoration policy and procedures; mirroring arrangements; data/information synchronisation between original and backup copy; information and integrity verification (mentioned also in Creation); quality control of the data/information; retention policies and procedures, including procedures for disposal; access/modification controls; data/information rescue and technology migration strategies and verifications; storage type, including Cloud; database administration; physical security (natural and manmade hazards, Cyber-security(?); policy and procedure on decommissioning (including documentation as part of metadata); provenance and versioning; data quality standards,    
· Usage, including guidance on access to/use of the data; limitations; user feedback mechanism; communication strategy for changes to data; analytics(?)
Some overarching requirements that apply to some or all categories include governance, documentation and competencies. 

Principles
The Principles of Information Management provide a framework of basic rules and understandings that underpin the management of data and information across their lifecycle. They are independent of information type, are largely independent of technology, and therefore are expected to remain stable over time. There are various versions of Principles related to Data and Information management in existence (e.g., the GOS Data Management Principles; the FAIR Principles - see, e.g., https://www.force11.org/group/fairgroup/fairprinciples), but most versions have common aspects. 
The Principles on which the Guidance in this publication (and subsequent Technical Regulations) rest, may be summarised briefly as follows: 
· Asset management. Information is an asset, and has to be managed throughout its lifecycle, from creation to use to eventual disposal, in a way that makes it valuable and reflects its value in time and different uses. To this end, information management must be thought of as an integral part of a NMHS' responsibilities, not a "nice-to-have", and accordingly needs to be properly resourced.
· Quality management.  Ensuring processes and procedures are adequate to ensure that data/information are "fit for purpose" for the user communities. Processes should be consistent with the General provisions and principles of quality management as described in WMO No 49, Volume 4, including a focus on continuous improvement of quality management capabilities. 
· Governance. Sound governance practices, covering policies and procedures, responsibilities and accountabilities, checks, compliance, and transparency are to be applied to every aspect of information management. 
· Documentation. All processes are to be fully documented, and the documentation retained and kept current, to ensure full traceability of process along the data/information lifecycle. 
· Accessibility. Information shall be findable, in accessible electronic forms, with licensing conditions and any restrictions on use clearly defined. 
· Accountability. All information shall have a designated owner who is responsible for ascertaining:
a.  Definition and enforcement of appropriate retention policy, taking into account stakeholder needs and variations in value over the information lifecycle; 
b. Licensing, and defining and enforcing any access restrictions; 
The designated owner has budget and decision-making authority about preservation and data usage.

Create   
The creation process includes the following steps:
Pre-processing and document of collection data: To ensure correctness, completeness and normativity, pre-processing should be conducted before collection data goes into the system (CDMS). Pre-processing methods include: data format check, filename conversion, file merging/splitting and so on. The details of pre-processing procedure should be documented.
Document any associated information of the product/dataset: All associated information about the product/dataset should be well-documented, and documentation should be persistently available. The information needs to be documented includes: what it data source, how it was produced and processed, what it contains, its ownership, its retention policy and retention status , how it is accessed, who can use it and  how to use it, what application areas it is intended to support.
Version Control and its Software Code: To ensure traceability and reproducibility, you need provide version control information which describe the procedure of how the product was produced and processed should be documented and version control.  If a product (such as a satellite data time-series) requires multiple processing steps, documentation of each step must be kept. The software code is necessary, which used to create a product should be stored in a suitable code library and a version control technique should be used to keep a clear record of how the software code was created, developed and changed over time. Revision history is necessary to track changes which should contain a unique version number, when the change was made, who made it, what was changed and the purpose of the change. A good version control practice of software code should allow people to identify the latest final version easily and revert to an earlier version whenever you need.
Quality Assurance: Ensure there is always a mechanism for quality assurance, and quality related procedures, definition of quality measures should be documented.
Discovery Metadata Generation: Ensure there is a process exists to define discovery metadata, which provides the information of what a dataset contains, who is responsible for the dataset and how to access it. The change of algorithm, software code or input should trigger the process to generate a new discovery metadata.
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]Data Security Assurance: To ensure a privacy, confidentiality and appropriate access, relevant access authority and use constraints should be clearly stated. For those data coming from external sources or belonging to common intellectual property rights, an additional agreement defining rights, obligations and responsibilities is important. 
Policy Setting: Policies should be set to provide the authoritative statement of the principles for information management. The policies should cover the following issues:
- Data is accessible to only authorised users and is not disclosed to unauthorised users or the public unless appropriate and lawful.
- Software codes are modified under clearly-defined circumstances and testing needs to be carried out before online. 

Representation and Metadata   
Introduction. 
For data and information[footnoteRef:1] to be useful, it needs to be organised and written (or “serialized”) in a way that humans and machines (e.g. software systems) can understand it. [1:  Hereafter, we use the term “data” as shorthand, inclusive of data, information, and products.] 

Data (information) representation may be written as: data representation = format + vocabulary + data model
Where
Format has to:
·  preserve as far as possible the information content in data values.;
· Enable vocabularies and data models to be applied to data such that associate values with meaning and reconstruct the information the producer intends to convey
· Be open to users to develop their own implementation 
Vocabulary has to:
· Be pertinent to the specific domain;
·  Be accessible to, and understandable by, individuals who are not subject matter experts;
A data model has to: 
· Provide a framework to express complex concepts and connect them to common elements like position, space, time, duration….;
· Assist with implementing interoperability between computer systems and services

1. Vocabularies 
· Ensure that a consistent, controlled domain-relevant vocabulary is employed to define and characterise key concepts and their interrelationships utilised in representing and conveying information. This involves utilising predefined, authorised terms developed through open, consensus-based processes, for representing data and information, and also metadata.  
· Select vocabularies and formats that enable users to readily "read" and utilise the information. If there is not a specific user community, select vocabularies and formats that can be used by the widest possible audience.

2. Formats 
Use open, community-based standards 
· Provide information and metadata in open standard formats that users can easily read, interpret and process. In particular, the data/information provider should publish their data in a way that is consistent with regulations, policies, standards, and/or conventions in use by the primary audience (examples – for the Hydrology community, WaterML2.0 is the accepted community standard; CF-NetCDF for climate predictions/projections).
· Provide information and metadata in machine-readable formats.
· It is recommended that data and information be provided in multiple representations to increase useability for a wider audience, and limit introduction of errors and extra processing costs during transformation. 
· Wherever possible, use standard representations for, e.g., spatial projections, dates, symbols, or if non-standard forms are used, clearly define the forms used. For Web applications it is recommended to utilise community standard guides such as the W3C Data on the Web Best Practices. 

3. Metadata
· Ensure that the metadata describing data/information is sufficiently rich to meet the needs of the target audience. This applies to discovery, contextual and provenance metadata. 
· Ensure that users are always able to locate the metadata associated with a dataset, either by using formats that allow embedding of metadata within the data file, specifying the location of the metadata file (via, e.g., a hyperlink), or using the dataset identifier to search a metadata catalogue. 
· Ensure that a versioning system (version system, date of change) that enables distinction between different versions of a dataset is in place, and publish the version and reasons for publishing a new version in the metadata

Exchange  
Introduction. 
In the WMO context, the ability to exchange data and information is absolutely critical to global cooperation in the meteorological sciences, as well as the provision of services to Members' communities. Therefore, best-practice guidance on how to enable such exchange is required.
Aspects of the FAIR principles are relevant here, but must be interpreted in the WMO context. Also, Guidance must address the reality that not every Member has advanced ICT capabilities or even communications infrastructure.  

4. Tools and technologies 
· Where possible, and communications infrastructure allows, make use of the Web for international data/information exchange and provision of services to Members' clients. 
· Enable users to process or interact with large or complex datasets through Web services or APIs that provide results /products small enough to be downloaded and used by those with limited technical substructure via user-choice subsetting or similar capabilities
· Where possible, systems linked to data exchange should automatically generate standard messages (such as SYNOP, CLIMAT, etc). 
· Where changes to transmission systems including the Web are required, ensure effective communication with users and stakeholders. In particular, avoid making changes to Web services that "break" user's software. 
· Develop a capability for machine-to-machine data exchange, especially for information of high volume, complexity and velocity.  

5. Standardised communication protocols 
Use open standards and industry best practice 
· Use open, free and universally-implementable standardised communications protocols, such as FTP, HTTP and their secure variants – that allow for authentication, authorisation and secure transit of information as necessary. 
· In providing services, wherever possible ensure that transmission systems are compatible with the community standards for that community. See also "Representation". 
Provide general access where possible, managed access where necessary 
· Expose services on public telecommunications networks (i.e., the Internet) to reach the largest possible community of users, complemented with high-performance, managed networks where needed; and implement authorisation and authentication where necessary. 
· Where possible, make digital resources (data, information products) available to users through Web services in ways that meet their needs. 



Archive/Cache/Destroy (Disposal)*
1. Quality Assurance/Control. 
* The term “Disposal” Is preferred, because it is more generic, and less “confronting” to NMHSs than the term “Destroy”
· A quality control process should be defined for all data and information being archived, to remove errors and highlight and address deficiencies. 
· Data/information integrity checks, and checks that information expected is in fact received, should be in place, and prompt remedial action taken when information is missing or corrupted. 
· The quality control process should be documented and versioned, and the documentation retained in line with the NMHS Retention Policy.
· The results of quality control must be documented

2. Backup strategy
Elements of Strategy 
· Have a backup strategy for all data and information types with backups at regular, prescribed intervals.
·  At least one working copy and one backup copy must be kept. For high-value and irreproduceable information, regular offsite backup is additionally required. 
· A data synchronization policy between the working copy and the backup copy is required (synchronized / desynchronized / synchronization  frequency)
· A rapid recovery process is required, to ensure that information can be restored, that corrupted data/information can be rebuilt, in a timely fashion and in line with operational priorities.  
· Details of the recovery procedure should be clearly and concisely described in easy to access documentations, and regular testing of the procedures should be carried out. 


3. Archival and retention
The purpose of archiving data is to be able to preserve and reuse the original data for future generations.
Planning 
· Data/information management plan. Specifying among others: storage requirement, frequency of update, security, restrictions etc 
· Responsibilities and accountabilities for each different data or information type must be clearly established, including who is the appropriate contact point
· Inventories and metadata should be maintained and kept up to date, and be archived.
· Special attention should be paid to the type of storage chosen -> robust hardware is required for long-term storage (eg: magnetic tapes are preferable to optical storage). 
· Cloud storage may be a good alternative to in-house storage. Considerations include, among others: cost of archival and extraction; whether the data/information are to be shared; 
[bookmark: tw-target-text]Reading the archive
· It is necessary to establish recommendations for the reading time of the data / information: rules must be put in place for the caching of the read data (quantity and duration)
· Data considered as "popular", i.e., in high demand, should be archived on faster storage (permanent cache), even if it involves double archiving
· A review of these "popular" data needs to be done regularly

Retention and Disposal 
· Retention policy should be set by Member Countries based on national legislation and business needs. For public data the retention policy should be made publicly available.
· Members should provide a technical solution that provides the level of resilience appropriate to the retention policy. 
· The retention policy needs to consider whether the data/information can be reproduced or not. In general, irreproduceable observations will be retained in perpetuity. 
· Members are responsible for determining the retention policy and for the information and datasets that are to be permanently preserved the members are responsible to setup the proper mechanisms for preservation.
· Procedures and documentation are required to ensure that where data or information is to be disposed of, approved and verifiable processes are followed. 
· An appropriate decommissioning process is required once data have been migrated/disposed of. 
· Where there is a need for long term preservation of data, Members may want to consider offsite backup twinning/mirroring with other centre or use of cloud solutions. Members remain responsible for the preservation of data as outlined in their retention policy even where a third party is tasked to implement the policy. 
Documentation
· Inventories: All archived information must be recorded in an inventory that is regularly maintained, accessible, and provides clear advice on how to access the information.
· Details of the data lifecycle must be maintained such as reception date, validity period, etc, and details of any replications, along with provenance information (see below). 
· When a dataset or information set is deleted, metadata should be retained that specify the prior existence of the set, and describe the circumstances and reasons for the deletion. 

4. Technology migration

· A technology migration plan must be developed, to ensure that the information remains accessible, readable and recoverable. 
· Where a media migration needs to be performed, the process should be well defined and have checks and verifications in place. 
· In migrating data and information, a snapshot of the latest version should be taken. 

5. Security

Cyber Security 

·  Data/information must be protected from unauthorised modification, which requires clear processes and authorisations as part of the governance process. 
· Sensitive data requires higher levels of access control. Multi-key authentication and encryption may be required. 
· Virus protection software (where appropriate) must be kept up to date
· In general, public access should not be allowed to an NMHS database or information system. Where information is to be "pulled", the information requested should be accessed through a firewall or replicated version of the information. 
Physical Security 

· [bookmark: tw-target-text7]Physical security of the information (both storage and archiving) includes protection from (fire / water / earthquake / physical intrusion
· If the information is in hard-copy form, it must be managed in accordance with best-practice storage techniques for physical records

6. Provenance and Versioning 

· Different versions of the information data must be clearly identified; 
· Maintain an audit trail describing processing history, quality procedures etc that change the data/information;
· Clearly specify the original and authoritative versions of the data-or information set;
· For high-profile or closely-scrutinised products full traceability is required, i.e., it should be possible to link products to the version of the data or information used to generate the product 
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