0. Executive Summery

1. Motivation (actual threat situation, etc…)
a. Former chapters 3 and 4, …

2. global aspects (topics such as organizational aspects, personel, security management, crypto management, data backups, emergency management, ….)
a. former chapters 5, 6.5-6.7, 6.8, …
b. contingency strategies, incident process, all aspects of logging, security and crypto management
c. training 

3. infrastructure (building, server rooms, data center, etc.)

4. IT systems (server and operating systems, etc.)
a. Parts of former chapter 6, ….

5. Networks
a. Parts of former chapter 6, …

6. Applications
a. [bookmark: _GoBack]Life cycle (automated deployment, regular security analysis, version control, code repositories,…)



New Topics

Cybersecurity. ?
Contingency Strategies.
Incident Response.
Threats hunt.
Continuous Training.

Specific topics
Log Criteria. Centralization. Consumption. Log Analysis.
	Application logs
	OS logs
	Network assets logs

Systems Health. 
	Infraestructure Monitoring.
		Metric based (cpu, uptime, memory, bandwidth, etc)
		Learned. Trends and Bias.

Applications Life Cycle.
	Automated deployment.
	Regular security analysis after deployment.
	Version control. 
	Code Repositories.
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