ICT- ISS-2012/Doc. X.X, DRAFT 1, APPENDIX C


	[image: wmo_logo_e_black]World Meteorological Organization
COMMISSION FOR BASIC SYSTEMS
Expert Team WISC
13-17 November 2017, Geneva
	ET-WISC2017/Doc -6.2(2)

	
	Submitted by:
WANG Peng/CMA
14.11.2017




[bookmark: _GoBack]WIS Monitoring JSON specification of sharing IT Security incidents of WIS centres
Introduction
In according to Decision 5.5(1)/1 (CBS-16) WIS SECURITY INCIDENT MANAGEMENT PROCESS, DECISIONS ON THE DEVELOPMENT OF WIS, OPAG-ISS Proposed Security Incident Process for WMO Member States. 
1.1. Recommendation #5 “Adopt a mechanism (a collaboration capability) for sharing IT security information and good practice.”
1.2. The intended outcome is to “increase knowledge and awareness of IT security, including best practice.”
1.3. “This could be used to inform the WMO community about current security incidents, or to share information about how these have been overcome. It could also be used to share information including hints and tips on IT security.”
ET-WISC-2016 “57. 	The meeting reviewed ET-WISC-Doc09 providing updated JSON specification for WIS monitoring. It reviewed the document and agreed in principle to the version in the Annex to ET-WISC-Doc09.” The JSON specification supports WIS monitoring information including maintenance events notice, but not IT security incidents notice.
Proposed JSON Specification of sharing IT Security incidents
CMA propose JSON spec of sharing IT security incidents based upon WIS monitoring JSON spec version 1.1.
1.4. The “events.json” is developed to share IT security incidents.
1.5. The proposed JSON spec draft is submitted to the meeting.
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CMA propose JSON specification of sharing IT security incidents for WIS centres, based upon WIS monitoring JSON specification version 1.1. The “events.json” is developed to share IT security incidents. The proposed JSON spec draft is submitted to the meeting.
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