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This text proposes a draft resolution for eighteenth World Meteorological Congress.
[bookmark: _DRAFT_RESOLUTION_4.2/1_(EC-64)_-_PU][bookmark: _DRAFT_RESOLUTION_X.X/1][bookmark: _Toc319327010][bookmark: Text6]Draft Resolution x/y (Cg-18)
[bookmark: _Title_of_the]MANAGING CYBERSECURITY INCIDENTS AFFECTING THE WMO INFORATION SYSTEM
THE WORLD METEOROLOGICAL CONGRESS,
Noting that:
(1)	Cybersecurity incidents may jeopardize the availability and integrity of information shared using the WMO Information System (WIS), 
(2)	WMO‑No. 1115 Guide to Internet Security does not provide guidance on how to manage security incidents,
Considering that national regulations, policies and procedures may limit the ability of WIS centres to share information about IT security incidents,
Decides to:
(1)	Implement a WMO IT Security Response Process as described in Annex 1 to this resolution;
(2)	Amend WMO‑No. 1060 Manual on the WMO Information System as specified in Annex 2 to this resolution;
(3)	Amend WMO‑No. 1061 Guide to the WMO Information System as specified in Annex 1 to this resolution;
Encourages Members to implement the WMO IT Security Response process;
Authorizes the Secretary-General to make editorial changes to the amendments to the Manual on WIS or the Guide to WIS approved in this resolution.
__________

Annexes: 2


[bookmark: _Toc223164508]Annex 1. Text to be added to the Guide to the WMO Information System
Note for CBS TECO – the roles in the diagrams will be updated to correspond with those in the text when the text has been finalized.
Add the following paragraph 7.7 in Part VII of WMO‑No. 1061 Guide to the WMO Information System

7.7	WIS IT Security Incident Response Process
The WIS IT Security incident Response Process is defined in Appendix E.

Add the following Appendix E to WMO‑No. 1061 Guide to the WMO Information System

[bookmark: _Toc503956085]Appendix E.	WIS IT Security Incident Response Process
[bookmark: _Toc503956086]1.	Reason for a process
1.1	WMO members and cooperating organizations have used IT systems connected to each other over both private and public networks for many years.
1.2	In the past, standard data formats and single-purpose protocols reduced the risk of one Member or cooperating organization affecting another. Protocols were non-standard and locked-down to a single purpose function, accessed by bespoke applications written specifically for meteorological use, probably by member state organizations themselves. Communications were over point-to-point serial links which had a degree of physical security.
1.3	Since then, systems and organizations have become increasingly interconnected, whether this is via private or public networks or in the cloud. These data pass though infrastructure which is shared globally.
1.4	Today there are more connections and a greater number of protocols and applications used than ever (e.g. point-to-point use of http protocols), and many have multiple purposes. An increase in use of encrypted protocols and sophisticated security solutions mitigates this risk, but not fully.
1.5	Responsibility for IT Security is clearly with the member state organization (not the WMO). Though all Members and cooperating organizations should ideally implement best IT Security practice, not every Member or cooperating organization will have the same IT Security requirements, nor adopt the same standards. WMO members and cooperating organizations should have their own internal IT Security Incident Management processes.
1.6	There is therefore a small but tangible risk that any single WMO Member or cooperating organization may pose an IT Security risk to any other. There is no pre-existing formal process beyond those used by WMO Members and cooperating organizations to manage their own operations. 
1.7	Without a process to manage IT security issues between WMO Members and cooperating organizations, there is a risk that communications about IT Security events would not be clear. As a result, wrong decisions could be taken that may affect operations unnecessarily, or open WMO Members and cooperating organizations to an increased level of risk without their knowledge.
1.8	It is best practice to be prepared for any future IT Security incidents by having a WIS IT Security Incident Reporting Process (separate from the normal operational data exchange processes), and to encourage the sharing of information and expertise in IT Security.
1.9	Some WMO Members or cooperating organizations may not be allowed by their governments to share information about IT Security incidents. This process recognises that fact and allows for it, but encourages sharing.

[bookmark: _Toc503956087]2.	Attributes of the WIS IT Security Incident Reporting Process
2.1	This is a simple process which allows communication about IT Security incidents be shared, reducing the risk of miscommunication.
2.2	Due to the differing IT Security experience of member state organizations, the process is collaborative - a shared challenge in maintaining effective operation. The process is also simple to follow, to encourage its use.
2.3	This process is for the purpose of communication, and is not intended to resolve IT Security problems (that lies with individual member state organizations), but is intended to allow a single authoritative voice to remove confusion and reduce misinformation following a possible incident.
2.4	WMO can, however, promote best IT Security practices, such as having an IT Security Incident Response Process.
2.5	The process allows other IT Security best practice to be shared, and encourages “post event” sharing of lessons learned.
2.6	The process gives a clear role to member state organizations that operate GISCs. They will have a GISC WIS IT Security Focal Point which will act as a disseminator/collector of information for connected member state organizations.
2.7	It should also be noted that 
· detailed information on IT security incidents (current or historic),
· corresponding communications between the WMO WIS IT Security Focal Point, WMO Member states, cooperating  organizations and the GISC WIS IT Security Focal Point (including GISC Operation Centres),
· and post-incident lessons learned,
	shall not be made publicly available but shall remain controlled within the WMO closed user group in the WMO WIS IT Security Collaboration Facility unless otherwise agreed by the affected parties. Notwithstanding, such information might be used in the development of IT Security best practices whilst safeguarding the identity of those affected.
2.8	It should be noted that the operational details of this process should not be published outside the WIS IT security.

[bookmark: _Toc503956088]3.	Process resources
The resources needed to support the WIS IT security incident reporting process are defined in Table E1.
Table E1. Resources supporting the WIS IT security incident reporting process.
	Resource
	Description
	Mechanism 

	Lead WIS IT Security Focal Points for WMO members and cooperating organizations
	To be found in the WMO Country Profile Database; maintain the content the responsibility of WMO members and cooperating organizations. (Protected information)
	WMO Country Profile Database.

	List of connections between WIS Centres and GISCs
	Knowledge of WIS connections. (Public information)
	WMO Country Profile Database (list of WIS centres and their Principal GISCs).

	WMO WIS IT Security Matters Focal Point
	Provided by the WMO Secretariat. Should be available 24/7 for contact if required, with target response time of 1 hour (see service definitions below). (Protected information)
	One agreed contact number and email address .

	GISC IT Security  Matters Focal Point
	Operational Contact point for each GISC. (Protected information)
	WMO Country Profile Database.

	WIS IT security incident severity scale
	Common top-level description of the status of a security incident. (Pubic information)
	Defined in section 4 of this process.

	WMO WIS IT Security Collaboration Facility to record and report the status of WIS IT security incidents
	The “WMO WIS IT Security Collaboration Facility”, a closed-group collaboration facility, administered by the WMO secretariat. (The status of WIS IT security incidents is protected information)
	WMO Country Profile Database.

	WMO WIS IT Security Collaboration Facility to assign a unique identifier to an incident
	The “WMO WIS IT Security Collaboration Facility”, a closed-group collaboration facility, administered by the WMO secretariat. (Incident identifiers are protected information)
	WMO Country Profile Database.

	WMO WIS IT Security Collaboration Facility to share best IT Security practice

	The “WMO WIS IT Security Collaboration Facility”, a closed-group collaboration facility, administered by the WMO secretariat. (Some of this information is protected, other parts public)
	WMO Country Profile Database.



[bookmark: _Toc503956089]4.	WIS IT Security Incident Severity Scale
4.1	The definition of an IT Security Incident is as follows:
“A change in the everyday operations of an information technology service, indicating that a security policy may have been violated or a security safeguard may have failed”.
4.2	The scale below is to aid fast communication of the nature of an IT Security event. Like the process this is lightweight and informal. The intention is that a determination can quickly be made.
WMO WIS IT Security Severity Scale
	Incident process Severity
	Description
	Suggested Action (for other WMO member organizations)

	0
	No current issue 
	For information only. Take no abnormal action.

	1
	Known local issue
	No likely impact outside affected member.

	2
	Investigations ongoing
	Severity, impact and scope unknown – maintain vigilance.

	3
	Systems in same security zone as the WIS centre are affected in some way
	Increase vigilance.

	4
	A system connected in some way to a WIS centre is compromised
	Increase vigilance, consider risk avoidance mechanisms.

	5
	The WIS centre is compromised
	Take appropriate Operational risk avoidance mechanisms in discussion with your GISC Operator.


4.3	The incident severity should initially be considered by the originator (to encourage IT Security thinking), but not at the penalty of significant time delay. The GISC WIS IT Security Focal point receiving the incident report can advise as required.
4.4	The intention is that the security incident severity number is not used alone, but alongside the description, e.g. “Security Incident Severity 2 – Investigations Ongoing”.	

[bookmark: _Toc503956090]5.	WIS IT Security Incident Process – Action by Affected WMO member or Cooperating organization
5.1	The processes are shown below, summarised here for member state organizations:
(a)	If a WMO Member or cooperating organization thinks it has an IT Security incident, it should do the following:
· Briefly assess the severity of the incident (using the table above), and determine how freely this information can be shared.
· Report the incident and discuss with the WMO WIS IT Security Focal Point.
· Report the incident on the WMO WIS IT Security Collaboration Facility.
· Update information on the status/severity of the incident as it changes to the WMO WIS IT Security Matters Focal Point and the WMO WIS IT Security Collaboration Facility.
· Share lessons learned once the incident has been resolved on the WMO WIS IT Security Collaboration Facility (subject to their own restrictions on sharing such information).
 (b)	If a WMO Member or cooperating organization hears there is an IT Security Incident, it should check the WMO WIS IT Security Collaboration Facility, and if needed, check with its GISC WIS IT Security Matters Focal Point and then take appropriate actions.
(c)	If the WMO Member or cooperating organization is contacted by its GISC WIS IT Security Matters Focal Point about an IT Security incident, it should take appropriate action as advised.
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[bookmark: _Toc503956091]5.2	What process should I follow if I think I have an IT Security incident?
[image: ]

[bookmark: _Toc503956092]5.3	What process should I follow if I hear that another WMO member or cooperating organization has had a possible IT Security incident?
[image: ]
[bookmark: _Toc503956093]5.4	What process should I follow if am contacted by my GISC WIS IT Security Focal Point?

[image: ]
[bookmark: _Toc503956094]6.	IT Security Incident process - Action of WMO WIS IT Security Focal Point
6.1	The processes are shown below, summarised here for WMO WIS IT Security Focal Point:
(a)	When the WMO WIS IT Security Matters Focal Point receives a call from a WMO Member or cooperating organization that is reporting an IT Security Incident, they should:
· Discuss the incident with the reporting WMO Member or cooperating organization to verify the assessment of severity and wider impact;
· Assign a number to the incident so it can be easily identified;
· Understand and act upon the sensitivity for information sharing requested by the member state organization. If this can be shared beyond the WMO WIS IT Security Matters Focal Point – 
· Report the incident on the WMO WIS IT Security Collaboration Facility if the WMO Member or cooperating organization has not already done this;
· Inform the primary GISC WMO IT Security Matters Focal Point to which the WMO Member or cooperating organization is attached;
· Assess potential impacts and remedial actions using their combined knowledge and experience, so a single message goes out from the GISC community;
· Inform the other relevant affected GISC WIS IT Security Matters Focal Points of the incident;
· When contacted by the affected WMO Member or cooperating organization to inform them of a change in status of the event, then this information is to be cascaded in the same manner as above.
(b)	When the WMO WIS IT Security Matters Focal Point receives a request for information about an incident from a GISC WIS IT Security Matters Focal Point, they will check known incidents and respond accordingly. If there is no known incident, the WMO WIS IT Security Matters Focal Point will contact the WMO Member or cooperating organization, and if necessary, follow the process (a) above.

[bookmark: _Toc503956095]
6.2	What process should the WMO WIS IT Security Matters Focal Point follow if contacted by a WMO Member or cooperating organization?
[image: ]
[bookmark: _Toc503956096]6.3	What process should the WMO WIS IT Security Matters Focal Point follow if contacted by a GISC IT Security Matters Focal Point?
[image: ]

[bookmark: _Toc503956097]	7.	IT Security Incident process - Actions of GISC WMO IT Security Matters Focal Point
7.1	In many cases, it is recognised that the GISC IT Security Matters Focal Point will be the same as the GISC Operational support team. The processes are shown below, summarised here for GISC WIS IT Security Matters Focal point.
(a)	The GISC WIS IT Security Matters Focal Point will receive information from the WMO WIS IT Security Matters Focal Point about security incidents as follows:
· If this is an initial contact about an incident, they will discuss potential impacts and remedial actions with the WMO WIS IT Security Matters Focal Point;
· Where relevant, disseminate the information to WMO Members and cooperating organizations that are connected to the GISC;
· Repeat this dissemination for any updates from the WMO WIS IT Security Matters Focal Point.
 (b)	The GISC IT Security Matters Focal Point will act as a contact point for queries about IT Security incidents from those WMO Members or cooperating organizations connected to it. If the focal point receives a query about a WIS centre connected to another GISC, and where the information is already published, then the focal point will refer the enquirer to the information available (e.g. on the WMO WIS IT Security Collaboration Facility). If this is not available, contact the WMO WIS IT Security Matters Focal Point for an answer, and get back to the requester.

[bookmark: _Toc503956098]7.2	What process should the GISC WIS IT Security Matters Focal Point follow?
[bookmark: _Toc503956099][image: ] 
8.	Sharing IT Security best practice
8.1	There are already some international mechanisms in place between WMO Members and cooperating organizations, e.g. ECMWF’s Security Forum, that meets annually at ECMWF. That however, is a closed group of predominantly region VI countries. There may be similar groups in other regions.
8.2	The same WMO WIS IT Security Collaboration Facility used to report and monitor WMO WIS IT Security incidents will also be used to share additional IT security information. Though a closed user group restricted to WMO Members and cooperating organizations, this is a global facility, encouraging the free exchange of information within WMO about IT security best practices, as well as existing and common threats. Where this can be reported, it will also include the sharing by WMO Members and cooperating organizations of practical experience gained from managing IT security incidents.

[bookmark: _Toc503956100]9.	Service Definitions
9.1	Though the process is “minimal” in nature, the WMO WIS IT Security MattersFocal Point, the GISC IT Security Matters Focal Points and the Lead WMO WIS IT Security Matters Focal Points are delivering a service. That service has the following service characteristics:

	Service aspects
	What/who?/how?
	Comment

	Mechanism:
	By telephone
	Submitter can put their own information on the WMO WIS IT Security Collaboration Facility, but GISC IT Security Matters Focal Points and WMO WIS IT Security Matters Focal Point will disseminate personally by telephone, as well as WMO WIS IT Security Collaboration Facility.

	Availability:
	24/7
	WIS Centre and WMO WIS IT Security Matters Focal Points should have 24/7 capability. 

	Response time:
	Target within 1 hour, GISC IT Security Matters Focal point or WMO WIS  IT Security Matters Focal Point will have escalated/notified as appropriate the incident.
	Not all sites contacted will have 24/7 operations, so in some cases the response will have to wait until the centre is open.

	Governance process:
	WMO secretariat.
	Makes the resource available, monitors the effectiveness of the process, and ensures that the reports are generated.

	Service monitoring:
	WMO secretariat to provide measurements of response time and availability.
	Measure and keeps the information.

	Reporting:
	WMO secretariat to produce an annual report on the number of incidents managed, as well as the service metrics.
	To distribute to all GISC IT Security Matters Focal points, or make available on the WMO WIS IT Security Collaboration Facility.



________


Annex 2: Text to be added to the Manual on the WMO Information System 
Note for CBS TECO – this text will be merged with that specifying the requirements for Information Management by WIS centres.
Add the following paragraph in Part VI Information Management of WMO‑No. 1060 Manual on the WMO Information System under the (new) section on managing ICT Operations.

x.x	WIS centres should participate in the WIS IT Security Incident Response Process specified in Part VII of WMO‑No. 1061 Guide to the WMO Information System to the extent permitted by national regulations, policies, and procedures.

________
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