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SUMMARY AND PURPOSE OF DOCUMENT

The document provides information on changes in cybersecurity threat perceptions relevant to the WMO Information System.





Background
2017 saw many high profile cybersecurity incidents. These have changed perceptions on the motivations and methods of delivery of cyber attacks, and in particular those that might be directed at participants in the WMO Information System.

Although the term NMHS (National Meteorological or Hydrological Service) is used in this report, the same concerns apply to other bodies that contribute to the work of WMO, such as universities or research institutes.
	
Motivation: disruption of society.
Attacks were targeted at producing civil unrest or confusion.

NMHS services, such as warnings or aviation forecasts, are a key element of national infrastructure. Preventing the production or transmission of these, or publishing incorrect content for them carries the potential for creating confusion or disruption, particularly if coordinated with attacks on other components of the infrastructure. Although normal NMHS procedures might detect attempts to modify the content of forecasts and observations used as input to the production process, significant problems could arise if the resulting products were interfered with.


Motivation: influence of public opinion.
Products of cyber-attacks were used to influence public opinion in 2016 and 2017. (“Climategate” is an earlier example from 2009).

Theft of data (as in the Climategate incident of 2009) is a common motivation for cyber-attacks. Increasingly (just as in Climategate) the information is being used to create public doubt over facts that are presented to them – for political, economic or commercial reasons. This broader use of cyber-attacks to gather information (that may be used out of context) will also include attacks on NMHS and other bodies working on water, climate and weather issues.
Motivation: access to protected networks.
NMHS networks are usually connected to government and other networks that are seen as more attractive targets.

Cyber-attackers seek to find ways into the computer networks of organizations that they want to target. A common tool is to convince people inside the target organization to cooperate with the attacker – either unknowingly through social engineering or other techniques, or persuading them to collude with the attacker for some reward (the reward may not be financial). The next logical stage from this is to seek to compromise the network of an organization that is connected to that of the target organization. NMHS are frequently seen as “soft targets” – often they do not have access to the same funding, IT skills or security facilities as other parts of government – and so may be subjected to cyber-attacks that have the intention of creating a stepping stone to a more secure network.



Method: ransomware.
Not all ransomware attacks were aimed at raising funds; in some cases the intention was to remove access to information, or to hide evidence of earlier attacks.

Methods of delivering ransomware are becoming more complex, and not all the high profile ransomware events of 2017 were intended to raise funds. Ransomware removes access to data, crippling production processes. Centres that do not have offline backups of data (or that try to restore from offline copies before the ransomware has been removed fully) are at risk of losing their data completely – potentially their climate record. Although much weather and climate data is retained nationally, once the data are distributed internationally the risk of total loss is reduced.


Method: embedding malware in updates to respected applications.
A security upgrade to an application used in many eastern European banks contained malware that was used to corrupt or deny access to data held by the banks. The update was trusted as it came from the supplier (whose security had been compromised).

Cyber security advice remains to implement security updates to systems and applications as soon as possible - weaknesses are being exploited very soon after they are discovered (sometimes before). Although this protects against the largest number of attacks (that are indiscriminate, looking for a weakness in any system), it creates its own vulnerability if the software updates can no longer be trusted. During 2017, the production of software updates for a financial package used by eastern European banks was infiltrated and malware was inserted into the update package before it was published. That malware was installed inside the official software, and so escaped detection by most protection services. When the trusted application ran, the malware component downloaded a further set of malware that attacked the host system.

Many NMHS now rely on automated weather stations, radiosondes and forecaster workstations from commercial suppliers. That is of great benefit, but provides an opportunity to create a coordinated, widespread targeted cyber-attack on the meteorological infrastructure. A successful (but undetected) cyber-attack on a commercial supplier of meteorological systems could result in malicious code being distributed around the world – code that could disable the system running it, modify the outputs from that system, or could be used as a launch-pad for other malware. The cyber-security of suppliers to NMHS should be considered part of the cyber security  of the NMHS using their products. 
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