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CBS-led review on emerging data issues
1	Introduction 
Data is the lifeblood of WMO and its Members - it powers everything we do, from recording and transmitting the measurements we depend on, to the inputs and outputs of our state-of-the-art models,  to the channels we use to deliver information to our users, to the analytics that describe how, when, where and why they use our data and our services. However, data is a means to an end, not an end in itself, and its true value lies in how effectively it is used to meet societal needs, be it over the short term to support response to severe weather events, over the medium term to facilitate planning and preparedness for weather hazard resilience, or over the longer term for historical climate insight and assessment of impacts. 
This paper responds to a request from the seventeenth WMO Congress (Cg-17) to provide clarity and guidance for Members in navigating the rapidly changing world of data and data technologies, and especially to provide some insight regarding trends and emerging issues in data and its use. While the paper necessarily refers to technical aspects of data, its focus is on the impact (both positive and negative) of emerging data issues on WMO systems, and on the systems and services provided by its Members, and how Members might respond collectively, collegiately and individually, at global, regional and/or national levels.  
While we are cognisant that it is the developing country Members who face the biggest challenges in most things, data being but one, we are reminded that the strength of the WMO community is in the extent to which our global connectedness is built into our very being. Data was at the very core of the establishment of WMO (and before it, of the IMO) and, in particular, of the World Weather Watch (WWW), and it should be no surprise that the answer to many of the challenges posed by data is to revisit that core. The paper leads to that conclusion and characterises its key findings and proposed actions under three themes: Think Global, Act Local, and Reach Out.
2	Members' perceptions on the data challenge 
The genesis of this paper was the high-level discussion on data at Cg-17. The issues that were front of mind for Members when they assigned this task reflected concerns on several fronts:
· that most Members were ill-prepared for the explosion in data volume and the growing diversity of new data sources;
· the growing awareness and expectation that data analytics was a new technology that we needed to know more about and use; 
· that the private sector is increasingly active in providing data and services in areas that have been traditionally served by National Meteorological and Hydrological Services (NMHSs) and public sector partners; 
· that growth in private sector observations and services raises potential challenges to the open sharing of data;
· that the private sector’s greater capacity and agility for innovation is introducing disruptive technologies that are leaving the WMO community and NMHSs behind, especially those from the Least Developed Countries (LDC) and Small Island Developing States (SIDS); and
· recognition that in the new realm of a ‘global weather enterprise’ involving public, private and academic sectors, effective ways to work collaboratively between sectors need to be found to ensure that Members can continue to deliver their core mandates stipulated in the WMO Convention, including the retention of an  'authoritative (or ‘official’) voice' in the global public interest as well as at national levels.

[bookmark: _Hlk532936235]These concerns conflated several challenges, but two in particular:
· Data, in particular the challenges of managing and capitalising on its increasing diversity, volume and velocity; and
· Public-private engagement and partnership, regarding data but also as it more broadly affects the WMO and, in particular, the future role of public sector meteorological and hydrological services. 
More recently (especially at EC-69), Members’ concerns escalated around the potential impact of commercially available data on free and open data sharing in accordance to Resolution 40 and the flow-on impacts to global Numerical Weather Prediction  (NWP). 
The pace of technology change and the rapidly growing demand for services by many business sectors is challenging for all Members, especially those from LDC and SIDS. However, addressing the concerns and challenges outlined above, as well as harnessing new opportunities, will benefit from finding effective ways to work together across the public and private sectors and academia. The WMO Policy Framework on Public-Private Engagement (PPE) adopted by the EC-70 addresses these issues and highlights the evolving roles and interdependences between the various sectors in the global weather enterprise.  Arguably, that is now an essential step to ensure that Members can continue to benefit from the free sharing of data and continue to deliver their public service mandates while retaining an 'authoritative voice' at the local, regional, and global levels.
3	Trends in Technology and Society 
In order to better understand and address the challenges and opportunities posed by the increasing volume, variety and velocity of data in the delivery of efficient, effective and relevant meteorological and hydrological services, it is fitting to consider the influence of two important driving forces that will guide the data-related choices that Members make – technology and people. 
3.1	Data technology
Information and communications technology (ICT) is arguably the key driver of productivity growth and innovation in the 21st century. The uptake and effective utilisation of ICT services has facilitated innovation across an increasingly diverse range of areas, not least in methods to detect, respond to and recover from natural disasters. 
Technology has moved increasingly, in recent years, towards supporting a service-based approach, making it more agile and responsive to user needs and expectations. It is now poised to move a step further, to support a more genuinely 'user-centric' approach, where users and their needs and behaviours are integral to the design of data solutions. When making decisions related to development of systems and services and the associated investment in infrastructure, Members need to take this changing paradigm into account. 
Technologies, such as cloud computing, Web services and data analytics, present new operating concepts that will improve operational efficiency, information sharing and service delivery, and enable users to exploit data with much lower barriers on both sides. However, to some extent, the gain in efficiency and productivity from new data technology is subject to certain tolerances of supply and demand. In the case of many of the new ‘big data’ sources, for example, supply and demand are influenced by socio-economic and environmental factors.
Big Data: 'Big data' (also 'unstructured data') is a widely-used term and usually refers to new technical solutions to deal with massive amounts of data (volume), that are being created and/or moved frequently (velocity), where the nature of the data can be very different (variety) and its trustworthiness, very source-dependent (veracity). These elements together are frequently referred to as the 4 V’s of Big Data[footnoteRef:1] and especially relate to data analytics, which is aimed at extracting insights from multi-faceted data, where the underlying relationships are often complex or poorly understood.  [1:  as illustrated by IBM at  http://www.ibmbigdatahub.com/infographic/four-vs-big-data  ] 

In translating this into the world of WMO Members, an important fifth 'V' is value:  how will any data, 'big data' or just lots of it, benefit your organizations and your services to users? Before Members get drawn into 'the more, the better' mantra, it is important to balance up both genuine requirements and potential opportunities, and ensure decisions are guided by considerations of fitness-for-purpose. 
Machine learning: The growth in data volume and complexity, both observed inputs (especially from satellites) and processed/post-processed outputs, will continue to increase, as will the use of automated systems to extract value from data. The explosion of data and the associated boom in analytics will lead to the deployment of machine learning technologies. It is anticipated that the use of machine learning technologies will grow in importance in many different fields, as Members start to understand how to integrate them into their operations. However, applications such as physical weather models, which rely critically on detailed understanding of complex atmospheric processes and their environmental interactions, are not a likely prospect for machine learning, although interpretation of their post-processed outputs may well be.
Cloud:  Cloud computing technologies are already mature and the associated services are becoming financially competitive against in‐house hardware solutions. The maturity and flexibility of cloud computing is illustrated through the different layers of services that fulfil different needs:
· Infrastructure as a Service (IaaS): provides the network hardware and operating system;
· Platform as a Service (PaaS): provides standard off‐the‐shelf software and services, such as SQL databases or web servers, on which users build their own applications; and 
· Software as a Service (SaaS): provides end‐user facing applications. 
Cloud computing makes possible the concept of “bringing the users’ applications to the data” rather than necessarily “bringing the data to users”. Moreover, cloud computing technologies offer platforms for the aggregation and combination of a wider variety of data sources, and also offer scalability, which means users only pay for what they use and can surge when demand is high. Users can retain full control over which regions (different countries or even continents) they deploy their services, so that they can be closer to their own end‐users.
In many situations, instead of using internal resources, it may be much more cost-effective for an organization to use a cloud service for processing, storing and exchanging data and for delivery of services and data to users. Organisations will start using multi-cloud environments (private and public clouds that come from separate vendors), and progressively move to truly hybrid cloud environments, allowing workloads to be switched seamlessly between cloud environments, whether public or private, depending on the needs and associated data volume and latency requirements. 
WIS 2.0 will use these cloud concepts to improve the way data providers manage, publish and share their data, products and services, and to provide users with seamless access to data, information and knowledge, the standards for which are expected to be endorsed by Cg-18.
WIS 2.0 will provide cloud-based services processing ‘big data’ to create results or products that are small enough to be conveniently downloaded and used with minimal technical infrastructure. Some WIS Centres will provide SaaS services allowing users with poor computing and communication resources to execute complex processes on big datasets without the need of managing expensive ICT infrastructures. It will be possible to implement, share and improve algorithms, also using machine learning techniques, with minimal computing facilities and infrastructure and having access to a big variety of real time and historical datasets. This could be used to reduce the gap with less developed countries by providing them access to a ready set of tools and facilities with minimum infrastructure requirements.
The envisaged development of cloud computing infrastructure will potentially change the way data and information are produced, consumed and used across the global weather enterprise. Indeed, cloud services providing software as a service can support the exchange of algorithms as well as data in collaborative platforms that can act as a melting pot of methodologies and ideas. These can be shared directly through their implementation, for example allowing access to machine learning algorithms by meteorologists, hydrologists or climatologists. These facilities will be accessible inexpensively also by scientific and technical experts from less developed countries and will contribute to closing the existing gap.
Machine to machine: Application Programming Interfaces (APIs) and Web Services are now very common solutions for machine to machine interaction. By offering standard interfaces and by allowing exchange of data using official or de facto standards, organisations should implement solutions to facilitate machine to machine communication. The Open Geospatial Consortium (OGC) has developed several standards to facilitate such interactions. Along with these solutions, lightweight interfaces allowing users to interact with the data should be developed. Since such interactions often require users to be authenticated, Members will need to accept validated third party authentication services, such as those provided by research network GEANT (eduGAIN) or by commercial entities like Google or Facebook.
High performance computing: Evolving high performance computing (HPC) solutions will increase the pressure on storage and management of high performance data, but the challenges they introduce will as a whole relate more to the need to adapt the production environment to make the most of these systems than to data issues per se.  
Social media: Sharing notifications, messages and alerts has become common place through the medium of social media. Services such as Twitter are built using industry standard messaging protocols and quickly scale to support many millions of concurrent users sharing information in real-time. Social media messages often include images, the size of which easily exceeds that of a typical GTS message. These technologies offer new opportunities for sharing meteorological data in real-time based on common industry practices. However, such immediate information sharing also carries risks associated with the potential for false alarms and issuing of unofficial alerts and warning, and the possible erosion of the ‘authoritative voice’.
WIS 2.0 will use open standard messaging protocols (like AMQP) for the operational data exchange through GTS to allow WMO Members to develop simple applications providing notifications in a similar fashion to social media and preserving the authoritative aspects needed when issuing alerts and warning.  
3.2	Social and demographic environment
While the meteorological community understands and shares an inherent imperative to co-operate globally, there is a complementary imperative to act and to deliver services locally. Accordingly, we need to build the bridge between global data and local information. Our growing ability to quantify and qualify personal data through the plethora of social networks, apps and other devices enables meteorological and hydrological service providers to reach an increasingly diverse range of actors and users on a more granular level than ever before, and in so doing to bridge this gap between global and local. Further, these two-way networks enable service providers to better understand and respond to the needs of the communities they serve.
As the volume, diversity and complexity of data proliferates, the skills and knowledge of both those who develop and deliver the services and those who use them, will also need to keep pace with change. There is a growing shift of demographic towards greater agility and there is greater innovation potential through increased global engagement and collaboration. 
The social-media generation have high expectations in terms of the personalisation of services delivered to them; services need to be almost instantaneous, relevant to their geographic location and perhaps even their context. As well as being far more multi-skilled and more willing to change career direction than previous generations, the new generation is much more information aware, and the separation between work and social life is also becoming increasingly blurred. This change in approach requires a rethink in how meteorological and hydrological service providers recruit, retain and develop people. In particular for public sector organisations with legislated mandates, it is important to retain the value of the high skill levels and commitment that are developed through long-term careers, and marry these to the agility and innovation evident in the modern technology industries. Increasingly, as public sector service providers seek to articulate their unique value, they may learn that their 'crown jewels' are not their models, but the people who build, interpret and apply these models.   
The balance of many forecasting tasks will move towards automation, and the role of the person with deep understanding of both the weather and the users will move to interpretation and telling the story.  The evolving training, qualifications and competency requirements for meteorological and hydrological professionals will need to change accordingly. Meteorologists have rightly been encouraged to put increasing trust in the models whereas perhaps the essential human skill is to recognise when it is necessary to do precisely the opposite. The experience, knowledge and expertise to do this lies within individuals and work communities – no-one knows everything – and so we need to encourage a collaborative, knowledge-sharing environment in which the ‘hive-mind’ of collective forecaster and user expertise is best used; almost like a cloud-based model of using meteorological and hydrological knowledge. These skills go hand in hand with our ability to listen to, communicate with, and understand both each other and our users. 
Increased automation of observing and data collection systems will also intrinsically change the need for some classical professions like meteorological observers. While automation is likely to provide more frequent and more readily accessible surface and upper air data, it is important to retain the basic skills and knowledge base of meteorological observers amongst competency requirements to ensure a continuation of the essential skills, both for interpretation of observations (such as the finer details of cloud characteristics) and for observing system inspection and quality assurance roles. 
4	Emerging data issues 

Meteorological and hydrological data are already amongst the most complex types of data to manage. They are big, heterogeneous, dynamic and multi-dimensional, being inherently geospatial and multi-temporal. Both observed and modelled data are integrated and standardized across political boundaries worldwide, spanning ocean, ice, land and its waterways, and the atmosphere from the boundary layer to beyond the stratosphere. The data are used for critical safety purposes and are essential to major socioeconomic activities. They are required to be operationally accessible 24/7 in real-time through a diversity of formats, protocols and standards, and to also form the basis of a secure, long-term climate record on which key economic and policy decisions depend. All these considerations, from the complexity of the data, to the demands placed upon them, to their critical availability for decision making, will further escalate in coming years.
This section provides a high-level summary[footnoteRef:2] of emerging data issues. The issues are presented roughly following the production chain from measurements to service delivery, tracking through the increasing volume and variety of data and data sources, the extraction of insights through data analytics and the alternate architectures needed to support all of these, leading into the role of data in powering new modes of service delivery. [2:  More detail is in the on-line Appendix (https://wis.wmo.int/page=CBSLR-RPT-APX) 
] 

4.1	Data volumes 
Satellites, radars and numerical models are producing information in greater volumes than ever before. Further, improvements in the underpinning science will drive demand for the exchange of all types of data at much higher frequency and on a global scale. In addition to information traditionally used by NMHSs, increasing use will be made of information from sources not previously considered, both private and public. In the meantime, other sources of information, such as indirect information from social networks and crowd sourcing, are becoming available and bring with them new data volume and management challenges. 
Data volumes created by Earth observing and numerical prediction systems continue to grow considerably faster than the performance of telecommunications networks. This ever-increasing flow of information poses significant challenges for processing, distribution and storage. It will therefore be ever-more challenging to manage and share the increasing volume of data by sending it all to end users. Instead, users may want to select the subsets that meet their needs, or execute their queries and algorithms in close proximity to the data in order to reduce the volume of information to be transferred. This is described as “bringing the user to the data”. For some services, however, timely provision of the underpinning data to the user will remain critical; that is, “taking the data to the user”.
As a reasonable indication of the rate of growth of global model data volumes, the current generation global model, including ensembles, running at the Australian Bureau of Meteorology (APS2 G2+GE2) amounts to 4TB for one day, while the next generation global model under development (APS3) is likely to be some 5 times larger and the proposed configuration for the subsequent generation (APS4) is expected to be 10 times larger, of order 40TB.
4.2	Diverse sources of data 
NMHSs, in their capacity as official national service providers, traditionally operate and manage their own observing networks to support real-time service provision as well as the long-term climate record. As a rule, these organisations commit to being compliant with WMO regulations and standards in relation to meteorological and hydrological observations, and provide the core data exchanged internationally via WIS. However, they are increasingly also dealing with other sources of data, such as voluntary networks, third party conventional data, new sensors and crowdsourced data. Each has its pros and cons in relation to the public tasks and responsibilities of an NMHS.
Volunteer network data is that which is gathered by an organized network, most likely of citizen scientists that have been instructed on how to measure, using approved measuring devices. The data, usually unofficial, may still be quality controlled and can potentially be of higher quality than those of official stations. These networks have been around in a variety of forms for many years, but their data are becoming much more available using the Internet. They can be used to supplement or fill in for data at locations where an NMHS does not have measurements, as part of a tiered approach. One advantage is that they are relatively low-cost, and cooperation with volunteer networks represents positive outreach and good public relations practice for an NMHS.
Third party conventional data can come from many sources, such as academia, other government agencies (e.g. defence, agriculture), collaborating organisations, local government, industry, or commercial operators. The observations may not follow WMO standards regarding exposure, metadata or quality, especially if the station was not installed by appropriately qualified technicians.  There is an opportunity for the NMHS to set verification metrics for the data gathered and retain an authoritative voice in enforcing these standards, or to regard them with caution as supplementary lower tier data.  Sometimes providers of these data may restrict the use and distribution of the information derived from observations.  If the fit-for-purpose approach is followed, these data may be more cost effective than that of an NMHS, providing additional opportunities. 
Data from new, often low-cost, digital sensors are becoming ever more available to NMHS’s.  These could include measuring temperature, dust, hail or air pollution, just to name a few.  With the continual changes in technology from year to year, the increasing availability of low cost sensors may be seen as competition for established sensor companies. The up side of technological advances in sensors could be the improved accuracy of measurements and greater spatial distribution, as the cost lowers and the easy-to-use technology becomes attractive to users. There is always the challenge of assimilating these data with more conventional sources and questions about their reliability, until proven and verified, but they have a place within a tiered network.  
Crowd-sourced data can be collected from very many people, either paid or unpaid, typically via smartphones or other devices connected to the internet. Generally, the observations will be a secondary function of the connected device, taken on an opportunistic basis. The potential volume and variety of this type of data is growing; some may be highly relevant to specific purposes, such as road and traffic management, and not all will be accurate.  Some can be event driven, such as from people involved in a flash flood or bushfire, who may be tweeting in reports as the situation unfolds. Other crowd-sourced data may be more methodical, such as from a network of home weather stations.  Others again may be well-organised as part of a 'sensor web' or an Internet of Things network, and these, in particular, may also be closely associated with a specialised service offering, such as an agricultural application or urban environmental health service. Any of these may provide real-time observations and it is up the NMHS to determine if they are 'fit-for-purpose' to use in, for example, real-time forecast formulation or verification of phenomena. Often the observations may be without metadata. With the advent of the cloud, crowdsourced data could be stored and distributed more easily, and validated through statistical techniques.  If used appropriately, in full knowledge of the source and limitations, this type of data could possibly give an NMHS access to a larger data base than might otherwise be affordable. If the stations are to be visible in OSCAR (Observing Systems Capability and Analysis Review Tool), the process for assigning appropriate WIGOS Station Identifiers would need to be addressed. 
4.3	Big data analytics
Early use of the term 'big data' referred to data that was so voluminous and complex that traditional data processing applications were inadequate to deal with them. The term is now more often applied in relation to predictive or user behaviour analytics, or other advanced data analytics methods that extract value from data, and seldom to a particular size of data set. The term is also used to describe systems in which the underlying relationships between variables are poorly understood. 
The use of analytics (i.e. the discovery, interpretation, and communication of meaningful patterns in data and across diverse datasets) applied to big data offers both benefits and pitfalls to the meteorological community. Analytics offer whole new ways to make sense of the abundance of data, as it manifests through models, traditional and crowdsourced observations, impacts, behavioural information of users, and real-time feedback on service quality. Patterns can be discovered in each of these and in combinations of all of them, which can improve our insight and enable a sharpened focus on the relevance and impact of weather services, allowing the services to be tailored proactively to individual users and their needs.     
Greater access to data and analytics levels the playing field between weather service providers, big and small, public and private, and opens the doors to competition from outside the traditional meteorological domain. Established providers may regard this as a threat, though this openness may bring greater value from data, and potentially greater socioeconomic benefits. However, both the data and the insights around the data may be subject to a struggle for ownership, intellectual property, veracity and ‘authority’. 
There is some risk that a ‘black box’ approach to analytics may diminish the ability to understand and interpret more complex signals within the data, such as those that might be more appropriately represented by a physics-based earth system model, with associated loss of nuance, interpretation and understanding regarding the processes at work. Big data analytics may not be able to generate a good quality seven-day forecast, but they can be very effective if used to improve the performance of physics-based models using pattern recognition to isolate incorrect data from the huge number of input observations. Moreover, analytics can be an extraordinary post-processing tool for downscaling and  generating derived products that fit specific use patterns.
There are many treatises written on effective use of data analytics, but a key message is the value of reviewing business processes to incorporate, rather than retrofit, data insights into the service development and delivery workflow.
4.4	Open data 
There is a push from many directions, from within governments, from users and from the private sector, to publish data produced with public money as open data for unrestricted use by the general population. This is seen as an enabler for innovation in the digital economy. Historically, while Members are committed to WMO data policies as prescribed by WMO Resolutions 40, 25 and 60 [footnote], national policies have ranged widely, from holding their publicly-funded data holdings close to providing universal free access. 
Some NMHSs are concerned at the loss of any revenue generated from data sales, as governments legislate to make publicly-funded data openly available for free or at only the cost of provision. However, combining meteorological and related data with ancillary data that are also openly available, such as land use or population data, will greatly assist NMHSs in implementing impact-based forecasts and services. Furthermore, evidence suggests, as per US experience in opening up Landsat data, that open provision of the data creates greater net value to the economy than the revenue from data sales.
There are significant challenges in organising large and complex data holdings in such a way that they can be readily discovered and accessed, and to implement modern access mechanisms such as web services and APIs. The implementation of WIS 2.0 may assist, as the forward strategy includes the provision of web services. Guidance may be required on how to adopt and apply open licenses, including how to safeguard providers against potential legal challenges should, for instance, incorrect data and/or data used inappropriately (that is, in a way that is not ‘fit-for-purpose’) lead to loss or damage.
Meteorological and hydrological service providers procuring data services from third parties will also need to factor in open data considerations, including ownership of intellectual property rights (IPR). 
4.5	Commercial data and services 
NMHSs and other government institutions have historically provided the foundation for global observations and for the provision of national weather, water, and climate services in the public interest.  There has been significant growth in recent decades of the private weather sector which has resulted in a variety of new technologies, both in situ and space-based, and service offerings including commercial observations and multi-national service delivery through digital media. This growth has been driven by both technological developments and increasing demand for services, including ‘business-to-business’ services.  The commercial business model necessitates agility in technological and service development, and the larger players have significant capital, computing resources, and global media reach. 
In general, the capability of the private sector to innovate far exceeds that of most public sector organisations, in particular in the use of modern and potentially disruptive IT, which brings advantages in areas like weather for media.  As a result, the private weather sector is perceived by many NMHSs as a threat to their relevance and to their funding support from national governments, which in turn is seen as a high-risk of diminishing the quality of core safety-related services to society and a threat to the public interest. On the other hand, private sector perception is that NMHSs have been given a privileged position through legal and regulatory restrictions, which in some countries impedes innovation and opportunities for providing high quality services in a more efficient way. The nature of the interactions between the private and public sectors depends on the national political and economic context, and may range from cooperation to direct competition. One risk that could potentially emerge and which could challenge the collaborative approach that drives much of the existing weather enterprise, is of a single private sector player big enough to dominate a significant portion of the global meteorological and hydrological data and service market, and choosing to operate outside of the WMO context.
Regarding observations, many national public institutions face continual cost pressures in sustaining observing system infrastructure, and may seek to implement business models for sustainable data provision which involve procuring data from the private sector as a cost-effective option to meet some national needs, particularly in the short term.  In other cases, establishing new and/or specialised technology under public ownership may simply not be cost-effective, when data from private-sector-owned networks are available for procurement. Important considerations for such hybrid solutions include the quality, traceability (e.g., to support climate needs) and long-term sustainability of data coming from commercial providers. Restrictions may be imposed on the sharing of commercial data and there is merit in considering the development of principles that promote the sharing of observations to support the public interest while maintaining viable commercial business models, noting also that many NMHSs also operate commercial arms. The increasing diversity of players in the data space suggests it may be timely to review elements of the relevant WMO data policies which require commitments from the Members States for the free and uninterrupted international exchange of data – both observational and processed, as a key enabler of all activities of the global weather enterprise.
The capacity and agility of the large private sector operators presents an opportunity for public sector agencies, through partnering to harness private sector leadership in areas such as big data analytics, artificial intelligence and digital services.  In return, the WMO offers a strong foundation of science, data exchange and global standards which underpin most NMHS-provided services, and which can inform and influence the development of services provided by the private sector and ensure the quality of these services for public benefit. This may be of particular value when private sector service offerings span national boundaries, especially to provide clarity regarding issue of authorised warnings.  
Commercial operators (private and public sector) may generate their own observations, but many are largely dependent on publicly-funded observations, modelling output and other data generated by NMHSs, affiliated organisations and the international community, especially the space agencies. The sustainability of this global WMO-led infrastructure and alliance is therefore also important to the private sector, who can in turn be powerful advocates, especially at national level.
4.6	Impact information 
The paradigm of Impact-Based Forecast and Warnings Services, as recognised by WMO No. 1150, has gained rapid traction as Members appreciate the value of this approach to improving the relevance and value of services to users, and the positive influence such services can have on users’ decision-making. 
Impact-related information can help meteorological and hydrological service providers better understand exposure and vulnerability considerations, help to communicate messages around impending severe weather more effectively and help to drive people’s behaviour in protecting against, and mitigating, the effects of meteorological and hydrological hazards.  Impact-related information can be collected freely from social media and other online sources, but issues such as varied formats, veracity of the information, ownership of IPR, and privacy can limit how useful such information is in real-time analysis and forecasting. Information on the impacts of severe weather 'as it is happening' can be collected, archived and also used in real-time to underpin and emphasise warning messages, but it necessitates some level of editorial decision-making and consideration of issues around authentication, veracity and risk. 
Post-event study, drawing on data collected by users, can help to generate a better understanding of the effects and impacts of weather events (not just severe weather but sustained adverse conditions such as heat or cold waves, or droughts), and lead to more focused information, forecasts and warnings on future occasions. Alternatively, information from historical weather events can be used, drawing on social science expertise, to develop a better understanding of the relationship between weather events and their social and economic impacts. 
To deliver what might be called 'integrated' impact-based services that enable users to interpret and apply meteorological and hydrological forecasts within their own decision-making context requires the integration of user-based data with meteorological and hydrological data, either at the user-end or the service-provider-end; this represents a form of business-to-business delivery model. For example, the provision of a well-targeted thunderstorm asthma service would be enhanced by integration of demographic, health impact and environmental/air quality monitoring data. The skills that service providers are developing in integrating observations from increasingly diverse sources will prove helpful in building interfaces to diverse user datasets. 
Achieving the best outcomes from impact-based services requires a deep understanding of the characteristics of the data from all the various sources and, ideally, an ability to render them interoperable. Meteorological and hydrological data are often more complex than other data types that may be used alongside them, especially in terms of the temporal and spatial characteristics (time of an event, duration, time and distribution of verifying observations, period and area of validity of a forecast, and more).  Development of interoperable data models, using for example common/shared layers of weather data alongside geospatial, social and/or engineering data in a single standards-compliant workflow, would enhance the relevance, utility and value to the user of the impact-based service.  
The use of impact-related information for post-event study is a recommended starting point for meteorological and hydrological service providers who have yet to begin the process of incorporating impact-related information into their forecast and warning services.
4.7 	Social media (in and out) 
Social media providers normally use Web-based interactive platforms.  The widespread presence of such platforms and the global reach of Internet and Web services capabilities have opened excellent opportunities for the use of such tools to support data collection, dissemination of weather warnings and to promote the opportunity to engage proactively with meteorological and hydrological service providers.
Access to information gathered via crowdsourcing or mining social media feeds is arguably the most immediate key benefit, providing current weather information on the occurrence of rain, snow, fog, etc., as well as information on the impact of weather, such as floods, avalanches and strong wind, on public safety, together with the impact on specific activities, for example trekking, gliding and sailing. All can be documented by geo-located photos and videos, which show what is really happening in the field. With appropriate processes to ensure validation of information, it can be used to update or issue warnings and to fine tune the geographic focus and severity of warnings.
Dissemination of observations and services via social media allows an immediate and direct connection with users, as well as potential to tailor the information to their location and activity of interest. In combination with data analytics, the service can be tuned further to ensure greatest impact and value, through more widespread use, of the data and service.
Social media can constitute a powerful tool for the promotion or improvement of the image of service providers, through feedback on usefulness of services and dialogue on performance and topical issues.
5	Key insights
This section draws out insights from the trends and issues discussions, and forms the basis for the suggested actions and recommendations.
5.1	Infrastructure and Networks
Long-term commitment to measurement and monitoring on the scale required to characterise global climate and to understand its change over time and place, paralleled at regional and national levels, depends on sustained investment in observational infrastructure and associated quality and data management systems and expertise. The institutional structures of WMO and its Members, especially (but not uniquely) through their NMHSs, have historically provided the mainstay for this long-term commitment. The global and national infrastructure and the shared data it delivers, supplemented, by design, to meet the more volatile requirements associated with localised, shorter-term and/or extreme weather, also provides the essential inputs to NWP. Observations from a wide diversity of providers (non-NMHSs) can also assist in extending network coverage in partnership with NMHSs. Other participants in the weather enterprise, such as the private sector and academia, will continue to invest in observations to varying extent, including some contemplating significant space-based investments. 
For comprehensive coverage of operational meteorological service needs, however, it is probably fair to say that all actors ultimately rely on the basic infrastructure and data provided under the auspices of WMO through public funding by its Members. The WMO PPE policy aims at achieving more active and coordinated engagement between the sectors, both globally and at a national level, which would incentivize the private sector to potentially target their infrastructure investments and data sharing policies for greater net societal benefit while still achieving their financial goals. Private sector stakeholders could also be powerful advocates at national levels for continued and strengthened government investment in measurement and data infrastructure. Members can assist this collaboration through creating the necessary regulatory frameworks and mechanisms for pro-active partnership and, not least, by practical measures such as inviting participation in the WMO Integrated Global Observing System (WIGOS) and facilitating access to OSCAR (Observing Systems Capabilities, Analysis and Review tool) and the WMO Information System (WIS). 
5.2	Volume, velocity and variety
Long before 'big data' became a popular term, global meteorology was occupying that space and working to address challenges associated with, among other things, high volume satellite data, high resolution NWP and global modelling; the massive variety of variables, measurement methodologies, physical, biogeochemical and thermodynamic processes needed to characterise the earth system; the diversity of spatial and temporal scales on which such observations and processes are characterised; the data management ‘balancing act’ between archiving and reanalysing long-term climate data while assessing and assimilating real-time data; and the high-speed information collection, delivery and processing timeframes required to perform essential functions from nowcasting severe weather events to driving fully-coupled global numerical models. As new data sources emerge, issues of provenance, trust and value are forefront in determining which data is fit-for-purpose and cost-effective in meeting a suite of user needs. 
These challenges will continue but as data technologies evolve, especially as the power of high performance computing escalates ever more rapidly and alternative technology strategies become viable, the focus will increasingly move to optimising model architectures and code, and to novel data assimilation and dissemination methodologies.  The topology of the data problem will change and it is likely that the efforts to address this will be highly collaborative but vested in a smaller number of global centres serving the broader WMO community. 
5.3	Supply chain
As noted above, data drives the weather/water/climate value chain, and traditionally NMHSs have functioned as suppliers right across the value chain from shaping networks and services to meet user needs, through to data acquisition and processing, to service development and delivery. As the uptake of emerging data technologies accelerates, both within NMHSs and other public and private sector organisations, some existing 'in-house' practices will not be sustainable or productive, and partnership, contracting and/or alliance will become increasingly attractive as a way of optimising investment in and/or sustaining the overall supply chain. Cost, value, capability and sovereignty will be key factors in driving such choices, noting in particular the long-term, standards-based commitment required for climate-quality monitoring and the importance of the official authoritative voice' to ensure unambiguous disaster warning and response. 
Individual meteorological and hydrological service providers will choose which parts of the supply chain they need to retain in-house versus those that they or their governments source through partners, such as other NMHSs, other public sector agencies and the private sector. In assessing roles and responsibilities across the supply chain, the global community of WMO provides a singularly important alliance for Members through the regulatory-based operation and basic elements of the World Weather Watch (the original WWW), through open sharing of expertise and know-how, through alignment of capacity development with needs, and through stronger Members (e.g. those operating Global Producing Centres) supporting less developed Members, as in the example of the cascading NWP model. 
The ‘pointy end’ of the supply chain, where customer value is delivered through data and service uptake in decision-making, is evolving and offers significant growth potential in terms of economic value and safety. The potential to serve the general public more effectively through mobile technology is already the ‘state-of-art’. Business-to-business service delivery is another profound trend since more and more industry are capable of integrating weather information in their decision-making processes, bringing efficiency by mitigating weather sensitivities of the business; globally, this sensitivity could amount to trillions of dollars.  
5.4	Disruption
Disruption is the name commonly given to radical or “step” changes in technology that can quickly render older applications, methods and processes obsolete. Today's digital technologies, including the Internet, fixed and mobile broadband, and cloud services, have already changed how Members and their meteorological and hydrological service providers gather data, extract insights and deliver services, as well as how users access, apply and respond to data and services. Emerging data technologies, such as the Internet of Things, big data analytics, machine learning and autonomous systems, will raise the bar on disruption across all areas of the economy and all industry sectors. Automation and associated productivity increases are part of the good news story about disruption. Looking ahead, the biggest impact of digital disruption for Members will be on the service environment, how we prepare for and respond to changing user needs and capabilities, and how we deliver the best outcomes and experience to users. It will also impact on how and with whom we collaborate to deliver the best science to drive future service improvements. 
Cyber security is not a disruptive technology in itself, but it will disrupt the way we work and will (not 'if' but 'when') affect all organisations involved in the weather enterprise. 
5.5	Data sharing
The global sharing of data was the fundamental basis for the establishment of the WMO and its flagship programme, the WWW.  The component elements of the WWW are the essential building blocks of WMO and of NMHSs, and recognition of this intrinsic value is driving their modernizsation, reinvention and extension through WIGOS, WIS/WIS2.0 and Seamless GDPFS, complemented by the Service Delivery Strategy (SDS). 
The international exchange of data has been enabled by the WMO through the establishment of standards, regulations and practices to ensure global synchronization and interoperability. Requirements for fixed hours of observations, meteorological codes, unified calibration procedures, and data quality control have been promulgated as WMO technical regulations with which the Member States must comply. Furthermore, a strong capacity development programme had been put in place through the WMO Technical Cooperation in cooperation with international and national development aid agencies. All this effort resulted in a unique international system of systems and WMO has been exemplified for its “infrastructural globalism”.     
Sharing and exchange of data, by humans and by machines, relies on its discoverability, which in turn relies on application of discovery metadata that aligns with appropriate interoperable standards. Ensuring that WMO metadata, and the discovery, access, retrieval and application of its data and systems, are fit for purpose in the digital age will be a consideration of WIS2.0 
Data sharing in WMO has been articulated more specifically over the last 20 years in WMO Resolutions 40, 25 and 60. This free and open approach to data is a unique international hallmark of WMO and is the envy of many other global organisations. Many commercial operators are also reliant on the capability that is built on top of global data sharing arrangements.
Resolution 40, in particular, is of unique importance by setting the notion of ‘essential data and products’ as those ‘necessary for the provision of services in support of protection of life, property and the well-being of all nations’. The rapidly developing needs for data and services, together with the immense new opportunities from technology, increasingly call for a review of the inventory of 'essential' data as articulated in the annex to Resolution 40  to keep up with emerging trends in data, especially the growing capabilities and importance of satellite data and the implications for global and cascading NWP (both in providing the input for NWP and in deriving the benefits from NWP). In view of the current dynamics of demands for services and rapidly evolving technology, an agile approach to WMO data policy (i.e., Resolutions 40 (Cg-XII), 25 (Cg-XIII) and 60 (Cg-17)) should be applied in order to reflect the new needs and realities of data sharing and exchange in the multi-stakeholder environment with participation of public, private and academic sectors. 
5.6 	Innovation
Data, and how it is gathered, analysed, processed, applied, used, integrated, shared, delivered and verified, fuels the engine of the weather enterprise. It indelibly connects every Member of WMO and is the essential ‘currency’ that we each need to do our work. It has also become an important driver of change and innovation in what we do and how we do it, from the observations we make, to the technology choices we make, to the partnerships we enter, to the services we deliver, through to the way we interact and engage with users. In many ways, it is the latter that is most important, since neither observations nor services have intrinsic value until they are used to make decisions - to save lives and protect property, to improve productivity and sustainability, and to influence other societal and economic outcomes. 
Through actively driving innovation, both sustained and disruptive innovation, targeted at delivering greater impact and value, and through streamlined evaluation and adoption of innovations, meteorological and hydrological service providers can more efficiently and effectively serve their users, inform better decisions and return higher value.  
Global collaboration is intrinsic to WMO, spanning everything from measurement standards, to data sharing to technology development to science. The concept of 'open innovation'[footnoteRef:3], which describes an increased openness to exploring innovation opportunities through collaboration, rather than more traditional closed-door approaches, takes this a step further. It may open new avenues for sourcing and integrating breakthrough R&D to accelerate uptake of new data, new ways to apply data, and translation into high-value user outcomes. [3:  For example, https://www.openinnovation.eu/open-innovation/] 

5.7	Intelligent Services
Changing consumer demographics and expectation, supported by social media, big data analytics and ubiquitous accessibility will drive a trend to contextual intelligence or insight, rather than provision of traditional forecast services. The scope of such intelligent services include 'smart services', where the information delivered responds directly and interactively to the user's location, activities, preferences, etc., and 'integrated services', where meteorological and hydrological data and products are able to integrate with user/sector data (e.g. health, energy, emergency, etc.,) to proactively support sector- and context-relevant decisions. A range of existing and emerging data technologies will power these changes and they will fundamentally influence the shape of genuine 'impact-based' services and drive an integrated services approach. 
5.8	People
Despite the focus on technology, automation and disruption, people remain an integral part of science and service delivery, right across the value chain, including through:
· maintenance and operation of technologies and collection and quality assurance of data;
· building the science foundation, for understanding, insight and systems development;
· provision of the social knowledge to underpin excellence in communication and engagement with users and other stakeholder groups; and
· expert knowledge for user engagement and interpretive services as an essential element of service delivery.
As work practices evolve, people in the weather enterprise will work in different ways (and in different places), but for the foreseeable future, we will continue to benefit uniquely from their existing and evolving skills and abilities. As with the industrial revolution, the digital revolution will see large productivity gains and reductions in some sections of the workforce of meteorological and hydrological service providers, and growth in others. Diversity and inclusive approaches will remain of critical importance to ensuring equity of opportunity and representation, and improved productivity and innovation. 
New data technologies will require us to interact with different players (people, organizations, sectors) than the traditional stakeholder groups. The long-term mandate of NMHSs and their sustained investment in skilled professionals and underpinning research, as well as their ability to leverage skills, science and systems across the wider WMO community, including volunteers, will differentiate them from many other organisations. 
6	Findings/actions/recommendations
Drawing together the analysis of issues and insights, the main findings, conclusions and recommendations of this paper are presented under three 'themes'. Put simply, these are: Think Global, Act Local and Reach Out. 
6.1	Think Global: Reinforce the fundamental role of WMO and the WWW
The analysis of emerging data issues reinforces the fundamental role and strengths of WMO in relation to its public interest mandate and associated data sharing policies and principles; its unique global science capacity; its core observing and data exchange infrastructure, standards, quality control and regulated practices; and its access to expert knowledge. These are all epitomised through the highly successful WWW, now undergoing a renewal and redesign to reflect the challenges and opportunities of the ‘data age’; in effect, WWW 2.0.
The WMO community as a whole will be better prepared to manage the challenges of emerging data issues through some specific global initiatives, such as:
· [bookmark: _Hlk532932012]Reinforcing the importance of a strategic approach to data and the leadership role and convening power of WMO in the overall weather enterprise through proactive engagement with the wider community of participants, embracing the public and private sectors and academia, including through: (i) coordinated, WMO-led, dialogue with private sector organisations and relevant representative bodies; (ii) development of a principles-based approach to partnering in the global weather enterprise, and (iii) clear guidance to Members on how they might employ such principles in building regional alliances and at national and local/sector-specific levels; 
· [bookmark: _Hlk532932099]Reflecting the commitment already made towards the next generation of WWW systems (WWW 2.0) that are more fit-for-purpose for the evolving, and increasingly disruptive, data paradigm that WMO and its Members are experiencing: (i) focus high priority on further development and full implementation of WIGOS, WIS 2.0 and Seamless GDPFS;  (ii) institutionalise the global systems and cascading processes that will enable all Members to benefit, whatever their stage of development and capability, to ensure that no Member is left behind; and (iii) reinforce the compliance-based approach to standards, technical regulations and data sharing that is a unique strength of WMO and implement appropriate practical measures to monitor and assess compliance;
· Taking practical steps to ensure that all Members, especially the Least Developed Countries and Small Island Developing States, have (i) appropriate capacity to address the challenges associated with accessing and managing the increasing volumes and complexity of data; (ii) guidance to make informed choices about investing and/or partnering in data technologies and applications; and (iii) the opportunity to extract the benefits of effective utilisation of data in delivering services to their communities. Global climate monitoring and global models need global data, and WMO is committed to ensuring that ‘no Member is left behind’;
· Reviewing the definition of 'essential' data as articulated in the Annex to Resolution 40 (and Resolution 25 and 60 as appropriate), to ensure it is fit-for-purpose in our modern and evolving observational data paradigm, in particular that it appropriately reflects the escalating volume, variety and critical importance to Members of satellite data as an essential input to global (and other) NWP. Engagement of all participants in the global weather enterprise would be important to ensure an outcome that will best serve society and support public and private sector mandates and goals; 
· Supporting social-science based research into the use and understanding of meteorological and hydrological data by those who receive it, and ensuring that knowledge on this subject is widely distributed through the WMO community to assist Members in ensuring that maximum value to society is leveraged through publicly and privately sourced data, products and services;
· Reviewing and refreshing guidance to Members, with a special focus on emerging data and supply chain issues, on considerations to take into account in defining national mandates for weather, climate and water services in accordance with the WMO Convention; and
· Reflecting on this topic via both the EC-led constituent body reform process and the Secretary-General's efforts to streamline the secretariat for efficiency and effectiveness, on all matters associated with data and associated infrastructure systems and support. In particular, give attention to alignment of WMO programmes and of technical commission and regional association responsibilities, including technical working groups and implementation-support processes, in relation to data.
6.2	Act Local: Harnessing the power of Members, data and people
While WMO sets the overall strategic framework, regulations and guidance within which Members define and deliver their national mandates, the responsibility for designing and delivering the requisite operational infrastructure, for delivering the services, and for committing to meet specified regional and global requirements (e.g. to support aviation, marine, GCOS etc.,) lies at a national level. This is where the practical decisions are made about which/how data are acquired, managed and used, which data technologies to invest in and what alliances to build. This review cannot give explicit direction or guidance on these issues, but emphasises the extent to which the global alliance led by WMO can assist Members in making their choices and how Members can harness the power of their people and partners to extract the highest value from data and the best outcomes for their national community. Relevant possible initiatives for WMO and its Members include:
· Examining national data and service delivery supply chains to identify where these are consistent with national mandates, whether they deliver highest value use of NMHSs resources (financial, people, etc.,), whether they enable extraction of highest value from data and data technologies in terms of the outcomes for users, and where opportunities may exist to seek alliance and support through bilateral, multilateral, contractual and/or partnership arrangements; 
· Reaching out to diverse non-NMHS data providers to extend the coverage of observations. WIGOS Guidance on Data Partnerships (being developed by ICG-WIGOS for approval by Cg-18) will be helpful to Members in identifying, developing and structuring partnership opportunities and informing choices, including in relation to commercial arrangements for data supply; 
· Leveraging the power of digital communications and social media to build connections to user communities, to better understand their service requirements and to tailor services to their needs; 
· [bookmark: _Hlk532934145]Investing in people and key capabilities for the long term, through (i) identifying key skill sets that will better equip Members, especially NMHSs and other organisations contributing to key WMO initiatives such as GAW, GCW, WHOS, WCRP and GCOS, to uniquely deliver user-valued benefits and sustainable outcomes through more effective use of data and management of data infrastructure; (ii) looking ahead to growing and emerging skill requirements, such as computational science, data science and machine learning, and consider the merits of acquiring through internal investment or partnership; (iii) embracing diversity and inclusion as key commitments for recruitment, team building and succession planning, to create equitable opportunities, improve productivity and innovation, and better align the workforce with the user community; and (iv) in collaboration with WMO, exploring ways to invest in people to capitalise on these benefits and deliver highest value; and
· Work nationally or regionally with private sector organisations, whether partners or alternative providers who utilise public sector data and infrastructure, to collaborate on design of networks and targeting of services, and to harness their voice as advocates for sustained investment in national meteorological and hydrological infrastructure.
6.3 	Reach Out: Embrace emerging opportunities in data, science, technologies and partnerships.
Digital age disruption has already brought change, challenge and opportunity to the weather enterprise, and will continue to do so, particularly in relation to the application of data, insights from data analytics, data science and technology, data-driven science, partnership opportunities, and user expectations. Harnessing the power of innovative, new data technology in a way that aligns with strategy and budget will bring significant advantage to those able to do so. Measures that WMO and its Members could consider to better prepare them to embrace the future and explore the opportunities associated with data-driven disruption might include:
· Investing in coordinated initiatives, under technical commission leadership and in collaboration with private sector partners, to explore (i) the potential to harness emerging technical opportunities and applications for the benefit of all participants in the global weather enterprise, including IOT, social media, crowdsourcing, and new data analytics, and (ii) development of data sharing principles that do not compromise the long term success and ongoing effectiveness of the global weather enterprise nor the commercial viability of the private sector; 
· Utilising the WMO/CBS Affiliated Projects framework, establish pilot projects, engage partners across NMHSs, academia, research institutions and private sector, and share experiences, in the use and application of emerging technologies, such as machine learning and Internet of Things, and in development of specific service offerings, such as nowcasting and rapid-response environmental management. A specific initiative might be to explore how to get highest value from use of data analytics in the design and delivery of interactive, context-sensitive services. Increased sharing of experiences, especially those at a national level, will assist others in being 'disruption-ready';
· Implementation of an innovation framework at the institutional (NMHS and other data/service providers) level and/or in conjunction with partners, to identify and test new ideas aligned with priority needs and strategy, and evaluate potential innovation (and 'open innovation') opportunities, using a piloting and 'fast-to-fail' approach to streamline the further development and adoption of promising ideas and to facilitate early rejection or redirection of others; and
· [bookmark: _Hlk532935177]Expanding the concept of impact-based services into an integrated services approach, where publicly-funded-data is freely accessible and integrated with data from sector-based sources to develop more context-relevant and actionable services that directly inform and benefit users. Examples might include integration with health sector and demographic data to improve preparedness and response to heat waves, and integration of hydrological data with location-specific data (geographic, construction, drainage, landscape, planning etc.,) to improve specificity of very local services. 
7	Conclusions 
This CBS Led Review of Emerging Data Issues drew on a wide range of source materials and experts, including material compiled by the technical commissions at the request of the President of WMO and ongoing discussions in Congress, Executive Council, CBS and in working bodies associated with WIGOS, WIS, GDPFS and PWSD. The discussion and the framing of potential advice to bring back to Congress roamed widely from evolution to revolution, including the need to strengthen the 'irreducible core' of WMO and its Members through reinforcing the essential role of the WWW; the aspiration that 'no Member will be left behind' and that 'no Member stands alone'; the need to engage, be inclusive and build alliances, especially between the public and private sectors; the need to create and exploit opportunities through data; and the need to challenge traditional pathways while recognising the important ongoing, though potentially changing, roles of people. 
Emphasis was placed on harnessing the excellent work already being provided through WMO's response to data and technology, in particular through WIGOS, WIS/WIS2.0, GDPFS/S-GDPFS (which together are heralding WWW 2.0) and SDS, on equipping Members with the essential tools and advice to adapt, adopt and respond to these opportunities, and on mobilising WMO as a brand focussed on standardisation, coordination and facilitation of a global community in the service of society.
The review converged around the important reminder that data is a means to an end, not an end in itself. It is only through its intelligent use in engaging with users and in the development and uptake of services and associated outcomes that meet societal needs, that data delivers its full value, be it over the long term required for historical climate insight and impact management, the medium term for effective water and natural resource management and disaster preparedness, or over the shorter term to warn of, and support response to, impending severe weather events and disasters. The review provided a response framework featuring concrete actions centred on thinking global, acting local and reaching out. 
Emerging trends in data and data technologies offer the whole WMO community, individual Members and the broader global weather enterprise, the challenge and the opportunity of new scientific and technological horizons. They challenge us to reimagine what efficient, effective and relevant services and service delivery could look like, how through working together in new and innovative ways we can better position ourselves for the future, and how genuine value can be delivered through and from data.  
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