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[bookmark: _Toc504025520]Background
The document provides information to be included in the WIS manual to provide guidance on Technical Regulations for ICT Operations.   
Further discussion will be required to format the text to ensure it is consistent with the layout of the WIS manual.  Together with identifying the right location in the manual.    
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Objective
Incident Management process is to restore normal service operation as quickly as possible and minimize the adverse impact on business operations, ensuring that agreed levels of service quality are maintained.


Scope
Incident management is not expected to perform root cause analysis to identify why an incident occurred. Rather, the focus is on doing whatever is necessary to restore the service. This often requires the use of a temporary fix, or workaround. An important tool in the diagnosis of incidents is the known error database (KEDB), which is maintained by problem management. The KEDB identifies any problems or known errors that have caused incidents in the past and provides information about any workarounds that have been identified.

Key activities/functions to consider
· A service level agreement between the provider and the customer that defines incident priorities, escalation paths, and response/resolution time frames
· Incident models, or templates, that allow incidents to be resolved efficiently
· Categorization of incident types for better data gathering and problem management
· Agreement on incident statuses, categories, and priorities
· Establishment of a major incident response process
· Agreement on incident management role assignment
Incident management’s main function: The service desk
· Incident management involves several functions. The most important is the service desk. The service desk is also known as the “help desk”. The service desk is the single point of contact for users to report incidents. 
· A service desk is divided into tiers of support. The first tier is for basic issues, such as password resets and basic computer troubleshooting. Tier-one incidents are most likely to turn into incident models, since the templates to create them are easy and the incidents recur often. For example, a template model for a password reset includes the categorization of the incident (category of “Account” and type “Password Reset”, for example), a template of information that the support staff completes (username and verification requirements, for example), and links to internal or external knowledge base articles that support the incident. Low-priority tier-one incidents do not impact the business in any way and can be worked around by users.
· Second-tier support involves issues that need more skill, training, or access to complete. Resetting an RSA token, for example, may require tier-two escalation.
The incident process
In ITIL, incidents go through a structured workflow that encourages efficiency and best results for both providers and customers. ITIL recommends the incident management process follow these steps:
1. Incident identification
2. Incident logging
3. Incident categorization
4. Incident prioritization
5. Incident response
· Initial diagnosis
· Incident escalation
· Investigation and diagnosis
· Resolution and recovery
· Incident closure
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Objective
To implement the processes from which plans are implemented and maintained to ensure the ongoing operation of IT services and functions before, during, and after a disruption or crisis.
 
Scope
Business continuity management can apply to any service or function. In the context of this document, the focus is related to IT services and functions.
 
Key activities/functions to consider when implementing ICT service continuity management plans
The development of business continuity plans, regardless of domain, typically involves a common set of activities in order to be complete, robust, and effective.
· Business Impact Analysis (BIA):
· The purpose of the BIA is to identify and prioritize key ICT services and functions. Priority setting should take into account the impacts of disruptions in terms of Financial, Operational, Reputation, Customer and supplier, Environmental, and Staff.
· Financial - Financial impacts may be related to revenue (such as in the case of organizations selling products and/or services), costs to continue operations during the disruption, and costs of re-establishing services.
1. Identify products and services, which represent the greatest revenue to the organization.
1. Identify the products/services, which incur the greatest costs to support during a disruption.
1. Operational - Operational impacts may be related to how business functions/services are delivered during a disruption, disruptions caused in downstream areas due to interdependencies with the area of primary disruption.
2. Identify functions/services having many upstream and downstream interdependencies
2. Identify the functions/services having the highest impact during a disruption
1. Reputation - Reputation impacts may range from loss of trust/credibility, or more significant legal and breaches by failure to meet service level agreements.
3. Identify functions/services encompassing more sensitive data and information which could result in greater loss of credibility or incur greater potential legal impacts
3. Identify higher demand functions/services which may result in broader-reaching impacts, and greatest response in the event of a failure
1. Customer and supplier - Customer and supplier impacts may be related to disruption in incoming services/products from suppliers by not being in a position to accept/use them, disruptions in downstream customer (external) processes/services due to inability to deliver at normal levels.
1. Environmental - Environmental impacts may be related to an organization’s position in the market (e.g. relative to competitors and partners, position of leadership, etc.).
1. Staff - Staff impacts may be related to increased or reduced staffing levels during disruption and recovery, the potential need to re-prioritize other staff workloads thus impacting other services/functions, and the associated financial and workload impacts on the staff themselves.
· Determine risks and mitigation methods:
. Identifying risks to ICT services and functions, along with potential mitigation strategies
· Establish recovery options:
. Identify, evaluate, and select recovery options
· Build business continuity plans:
. Document who/what/where/when/why/how for reference when a disruption, incident, crisis occurs
1. At a minimum, covers all critical business functions
1. Covers interdependencies with external stakeholders
· Test, review, and maintain continuity plans:
. Periodically test and review plans to ensure they continue to be relevant and provide intended results
 
Ensuring key processes are in place
· Continuity strategies
· Determine what continuity strategies exist and which ones are acceptable to employ (and when)
· Some continuity strategies (e.g. support agreements with vendors, initiating business operations at an alternate site) incur costs which must be understood and resourced
· Business continuity planning
· Incident management
· Continuity during disruption, incident, crisis
· Recovery/resumption
· Restoration priorities and levels
· Decision points on when a recovered service is deemed ‘accept’, ‘back in production’
· Exercising/testing
 
Building resilience
Set priorities
· Determine relative priorities for restoration - cannot recover everything at once
 
Set service levels and use these to plan continuity strategies, etc.
· Establish maximum tolerable period of disruption, recovery time objectives, recovery point objectives - these should be fulfilled by the continuity plan.
 
Communications
· Communication tools - and ensuring they are available in case of a major crisis (e.g. multiple channels such as e-mail and phone)
· Roles and responsibilities
 
People
· Staffing levels
· Training/cross-training/contracting
· Roles and responsibilities in a failure situation
· Contact lists
 
Business locations
· Primary and alternate work locations
· Physical security
 
Processes/tools
· Documented procedures
 
Technology (ICT)
· Cyber security
· Public and private infrastructure
 
ICT service continuity management use cases in the WIS context
· General centre failure
· GISC
· DCPC
· NC


Supporting ICT service continuity management throughout the WIS network
· ICT service continuity management plans should exist at all levels of the network (GISC, DCPC, NC)
· Not always the case due to varying capabilities and capacity
· Continuity plans are a component of a centre’s overarching quality management system
· WIS could develop basic ICT service continuity management framework based on core capabilities/functions of the WIS network
· Ensures that the core WIS functions are covered
· Reduces effort on the part of the centres, but does not negate work at the centre level
· Will not address situations at each individual centre
· Requires resources to define and develop the framework
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“If you cannot measure it, you cannot improve it.” – Peter Drucker.


Objective
Monitoring refers to the practice of collecting regular data regarding your infrastructure in order to provide alerts both of unplanned downtime, network intrusion, and resource saturation.
The main goal is to guarantee operations.

Candidates of Monitoring
 -Status of key configuration items looking for abnormalities or failures. (servers, networking, computers, etc.)
· Security events or network intrusions
· Unauthorized changes to infrastructure or computers
· Performance and tracked data for key performance indicators
· Processes to determine their effectiveness

Types of monitoring
· Passive. -Collect logs.
· Active. -Ping Servers.
· Reactive. -Reached a threshold execute actions.
· Proactive. -Preventive collected data analysis to anticipate problems.
Planning
Monitoring should be planned to cover all aspects that contribute to maintain operations.

Must include the definition of KPIs and SLAs.
· KPI. Key performance indicators that identify and measure the key metrics for operations.
· Efficiency and effectiveness of a service.
· Service operation status.
· Metric based (cpu, uptime, memory, bandwidth, etc)
· Learned. Trends and Bias.
· SLA. A service-level agreement is a document describing the level of service expected, laying out the metrics (KPIs) by which that service is measured, and the remedies or penalties that can be applied reached the thresholds.
· Represent a desired state of a service.
· Describe agreed and guaranteed minimal service performance.
· With SLAs, you establish a condition for one or more activities that triggers a consequence.
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Objective:
Aims to control the lifecycle of all changes. The primary objective of this process is to enable beneficial changes to be made, with minimum disruption to ICT services.
Scope:
Change management involving any new, modification or withdrawn services for:
· Hardware
· Communication equipment and software
· System software
· All documentation and procedures with the running, support and maintenance live systems
Authority proposition:
The change management process should have an owner. A group of key individuals: “Change Advisory Board” (CAB) advises the “change manager” in the assessment, prioritization and scheduling of changes. They will attend periodically scheduled meetings, address the proposed changes and review the resolved changes.
Change process example:
1. Initiating a change: ICT teams request for change. Formalize the change (what, why, who, when, how ...), provide information about risk, impact, costs ...
1. Filtering and assessing a change: determine if the change request should be accepted or rejected. Assigning a priority to a change (emergency, high low, medium ...)
1. Authorisation of a change by the Change Advisory Board: CAB meeting should be organized on regular basis. Formal review and authorisation of change.
1. Testing of a change: Testing should include aspects of change such as: performance, security, functionality
1. Change implementation: ICT team use this process to implement infrastructures change
1. Change closure: review the change, and close the process.
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