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In its October 2017 meeting, ET-CAC noted that the sixteenth session of CBS Management Group had recognised that an audit team could serve all CBS centre registrations rather than being limited to WIS centres.
ET-CAC also noted that ICAO had invited WMO to assist in the designation of space weather information providers, by assessing each potential candidate centre through a series of site visits and audits in early 2018.
In light of this expanded role, a revised Terms of Reference has been drafted to take into account the team’s expanded role (refer to Annex 1).
4. ET-CAC also noted that with the proposed changes to the ToRs, the formal directive to ET-CAC to audit WIS Centres was no longer clear. While the Manual on WIS provides a statement of governance about how audits should be undertaken, it does not instruct ET-CAC to undertake those audits. It was thought that the Manual on the WIS was the best place for such a directive.

Recommended Text 
1. The meeting noted the revised terms of reference provided by ET-CAC that takes into account its expanded role in assessing and certifying any WMO centre.
1. ICT-ISS agreed to submit the proposed TORs to CBS MG for approval

2. ICT-ISS noted the revised ToRs for ET-CAC would remove the Expert Team’s authority to assess the technical capability of WIS centres, and that the Guide to the WIS (WMO No. 1061) still refers to the Task Team on Centre Audit and Certification, effectively leaving it with the authority to perform audits. 
1. ICT-ISS requested ET-WISC update the Guide for WIS to correct all references of the Task Team on Centre Audit and Certification to that of an Expert Team.

--------------------






Annex 1 - Proposed new Terms of reference for the Expert Team on Centre Audit/Certification


The current Terms of Reference for the Expert Team on Centre Audit/Certification are defined in Annex 1 to Decision 33 (CBS-16) [11] as:

Expert Team on Centre Audit/Certification (ET-CAC)

(a) Operate the procedures for technical endorsement of WIS Centres and advise CBS on centres’ level of technical compliance with standards and procedures:
i. Validate and monitor the conformance of WIS Centres’ interfaces to the agreed specifications and practices;
ii. Coordinate and organize demonstrations of capabilities of candidate WIS centres as required, including onsite audits of GISCs;
(b) Make recommendations to ICT-ISS regarding continuous improvement of the procedures for certification and periodic assessment of WIS centres;
(c) Advise ICT-ISS on systematic issues identified during certification and assessment activities.


ET-CAC proposes the following revised ToRs, taking into account the team’s new role:

REVISED ToRs - Expert Team on Centre Audit/Certification (ET-CAC)

(a) Develop and maintain an audit framework for the assessment of WMO Centres based on the WMO provisions for Quality Management (WMO-No. 49, Part VII and ISO 9001:2015) - the WMO Framework for Audit and Evaluation of International Operational Facilities.
(b) Provide guidance to system and process owners regarding the specification of assessment criteria based on a risk-based approach for inclusion within the audit framework.
(c) Coordinate and schedule audits of operational centres in response to instructions from CBS, other relevant WMO bodies and other cooperating international organizations.
(d) In collaboration with nominated subject matter experts, conduct audits of operational centres, in accordance with the audit framework.
(e) Review audit activities to identify opportunities for improvements in audit procedures and their implementation, reporting to OPAG-ISS.




ANNEX 2 - THE PRINCIPLES OF AUDITING 

The following is an extract from ISO 19011:2011 Guidelines for auditing management systems, and the new DIS/ISO 19011:2018e.


Principles of auditing 

Auditing is characterized by reliance on a number of principles. These principles should help to make the audit an effective and reliable tool in support of management policies and controls, by providing information on which an organization can act in order to improve its performance. Adherence to these principles is a prerequisite for providing audit conclusions that are relevant and sufficient and for enabling auditors, working independently from one another, to reach similar conclusions in similar circumstances. The guidance given in Clauses 5 to 7 is based on the six principles outlined below. 

a) Integrity: the foundation of professionalism 

Auditors and the person managing an audit programme should: 
— perform their work with honesty, diligence, and responsibility; 
— observe and comply with any applicable legal requirements; 
— demonstrate their competence while performing their work; 
— perform their work in an impartial manner, i.e. remain fair and unbiased in all their dealings; 
— be sensitive to any influences that may be exerted on their judgement while carrying out an audit. 

b) Fair presentation: the obligation to report truthfully and accurately 

Audit findings, audit conclusions and audit reports should reflect truthfully and accurately the audit activities. Significant obstacles encountered during the audit and unresolved diverging opinions between the audit team and the auditee should be reported. The communication should be truthful, accurate, objective, timely, clear and complete. 

c) Due professional care: the application of diligence and judgement in auditing 

Auditors should exercise due care in accordance with the importance of the task they perform and the confidence placed in them by the audit client and other interested parties. An important factor in carrying out their work with due professional care is having the ability to make reasoned judgements in all audit situations. 

d) Confidentiality: security of information 

Auditors should exercise discretion in the use and protection of information acquired in the course of their duties. Audit information should not be used inappropriately for personal gain by the auditor or the audit client, or in a manner detrimental to the legitimate interests of the auditee. This concept includes the proper handling of sensitive or confidential information. 

e) Independence: the basis for the impartiality of the audit and objectivity of the audit conclusions 
Auditors should be independent of the activity being audited wherever practicable, and should in all cases act in a manner that is free from bias and conflict of interest. For internal audits, auditors should be independent from the operating managers of the function being audited. Auditors should maintain objectivity throughout the audit process to ensure that the audit findings and conclusions are based only on the audit evidence. 

For small organizations, it may not be possible for internal auditors to be fully independent of the activity being audited, but every effort should be made to remove bias and encourage objectivity. 

f) Evidence-based approach: the rational method for reaching reliable and reproducible audit conclusions in a systematic audit process. 

Audit evidence should be verifiable. It will in general be based on samples of the information available, since an audit is conducted during a finite period of time and with finite resources. An appropriate use of sampling should be applied, since this is closely related to the confidence that can be placed in the audit conclusions. 

g) Risk-based approach: (new for DIS/ISO 19011:2018e)

A risk-based approach places an emphasis on professional judgement to determine which topics and issues may introduce the highest risk to the system being audited.




ANNEX 3 – PROPOSED ET-CAC WORKPLAN


Jun 2018 – Apr 2019 
· GISC audits 
· GISC audit results and requests to the p-CBS of centres’ endorsement.

Apr 2019 
· All GISC Audits completed (date at which all audits need to be completed to be confirmed with Chair ICT-ISS).

May 2019
· Congress 2019 – WIS Centre audit results and certifications presented to Cg-19.



ANNEX 4 – PROPOSED ET-CAC WORKPLAN


Oct 2017
· Ad-hoc meeting with TT-AVI to discuss space weather audits, 26th October – 0630UTC or 1130UTC.
· ET-CAC begins review of Audit Framework (see draft doc prepared by TT-AVI).
· Develop guidance document for ET-WISC meeting in Nov 17 on the ‘risk-based’ audit approach, including domain-specific information. WebEx to review document before finalisation.
· Access to team members to online resources.

Nov 2017
· To be confirmed - commence Space Weather Audits (runs through to March 2018).
· Combined meeting with ET-WISC, ET-CTS, TT-GISC 13 – 17 Nov. to determine new audit criteria.
· Commence development of audit regulatory material – “Audit Framework for WMO Centres”.
· DCPC Audits:  ET-CAC team members assigned to coordinate audits with GISCs (via Trello) using the current audit provisions (ongoing….). 
· ET-CAC WEBEX – tentative date 30 Nov 2017

Dec 2017
· WebEx – update of status of ICT-ISS deliverables. Week of Dec 11th.
· Review of any space weather audits conducted.


Jan 2018
· 9 January: Finalised ICT-ISS Deliverables: “Audit Framework for WMO Centres”
· 16-19 Jan ICT-ISS Meeting, Geneva – presentation of new audit guidelines.
· Develop general audit guidance materials for centres and auditors; audit workbooks and checklists, changes to Trello templates and checklists, and reporting templates.
· Update questionnaire in the online form / WIS Centre database etc. as required.
· Notification to GISC centres of provisional audit schedule for budgetary planning purposes.
· ET-CAC WEBEX

Feb 2018
· Continued development of audit guidance material.
· ET-CAC WebEx (tentative)

Mar 2018
· Deliverable: Audit Guidance Material: 12 March.
· ET-CAC participation in Space Weather audits completed. TT-AVI to report to ICAO.
· CBS TECO and CBS-MG Meeting, Geneva, 26-29 March 2018.
· Approval at CBS-MG by p-CBS of audit regulatory material and guidance documents (assuming no new provisions on members). Note: If not approved, next opportunity for approval is EC-70 in June.
· ET-CAC WEBEX – review of Space Weather Audit activities.
· QMS ‘Train the Trainer’ for NMHSs, Geneva, date to be advised. Assume some ET-CAC members may want to attend.

Apr 2018 
· To be confirmed:  2nd meeting of ET-CAC, Wellington.
· GISC audits commence (tentative)
· Regular WEBEXs to exchange audit experiences

Jun 2018 – Apr 2019 
· GISC audits commence
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