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[bookmark: _Toc319327004]Draft Generic Audit Process


Introduction
The generic demonstration and reporting process for assessment and auditing of any WMO member centre is based on the process of the previous TT-CAC in the assessment of WIS Centres.
At a high level, the audit process consists of four phases:
· Phase 1 Notification / request to audit a centre, accompanied by a completed self-assessment questionnaire.
· Phase 2 Pre-audit capability assessment.
· Phase 3 Onsite audit and validation by ET-CAC audit team.
· Phase 4 Post audit reporting and recommendation.
This process assumes that ET-CAC has been previously informed of the intention to certify one or more centres by the system owner’s constituent body through the CBS Management Group.
ET-CAC will conduct the audits in reference to audit guidelines published by ISO within ISO 19011:2011. The particular component of the guide are the principles of auditing: 
· integrity, fair representation, due professional care, confidentiality, independence, use of an evidence-based approach.
ET-CAC will also incorporate a risk base approach as a seventh element, which is in the next version of the Guide, DIS/ISO 19011:2018e, that requires the use of professional judgement to determine which topics and issues may introduce the highest risk to the system being audited. (See Annex 1).
[bookmark: _GoBack]The entire audit process, including all documentation, site assessments, discussions and reporting to be conducted in the English language. 
The following aspects of the first round of WIS audits were considered effective and will be retained in the generic audit programme:
· Geographic diversity (e.g. ensuring that auditors do not audit centres within their region) to ensure the necessary impartiality of audit teams.
· Two-person audit teams – a lead auditor with relevant audit experience and a Subject Matter Expert (if possible).
· Onsite audits to be conducted over 2-days, excluding auditor travel time to and from the audit site.

Phase 1 Receipt of Nomination / request to recertify

Phase one commences when ET-CAC receives a formal request to undertake a certification audit of a new centre, or recertification audit of an existing centre. Such a request will be accompanied all relevant contact point information to allow ET-CAC to liaise with the centre management and experts.
The centre will also provide a completed self-assessment questionnaire that provides preliminary evidence of the centre’s capabilities, based upon the audit criteria provided the ‘system owner’.
The self-assessment information should be provided in the english language and be in a style that can be easily understood by an auditor, using highly technical language only were necessary.
ET-CAC, in consultation with the system owner’s constituent body, will assign a team of auditors, with the Lead auditor being responsible for ensuring the outcome of each audit delivers clear and concise findings upon with informed decisions can be made.
With the transparency of the audit process key to ensuring a successful audit, all participants in the audit process need to understand their role and responsibilities. To ensure clarity, the process should be clearly articulated, and the information provided to all stakeholders should include:
· The audit objective
· The audit process
· The applicable guiding principles found in ISO 19011: 2011/2018
· Information concerning the composition of the audit team, including their contact details and relevant skills, experience and competence.
· Advice that all documentation is in place (including security and health and safety requirements) to enable the auditors to visit all sites and facilities required by the audit.
· Providing clarity and details of what expenses are being met by the host organisation.
· Confirmation that the host organisation will provide organisational support to facilitate auditor travel arrangements, including assistance with visa applications as required.

Phase 2:  Receipt of Nomination / request to recertify

Phase 2 commences with the audit team undertaking an assessment of the information provided by the centre in their self-assessment questionnaire.
The auditors will advise the centre whether the self-assessment information is sufficient for the audit team to move to the onsite phase. 
Should further information be required to make this initial assessment, the audit team will correspond with the candidate centre’s point/s of contact to request further information, or to clarity specific matters, to the audit team’s own satisfaction. 
Should sufficient information not be received by the audit team to complete the pre-audit assessment, the team will advise the centre and the system owner’s constituent body that a site assessment should not take place, with an explanation of the reasons for that recommendation.
Should this situation occur, progression to Phase 3 Onsite assessment will only occur if sufficient preliminary evidence is subsequently supplied, again to the satisfaction of the audit team.

Phase 3: site assessment and audit

Phase 3 commences with the conducting of the onsite assessment and audit by the audit team to verify the centre’s capabilities against the predetermined assessment criteria.
As previously noted, the audit mission should not exceed two business days duration, excluding travel to / from the centre.
In line with professional audit practise, the onsite assessment with commence with a formal opening meeting where the audit team provides and overview of their activities, and finish with a formal closing meeting where the team informally presents a short summary of their findings, and their provisional assessment.
The auditors will then undertake the assessment and audit by means of discussion, interview, document and/or records review, and observation of appropriate operational functions using the predetermined assessment criteria to guide their assessment and evidence gathering to assess the centre has in place the necessary acceptable means of compliance with the audit criteria. 
Certain tests or simulations on systems may also be requested by the audit team or offered by the candidate centre to verify the correction operation of a system or application.
It should be noted that the audit team may not be able to assess all organisational, technical or scientific aspects of the centre’s programme during the audit, but may, at their discretion, selectively sample particular aspects of the operation to support their assessment of the centre’s capability. 
The audit team will make their assessment of based solely on the evidence collected during the on-site assessment, and will determine whether the centre is
· Compliant – the centre has demonstrated to the satisfaction of the audit team that, at the time of observation, it fulfils the relevant criteria to pass assessment without any qualification.
· Compliant, but with qualification - the centre has demonstrated to the satisfaction of the audit team that, at the time of observation, it fulfils the relevant criteria to pass assessment, but with qualification. The qualification will be made in the form of a short concise statement.
· Not compliant – The centre has not demonstrated to the satisfaction of the audit team, that at the time of observation, it fulfils the relevant criteria to pass assessment. 


Phase 4 Post audit reporting and recommendation
Phase four commences at the end of phase three with the preparation of the post audit report and its submission to the to appropriate WMO constituent body, ideally within 5 business days of returning from the on-site assessment and audit.
the report will provide additional detail on the strengths, weaknesses, opportunities for improvement, non-compliance and areas of concern, in as well as a recommendation on the overall assessment of the centre. 
The report will be treated as a confidential document, available only to the centre being audited and to authorised individuals within WMO and the constituent body. 
The WMO constituent body will finalise each post-audit report and will forward it to their own predefined distribution list. 
Evidence that has been collected during the site assessments and audts will be forwarded to WMO. Any hard or soft copies held by the auditors will be destroyed or deleted.

ET-CAC TOoLS AND RESOURCES
29. ET-CAC will use a number of tools to manage the audit process. These include:
· Trello - to manage the audit process and assist with audit coordination and communication.
· An online survey/ questionnaire web page (to be defined – perhaps Survey Monkey) for the pre-audit assessment questionnaire.
·  used in previous audits and noted that Trello the WIS Centre Database and the secure areas of the WIS Wiki were still suitable and available. 
30. Access to these tools will be restricted to the audit team, and details on the progress of individual audits will be restricted to individual auditors, the Chair of ET-CAC and the WMO Secretariat supporting ET-CAC. 


Recommended Text 
1. ICT-ISS noted the draft generic audit process documented by ET-CAC for the assessment of any WMO centre operated by members, in addition to those centres providing WIS services.
1. ICT-ISS agreed to present the generic process to CBS TECO 2018.
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ANNEX 1 - THE PRINCIPLES OF AUDITING 

The following is an extract from ISO 19011:2011 Guidelines for auditing management systems, and the new DIS/ISO 19011:2018e.


Principles of auditing 

Auditing is characterized by reliance on a number of principles. These principles should help to make the audit an effective and reliable tool in support of management policies and controls, by providing information on which an organization can act in order to improve its performance. Adherence to these principles is a prerequisite for providing audit conclusions that are relevant and sufficient and for enabling auditors, working independently from one another, to reach similar conclusions in similar circumstances. The guidance given in Clauses 5 to 7 is based on the six principles outlined below. 

a) Integrity: the foundation of professionalism 

Auditors and the person managing an audit programme should: 
— perform their work with honesty, diligence, and responsibility; 
— observe and comply with any applicable legal requirements; 
— demonstrate their competence while performing their work; 
— perform their work in an impartial manner, i.e. remain fair and unbiased in all their dealings; 
— be sensitive to any influences that may be exerted on their judgement while carrying out an audit. 

b) Fair presentation: the obligation to report truthfully and accurately 

Audit findings, audit conclusions and audit reports should reflect truthfully and accurately the audit activities. Significant obstacles encountered during the audit and unresolved diverging opinions between the audit team and the auditee should be reported. The communication should be truthful, accurate, objective, timely, clear and complete. 

c) Due professional care: the application of diligence and judgement in auditing 

Auditors should exercise due care in accordance with the importance of the task they perform and the confidence placed in them by the audit client and other interested parties. An important factor in carrying out their work with due professional care is having the ability to make reasoned judgements in all audit situations. 

d) Confidentiality: security of information 

Auditors should exercise discretion in the use and protection of information acquired in the course of their duties. Audit information should not be used inappropriately for personal gain by the auditor or the audit client, or in a manner detrimental to the legitimate interests of the auditee. This concept includes the proper handling of sensitive or confidential information. 

e) Independence: the basis for the impartiality of the audit and objectivity of the audit conclusions 
Auditors should be independent of the activity being audited wherever practicable, and should in all cases act in a manner that is free from bias and conflict of interest. For internal audits, auditors should be independent from the operating managers of the function being audited. Auditors should maintain objectivity throughout the audit process to ensure that the audit findings and conclusions are based only on the audit evidence. 

For small organizations, it may not be possible for internal auditors to be fully independent of the activity being audited, but every effort should be made to remove bias and encourage objectivity. 

f) Evidence-based approach: the rational method for reaching reliable and reproducible audit conclusions in a systematic audit process. 

Audit evidence should be verifiable. It will in general be based on samples of the information available, since an audit is conducted during a finite period of time and with finite resources. An appropriate use of sampling should be applied, since this is closely related to the confidence that can be placed in the audit conclusions. 

g) Risk-based approach: (refer to DIS/ISO 19011:2018e)

A risk-based approach places an emphasis on professional judgement to determine which topics and issues may introduce the highest risk to the system being audited.
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