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1 [bookmark: _Toc216410847][bookmark: _Ref216434462][bookmark: _Toc379474372]WELCOME
The WMO Director of WIS, Mr Peiliang Shi, opened the workshop by welcoming the Participants (Appendix A) to Geneva and wishing them a successful outcome to the important topic of WIS monitoring.

2 [bookmark: _Toc379474373]REVIEW OF DRAFT AGENDA	
The Participants of the workshop endorsed the draft agenda (Appendix B) and adopted it as the basis for the workshop discussions.

All workshop presentation material and workshop documents are available on the WIS WIKI website: http://wis.wmo.int/page=WIS-Work-Mon-2014 

3 [bookmark: _Toc379474374]OUTLINE OF WORKSHOP OBJECTIVES
Steve Foreman (WMO) outlined the main objectives of the workshop:

-	Identification of WIS monitoring and reporting requirements;
-	Formulation of an Implementation Strategy for the WIS Monitoring and Reporting;
-	Identification of clear boundaries between WIS monitoring and the monitoring that 	needs to be undertaken by application programmes.

4 [bookmark: _Toc379474375]STARTING POINT
In order to provide some context and starting material for the workshop, three presentations were made covering:

-	WIS Monitoring Concept 				(Leonid Bezrouk);
-	WIS-Specific Monitoring 				(Dave Thomas);
-	Monitoring Service for Programmes			(Steve Foreman).

5 [bookmark: _Toc379474376]IDENTIFICATION OF ISSUES TO BE ADDRESSED
In order to identify the monitoring and reporting issues to be addressed, the workshop divided into splinter groups covering four thematic areas:

-	Centres;
-	Network and Interfaces;
-	Data Management;
-	User Services.

6 [bookmark: _Toc379474377]WIS MONITORING AND REPORTING	
[bookmark: _Toc379474378]GISC Monitoring and Reporting Requirements
The workshop conclusions concerning the GISC monitoring and reporting requirements are summarised in Appendix C.
[bookmark: _Toc379474379]DCPC and NC Monitoring and Reporting Requirements
The workshop conclusions concerning the DCPC and NC monitoring and reporting requirements are summarised in Appendix D.
[bookmark: _Toc379474380]Utilisation of the Reports
The workshop conclusions concerning the utilisation of the reports are summarised in Appendix E.
[bookmark: _Toc379474381]Implementation
The workshop conclusions concerning the implementation strategy, together with a possible solution for the exposure of remote monitoring information, are summarised in Appendix F and Appendix G.

7 [bookmark: _Toc379474382]BOUNDARY BETWEEN WIS MONITORING AND PROGRAMME MONITORING
The conclusions concerning the boundary between WIS Monitoring and Programme Monitoring are summarised in Appendix H

8 [bookmark: _Toc379474383]WRAP-UP AND NEXT STEPS	
Steve Foreman thanked the participants for their very useful contributions which had enabled the workshop to meet its challenging objectives. Concerning the next steps, the intention is that the report of workshop will be made available by 3rd February 2014 so that the Expert Teams can review the material and add further technical information.
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Developing WIS Monitoring - Workshop

Geneva
21-24 January 2014


DRAFT AGENDA


1.	Review of Draft Agenda					(All)

2.	Outline of Workshop Objectives 			(S Foreman)

3.	Starting Point

	-	WIS Monitoring Concept 			(L Bezrouk)
	-	WIS-Specific Monitoring 				(D Thomas)
	-	Monitoring Service for Programmes		(S Foreman)

4.	Identification of Issues to be addressed to meet	(All)
	Workshop Objectives

5.	Resolution of Identified Issues,	with option of	(All)
	splinter sessions

6.	Implementation Strategy 				(All)

7.	Outcomes of the Workshop				(R Husband)

8.	Wrap-up and Next Steps					(S.Foreman)


--------------------------
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1.	REAL-TIME OPERATIONS MONITORING 
	
In order to ensure the smooth functioning of the WIS, each GISC operator shall continuously monitor in real-time the following items covering the GISC's area of responsibility:

	ITEM
	DESCRIPTION
	DASHBOARD
	EXPECTED VALUE

	1. Overall Centre Availability
	A "roll-up" indicator derived from the status of coupled indicators covering the availability of the System Infrastructure, Applications, Network and Services.

A separate Indicator shall be provided for the Back-up Centre
	✓
	>99.9% (monthly Centre Availability)
> 99.99% (monthly Link Availability)

	2. Network Usage
	Network usage (displayed graphically)
	✓
	Loading < 80% capacity on average

	3. Application Flows
	Item to be further defined - could include GISC-to-GISC capacity across Core Network
	
	

	4. Network Application Availability 
	(ftp, http, etc)
	✓
	> 99.99% (monthly)

	5. Server Performance (CPU, Storage, Network)
	% Utilisation measured over 5 minute periods
	
	CPU < 50%, Network and Storage < 80% of capacity

	6. Discovery Metadata Exchange
	a) No. of failed and successful connection attempts reported by each GISC and Centre
b) No. of new, modified or deleted records
c) No of records held at 00:00UTC
d) No. of data records received with no metadata between 00:00UTC and 23:59 UTC
	✓
	

	7. Data and Products
	a) "No. of data and products not made available by expected time 
b) No. of data records described in Vol C1 but not available in Cache
	
	

	8. 24-Hour Cache
	a) Cache updates in the last 24 Hrs
b) 24 Hr input volume and 
c) Number of items
	✓
	

	9. Specific Message Transmission Monitoring (approach currently under consolidation)
	a) Rolling count of No. of All Hazard Network Messages in the last 24 Hrs

	✓
	



This real-time monitoring information shall include the information relayed from Centres within the GISC's area of responsibility, as described in Appendix D.

The monitoring information identified for display on a dashboard shall be exchanged in real-time with all GISCs. This real-time dashboard GISC display shall comprise a combination of:

-	status information (possibly displayed in traffic-light format);
-	graphical information (e.g. loading, performance, ...);
-	schematic information (e.g. network topology overlaid with status information).

Furthermore, such displays shall support a "drill down" capability that provides visibility on the status of lower level elements.

Information shall also be made available to support the generation of a single, centralised, WIS dashboard addressing Network Connection Status and Centre DAR/product interface presence.
2.	QUARTERLY REPORTING

Each GISC operator shall provide a consolidated quarterly report covering the centres and networks in its own area of responsibility, for which it is the principal GISC. This report shall be provided to the WMO Secretariat within 6 weeks from the end of the reporting period.

The quarterly report shall consist of the following main sections:

a) Service Performance;
b) Operational Infrastructure Performance;
c) Operational Anomalies and Incidents;
d) Evolutions/Upgrades Carried Out During the Reporting Period;
e) Planned Evolutions/Upgrades;
f) User Service Statistics.

The purpose and required content of each of these sections is now described.

a)	Service Performance 

The purpose of this section is to characterise the service provision performance during the reporting period. The statistics shall, where appropriate, be directly traceable to the service specification provisions defined within sections 1.7.1, 1.7.2 and 4 of the Manual on WIS and shall be organised according to service type, i.e.:

-	Time- and Operation-Critical Data and Products Real-time Service;
-	Timely Delivery Service for Data and Products (Delayed Mode);
-	Discovery, Access and Retrieval (DAR) Service;
-	All Hazards Warning Service.

For each of these WIS service types, service performance statistics shall be derived from the real-time operations monitoring information, and shall separately describe:

	ITEM
	DESCRIPTION
	EXPECTED VALUE

	1. Service Availability
	Summary statistics of the service availability 
	>99.5% (monthly)

	2. Timeliness
	Summary statistics describing "the total No. of data and products made available by expected time" expressed as a fraction of "the total No. of data and products that should have been available within the expected time"
	>99.5% (monthly)

	3. Completeness of Data Exchange
	Summary statistics illustrating No. of data records described in Vol C1 but not available in Cache
	





b)	Operational Infrastructure Performance 

The purpose of this section is to describe the health and performance of the operations infrastructure  (including, where applicable, all centres and networks) used for the provision of the WIS services. In common with the section on service performance, the statistics for operational infrastructure performance section shall be derived from the real-time operations monitoring information.



In particular, the following aspects shall be described:

	ITEM
	DESCRIPTION
	EXPECTED VALUE

	1. Availability of Operational Infrastructure 
	Summary statistics showing the availability of:
a) Computing Infrastructure
b) Networks (Inc Applications)
c) GISC Back-up
	a) >99.9% (monthly)
b) >99.99% (monthly)
c) >99.9% (monthly)

	2. Loading of Operational Infrastructure
	Summary statistics (expressed as a % of capacity) for:
a) Processing
b) Networks
c) Storage
	Monthly averages:
a) < 50%
b) and c) < 80%

	3. Data Management - Discovery Metadata Exchange 
	Summary statistics for:
a) No. of failed and successful connection attempts reported by each GISC and Centre
b) No. of data records received with no metadata 
c) % of data links which return an HTTP 200 result code during a data crawl
d) Results of metadata compliance checks using the NOAA Spiral Tool
e) User perception measures on the usefulness of the metadata records.
	

	4. Data Management - Data and Products
	a) No. of requests for each format type
b) No. of failed versus successful requests
	

	5. Data Management - 24 Hour Cache
	Summary statistics for: 
a) Cache update frequency
b) Inter-GISC consistency check results
c) Delay between reception/nominal time and availability in Cache
d) Data integrity check results
e) Amount of data served from the Cache
	

	6. Data Management - Special Message Transition Management
	Approach currently under consolidation
	



These statistics shall be directly traceable to any mandatory WIS performance requirements (e.g. availability requirements) defined within the Manual on WIS.


c)	Operational Anomalies and Incidents 

The purpose of this section is to summarise any operational anomalies or incidents that had a significant[footnoteRef:1] detrimental impact on either the provision of the WIS services (e.g. failure to fulfil the service requirements) or the availability of the operational infrastructure. [1:  Significant in this context means a service outage of longer than 3 (TBC) hours to the real-time service or a longer-term [1 week (TBC) or more] loss of resilience of a key component of the WIS system (e.g. link or centre)]] 


Where available, reference should be made to the relevant Incident Report, which should be attached as an Annex to, or referenced in, the report.




d)	Evolutions/Upgrades Carried Out During the Reporting Period

The purpose of this section is to summarise the main evolutions/upgrades to the operational infrastructure during the reporting period, the associated implementation date and, if relevant, any resultant changes to the services provided. 


e)	Planned Evolutions/Upgrades 

The purpose of this section is to summarise any planned major evolutions/upgrades to the operational infrastructure spanning the next two reporting periods (i.e. looking six months ahead). The planned implementation dates shall also be identified.


f)	User Service Statistics 

The purpose of this section is twofold:

a)	To summarise the main features of the user community that is served by the GISC and its 	area of responsibility;
b)	To summarise the performance of the helpdesk function (provided by the 	GISC).

In particular, statistics on the following aspects shall be provided:

	ITEM
	DESCRIPTION
	EXPECTED VALUE

	1. Number of Registrations
	Number of registered users
	

	2. Type of User
	Categorised according to: "Public", "Commercial", "R&D", "Official Duties", "other WMO Members"....
	

	3. Number of "Dormant" Users
	No. of user accounts not accessed for 12 months or more (TBC)
	

	3. Location (countries) of Users
	Countries
	

	4. Type of data accessed
	Categorised according to: "Observation", "Forecast", "Aviation", "Agriculture", .....
	

	5. Amount of NRT and off-line data requests
	Categorised according to: "No. of requests", "No. of items requested", "No. of push subscriptions", ....
	

	6. Number of User Queries
	Total number of user queries
	

	7. Type of User Queries
	Classified according to: "User Information Request", "System Functionality and Performance", "Request for Additional Features", ....
	

	8. Mean Time to Closure of User Queries
	Measured in "Days" from lodging of query
	3-5 Working Days

	9. User Satisfaction Measures
	This could include:
a) Results of User Satisfaction Survey
b) On-line user feedback statistics
	






3.	INCIDENT REPORTING

For operational anomalies or incidents that have a significant detrimental impact on either the provision of the WIS services (e.g. failure to fulfil the service requirements) or the availability of the operational infrastructure, an Incident Report should be prepared, and made available to the Secretariat. 

This Incident Report should contain:

-	the circumstances of the incident (nature, timeline, impact on services and operational 	infrastructure, recovery measures, impact on other 	centres.....);
-	the root cause analysis;
-	the measures adopted to avoid a repeat of Incident (e.g. change to operational procedures, 	change to system configuration, training, etc).
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1.	PURPOSE

Each DCPC or NC operator shall provide operations monitoring information to the principal GISC, for the purposes of:

a)	Real-time monitoring of the WIS performance of the WIS in the GISC's area of 	responsibility;
b)	Generation of statistics, and associated information, for inclusion in the quarterly report 	produced by the GISC.


2.	PROVISION OF OPERATIONS MONITORING INFORMATION TO GISCS IN REAL-TIME
	
Each DCPC or NC operator shall provide continuous operations monitoring information to the "principal GISC", in real-time, which shall include:


	ITEM
	DESCRIPTION
	EXPECTED VALUE

	1. Centre Availability
	A "roll-up" indicator derived from the status of coupled indicators covering the availability of the Centre Computer Infrastructure, Applications, Network and Services.
	>99.9% (monthly Centre Availability)
> 99.99% (monthly Link Availability)

	2. Network Application Availability 
	(ftp, http, etc)
	> 99.99% (monthly)

	3. Specific Message Transmission Monitoring (approach currently under consolidation)
	a) Rolling count of No. of All Hazard Network Messages in the last 24 Hrs

	



In addition, event-driven information (e.g. outage information) shall be provided.


3.	PROVISION OF INFORMATION TO GISCS FOR QUARTERLY REPORTING 	(SYNCHRONISED WITH THE REPORTING CYCLE)

Each DCPC or NC operator shall provide information to the principal GISC, synchronised with the quarterly reporting cycle that shall include, where applicable:

	ITEM
	DESCRIPTION
	EXPECTED VALUE

	1. Availability of metadata for all products
	% of data links which return an HTTP 200 result code during a data crawl
	

	2. Number of User Registrations
	Number of registered users
	

	3. Type of User
	Categorised according to: "Public", "Commercial", "R&D", "Official Duties", "other WMO Members", etc
	

	4. Number of "Dormant" Users
	No. of user accounts not accessed for 12 months or more (TBC)
	

	5. Location (countries) of Users
	Countries
	

	6. Type of data accessed
	Categorised according to: "Observation", "Forecast", "Aviation", "Agriculture", etc
	

	7. Amount of NRT and off-line data requests
	Categorised according to: "No. of requests", "No. of items requested", "No. of push subscriptions", etc
	

	8. Number of User Queries
	Total number of user queries
	

	9. Type of User Queries
	Classified according to: "User Information Request", "System Functionality and Performance", "Request for Additional Features", etc
	

	10. Mean Time to Closure of User Queries
	Measured in "Days" from lodging of query
	3-5 Working Days

	11. User Satisfaction
	This could include:
a) Results of User Satisfaction Survey
b) On-line User feedback statistics
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In order to ensure that the WIS services are implemented in an efficient manner that meets the WIS requirements, the Quarterly Reports shall be submitted to the Secretariat and will be reviewed by the relevant CBS expert team. Where problems are identified, the Expert Team will engage with the relevant centre(s) to define a mutually agreeable resolution path. 

If no resolution path can be agreed, the Expert Team in consultation with other Expert Teams, will advise ICT-ISS of the situation, together with a recommended course of action. ICT-ISS will then advise the President of CBS on an appropriate response that could include the triggering of a CBS audit process to rectify the shortfalls.
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General Approach

[bookmark: _Ref252375295]The implementation strategy consists of a number of sequential activities that are synchronised with the relevant meeting milestones, as illustrated in the following table and subsequent Gantt chart (for activity synchronisation and further detailing). 

	ACTIVITY
	Involved Parties

	Preliminary Review of Approach: Assess feasibility of the approach documented in the WIS Monitoring Workshop Report and provide further technical information as appropriate
	TT-OM, TT-OC, TT-GISC, TT-CAC, ET-CTS, IPET-MDRD

	Prepare Outline Proposal for a Pilot Project to demonstrate the technical feasibility of the approach and solicit contributions from all WIS centre types (see below for further recommendations concerning the pilot project)
	TT-GISC

	Final Review of Approach: Consider the outputs and recommendation of the Preliminary Review, together with the proposal for a Pilot Project, and decide on the way forward
	ET-WISC, ICT-ISS

	Design Pilot: Agree on the technical approach for the pilot, and the partition of activities amongst the participants (the start of this phase may be synchronised with a meeting of TT-GISC)
	TT-GISC

	Implement Pilot 
	Pilot Participants with support from TT-GISC

	Demonstrate Pilot to Congress and EC
	Pilot Participants with support from TT-GISC

	Prepare Centres for Roll-out Phase by generating familiarisation material and holding familiarisation events
	TBD

	Roll-out of WIS Monitoring and Reporting (Phase I) Implementation at all GISCs
	GISCs with support from TT-GISC

	Roll-out of WIS Monitoring and Reporting (Phase II) Implementation at all WIS Centres
	WIS Centres with support from TT-GISC




Concerning the pilot, it is recommended that:

a) The participation includes all three types of WIS centre (i.e. NC and DCPC and GISC);
b) GISC participation consists of at least 2 GISCs, with a preference for participation from "newer" GISCs;
c) The scope of the pilot includes the feasibility demonstration of both real-time monitoring and quarterly reporting.






1. 
Gantt Chart Representation
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Schematic of Flow of Real-time Monitoring Information




Inside Firewall					Outside Firewall


Collect and Analyse
Principal GISC Creates Displays from Monitoring Information (e.g. Dashboards) 
SUMMARISE
Expose Summary Monitoring Information
FIREWALL













Centre Internal Monitoring 





Some consideration was given as to how to "Expose Summary Monitoring Information" after a Centre had placed it outside its firewall, and the following proposal was made for further consideration. Although this proposal is made from the viewpoint of a GISC, the approach could be readily extrapolated to other contexts (e.g. the construction of an integrated WIS dashboard display covering all WIS centres).



A proposal for comparing GISC statuses using a REST interface

Each GISC will expose a URL from which a JSON document can be downloaded. The JSON document will be updated once a day (to start with). All of the other GISC will download this file (e.g. with wget) regularly, in order to create a consolidated view of the WIS.


For example,  BoM will expose at http://www.bom.gov.au/wis/status




So, issuing the following HTTP request:

GET http://www.bom.gov.au/wis/status

Will return:

{
    “centre”: “gisc-melbourne”,
    “date”  : “2014-01-24T00:00:00Z”,
    “metrics”: {
       “cache_24h”: {
          “number_of_products_in_the_last_24h”: 300000,
          “bytes_recieved_in_the_last_24h”: 99999,
          ...
       },
       ...
    },
    “services” : {
        “oai_pmh” : { “status” : “up” },
        “ftp” : { 
            “status” : “down”, 
            “reason”: “scheduled maintenance”,
            “expected” : “2014-01-24T08:00:00Z”,
            ...

         }
    }
}

There are JSON parsers in all languages.
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Objectives of WIS contributions to monitoring of information exchange by Programmes

WIS provides mechanisms for users to discover information and to transport information to users. WIS support to monitoring by Programmes shall be limited to providing information about access to, and transport of, the information of interest to the Programmes.


Provision of WIS Monitoring Services to Programmes

For datasets (as described by WIS Discovery Metadata records in the WIS Metadata Catalogue with file Identifiers specified by the Programme as requiring monitoring and that reference datasets for routine global exchange), GISCs shall provide the following information for specified monitoring periods:

a) A count of how many users access the specified metadata records;
b) A count of how many users follow the links within the specified metadata records to the data source;
c) For each of the metadata records specified, a count of the number of instances (files, messages, bulletins and equivalent transport containers) of the specified datasets delivered to users classified by subscriptions and ad hoc requests;
d) Statistics on the time that data instances are received by the GISC;
e) Statistics on the time of the first attempt by the GISC to deliver dataset instances to users;
f) The number of dataset instances that are provided to GISCs for exchange;
g) A count of distinct instances, corresponding to each of the requested metadata records that were received by the GISC;
h) The number of user requests for data instances corresponding to the specified metadata records classified into subscriptions and ad hoc requests (each response to a subscription is treated as a separate request for monitoring purposes).


Strategy for future World Weather Watch monitoring

Historically, quantitative World Weather Watch monitoring of observations has been performed within the telecommunications function of the World Weather Watch. 

With changes in the pattern of use of observations, changes in the technologies of users of observations and increases in the variety of observations, this approach is becoming more difficult and costly to maintain. For real-time synoptic observations, many NWP centres already quantify the number of observations they receive as part of their normal operations, offering the possibility of more comprehensive monitoring at lower cost.

Any change to World Weather Watch quantitative monitoring will need to be overlapped with the current procedures to ensure that time trends can be assessed, and the following strategy is proposed. 

For datasets specified in the WIS metadata catalogue as forming part of the World Weather Watch, the following activities will be performed:

a) Record the timeliness of dataset instances;
b) Record the  WIS centre providing the dataset instance to the WIS;
c) Compare the datasets exchanged with those specified for exchange in the WIS catalogue;
d) Compare the observations actually received against those specified to be produced by the RBSN/RBCN within the processes operated by the GDPFS;
e) Count the observations actually received against those specified to be produced by the RBSN/RBCN within the processes operated by the GDPFS.

Note:	the OSCAR (WIGOS observational metadata resource) can provide information on the times at which observations should be made and whether they are in the RBSN/RBCN, and, potentially, centres performing the analyses could cross-correlate with lists provided by OSCAR.
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