WIS MONITORING 

(Population of WIS-Tech Spec-15)

GISC Monitoring and Reporting Requirements


1.	GISC REAL-TIME OPERATIONS MONITORING 
	
In order to ensure the smooth functioning of the WIS, each GISC operator shall continuously monitor in real-time the following information covering the GISC's area of responsibility:

-	Availability of System Infrastructure, Applications (**), 	(Items 1, 3, 5)	Comment by Robert Husband: Need to a) decide on what items form part of the dashboard b) Characterise a dashboard
	Network and Services, including back-up			

-	Network Usage	(**)					(Item 6)

-	Application Flows	(need to include definition of these item- would be good to have GISC to GISC capacity across Core Network)					(item 7)
-	Application Availability (ftp, http, etc)	(**)		(Item 8)
-	Server Performance (CPU, Storage, Network)		(Item 9)
-	Discovery Metadata Exchange	(**)			(Item 11)
-	Data and Products (Timeliness, formats, etc) 		(Item 13)
-	24 Hr Cache	(24 hr input volume and number of items (**)	)					(Item 15)
-	Specific Message Transmission Monitoring 	Number of All Hazards Network messages in last 24hrs (**)	(Item 17, 18)

This real-time monitoring information shall include the information relayed from Centres within the GISC's area of responsibility (X-Ref  to DCPC and NC monitoring requirements to be added).

This monitoring information marked by ** shall be exchanged in real-time with all GISCs in the form of a dashboard display. 

[bookmark: _GoBack]This real-time dashboard display shall comprise a combination of:

-	status information (possibly displayed in traffic-light format);
-	graphical information (e.g. loading, performance, ...);
-	schematic information (e.g. network topology overlaid with status 	information).

Furthermore, such displays shall support a "drill down" capability that provides visibility on the status of lower level elements.






2.	GISC QUARTERLY REPORTING

2.1	Scope

Each GISC operator shall provide a consolidated quarterly report covering the centres in its own area of responsibility for which it is the principal GISC.

2.2	Structure and Content

The structure and content of the quarterly report shall be as described in Annex A.

2.3	Timeliness

The GISC operator shall provide the quarterly report within 6 weeks of the end of the reporting period.


2.	INCIDENT REPORTS

For operational anomalies or incidents that have a significant detrimental impact on either the provision of the  services (e.g. failure to fulfil the service requirements) or the availability of the operational infrastructure, an Incident Report should be prepared, and made available to the Secretariat. 

This Incident Report should contain:

-	the circumstances of the incident (nature, timeline, impact on services 	and operational infrastructure, recovery measures, impact on other 	centres.....);
-	the root cause analysis;
-	the measures adopted to avoid a repeat of Incident (e.g. change to 	operational procedures, change to system configuration, training, etc).


3.	UTILISATION OF THE REPORTS

In order to ensure that the provision of the WIS services are implemented in an efficient manner that meets the WIS requirements, the Quarterly Reports shall be submitted to the Secretariat and will be reviewed by relevant CBS expert team. Where problems are identified the expert team will engage with the relevant centre(s) to mutually agree a resolution path. 

If no resolution path can be agreed, the expert team in consultation with other expert teams, will advise ICT-ISS of the situation, together with a recommended course of action. ICT-ISS will then advise the President of CBS on an appropriate response that could include the triggering of a CBS audit process to rectify the shortfalls.


.
ANNEX A:	Structure and Content of the Quarterly Report

1.	Service Performance 

The purpose of this section is to characterise the service provision performance during the reporting period. The statistics shall, where appropriate, be directly traceable to the provisions of the Manual on WIS service specifications. Where the services are defined (MoW 1.7.1 and 1.7.2) as Realtime/Op Critical; Delayed mode; DAR, All Hazard Warnings, specifications in section 4 of MoW

For each WIS service type, service performance statistics shall be derived from the real-time operations monitoring information. These statistics shall be organized by WIS service type, and shall describe:

-	service availability 							(Item Row 4)
-	timeliness 								(Row 16)
-	% of expected data exchanged					(Row 16)


2.	Operational Infrastructure Performance 

The purpose of this section is to describe the health and performance of the operations infrastructure used for the provision of the WIS services in all centres and networks where applicable. In common with the section on service performance, the statistics for operational infrastructure performance section shall be derived from the real-time operations monitoring information.

In particular, the following aspects shall be described:

i)	Overall availability of Operational Infrastructure		(Table 1 ref - ItemsRows 14, 36)
	(including GISC back-up)					
	-	network availability (inc Applications)		(Table 1 ref - ItemsRow 58, 811)

ii)	Loading of the Operational Infrastructure:
	-	processing;						(Table 2 … ItemRow 25)
	-	networks;						(ItemRows 25,69,912)
	-	storage.						(ItemRow 25)

iii)	Data Management
	-	Discovery metadata exchange					(ItemRows 14,1 125)	Comment by Administrator: Update in excel too discovery metadata	Comment by Administrator: Robert suggests that although we made real time only, there are some elements that could be included in report. In particular offline elements number of md records at each GISC, do all exchanged data have md?
	-	Data and Products (formats, integrity, user		(ItemRow 147)	Comment by Administrator: Need to update excel table too
		request failures)
	-	24 Hour Cache					(ItemRows 158, 169)
	-	special monitoring actions				(ItemRows 1720, 1821)


These statistics shall be directly traceable to any mandatory WIS performance requirements (e.g. availability requirements) as described in MoW (ref).





3.	Operational Anomalies and Incidents 

The purpose of this section is to summarise any operational anomalies or incidents that had a significant [need to determine what significant means – perhaps a definition list of table] detrimental impact on either the provision of the WIS services (e.g. failure to fulfil the service requirements) or the availability of the operational infrastructure.

Where available, reference should be made to the relevant Incident Report, which should be attached as an Annex or referenced in the report.

4.	Evolutions/Upgrades Carried Out During the Reporting Period

The purpose of this section is to summarise the main evolutions/upgrades to the operational infrastructure during the reporting period, the implementation date and, if relevant, any associated changes to the services provided. 


5.	Planned Evolutions/Upgrades 

The purpose of this section is to summarise any planned major evolutions/upgrades to the operational infrastructure during forthcoming reporting periods (Six months). The planned implementation dates shall also be identified.


6.	User Service Statistics 

The purpose of this section is twofold:

a)	To summarise the main features of the user community that is served by 	the GISC and its area of responsibility;
b)	To summarise the performance of the helpdesk function (provided by the 	GISC).

In particular, statistics on the following aspects shall be provided:

-	number of registrations and type of user			(Rows 22, 23)	Comment by Administrator: Dormant accounts is an interesting statistic, but do we want it public or a centre issue only?
-	locations (countries) of users				(Row 24)
-	type of data accessed					(Row 25)
-	amount of NRT and offline data requests			(Row 26)
-	number, type of user queries and mean time to closure	(Rows 27, 28)


