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Final Report
Opening (Agenda item 1)
1. A meeting of the CBS expert team on telecommunications infrastructure (ET-CTS) was hosted in Buenos Aires , Argentina by Servicio Meteorologica Nacional (SMM) at the SMN Head Offices from 11-15th February 2019. The meeting was opened by Dr. Celeste Saulo, Director of SMN and Vice President of the WMO. She welcomed participants to Buenos Aires and wished all a successful meeting. The meeting was chaired by Mr Rémy Giraud (France), chair of ET-CTS. Mr Giraud thanked the director for his opening remarks and for SMN´s hosting of the meeting. The WMO was represented by Bryan Hodge who also commented that work this team will undertake over the week to inform the WIS 2 process is highly valuable and timely .
2. The meeting reviewed the work plan (Workplan) and agenda (Agenda) and these are reproduced as Annex 1 and Annex 2  respectively. A document allocation plan is in Annex 3 
3. The chair, led a tour de table to allow participants to introduce themselves. He further noted that Mr Phil Chamberlain (UK ), Mr Tobias Spears (Canada ) and Mr Jose Mauro Rezende would be participating by remotely by the Bluejeans video conferencing system. A list of participants is provided below in Annexe 4 .
WIS plan and roadmap and report on outcomes of Cg, EC and other ETs
ET-CTS reviewed the presentations from the WMO Secretariat on the Executive Council 70 report and its relevant decisions to ET CTS (Doc 13 and Doc 14).  It noted and discussed in detail the implications of the decisions , the connections to some of the work in train , events planned and what was required for presentation at the upcoming Congress .
· 70th Executive Council of the WMO met in 20th June 2018
· 71st Session to be held in conjunction the 18th World Meteorological Congress June 2019
· The full session adopted 39 resolutions ,66 decisions and 28 recommendations
· 4 Resolutions and 3 Decisions are relevant to ET-CTS
· Resolution 20 - Publication of the SATCOM Handbook
· Resolution 21 - Amendment to the Manual on the Global Telecommunication System
· Resolution 22 - Amendment to the Manual on the WMO Information System 
· Resolution 23 - WMO Information System 2.0
· Decision 17 - Review plan for the Manual on the WMO Information and
   the Guide to the WMO Information System
· Decision 18 - WMO Information System 2.0 implementation approach 
· Decision 19 - Mechanisms for provision of shared services
Update on constituent body reform 
4. Mr Bryan Hodge presented on the drivers , historical context and next steps on the constituent body reform that the WMO was undertaking . (Doc 12) . The presentation specifically listed the EC decisions and timelines of the proposed reforms articulating when the linked changes would take place and how they were linked into the upcoming EC and the process of migration to the new structures. The group noted that it was unlikely that significant change would occur to the ET CTS group if at all before April 2020 , but the nature of that change was uncertain until the new and (fewer commissions) management structure was determined. It was a logical fit that the function of the ET CTS would fall under the proposed Infrastructure commission but it remains to be seen if it will follow its current form. The group resolved to continue its work regardless of the outcomes , but did note that the EC and Congress process may be preoccupied with reform topics  for 2019 and took this into account when considering any ET CTS updates (Security or VPN or WIS ) .
WIS 2 Strategy and impact on Technical aspects with ET-CTS area of area of responsibility and open discussions on the next steps – Proposal of a working plan 
5. Mr Bryan Hodge and Mr Rémy Giraud gave presentations based on the WIS 2 strategy and possible implementation referencing Doc 21 “WMO Information system 2.0 implementation approach”, in particular the most relevant principles to ET CTS 6,7,8,9   10, 11 were all dissected, and an open discussion followed about impressions , questions and possibilities for the groups input. The following elements of the WIS were noted for further examination as the meeting progressed 
· Do we care about singular or multiple technology types , should we be agnostic
· Should we just use the internet for everything in a WIS 2 perfect future
· Concerns about Service Level Agreements (SLA’s ) and security in a WIS 2 future
· Emerging transfer protocols
· URI/URL based locators
· What were the reasons some countries did not fully engage with WIS1?
· Who are the WIS users and who will they be in the future ?
· Solutions will require multiple technologies and platforms
· Data sets getting bigger 
· Concerns about the high risk nature of preceding with and strongly defined WIS 2 scope
· ET- CTS should assume that assume WIS 2 strategy will be endorsed by EC
· What protocols could be used for WIS2 is the aim to write the implementation details
· Reflections made about specifications or definitions, we don’t want vagueness. All members need to come on board with a basic or well understood is a requirement but not necessarily old fashioned one 
· Discussion about perhaps Content Distribution Networks (CDN) , talk about delivering use a CDN and how close it is to the customer
· Should we consider a new transport application 
· What is the scope of this group ….what level do we go to in the protocol definition
· Not define maximum message size? 
· Where should the metadata definitions sit with a pub sub model
· Full WIS 1 cache size is currently less than 10GByte per day
· Discussion about security being absent from document , should principle be based on security
· Debate about which principles to focus on for ET CTS 6,7,8,9 or  10, 11 
· Should every member of the WMO be able if they wished to effectively hold the Cache and perform a GISC like function , democratising the WIS2
· Should every member of the WMO be able to immediately and without intervention from an upstream partner access all the information ion the GTS and WIS (2)
A1 Bryan Hodge to investigate and circulate to group if there was any information about the demographic of current WIS 1 users. 
D1 The group decided that WIS Principles 6,7,8,9  were the most relevant and remain the focus of the workshop and ongoing WIS 2 thinking for ET CTS 

Open discussions on the next steps – Proposal of a working plan by Chair
6. Based on the outcome of the WIS 2 strategy discussions the chair proposed a updated Workplan and a focus on the following outcomes :
· Pub Sub protocols
· File tree definitions and Schemas to enable the pilot test work that was being performed 
· Analysis of the Terms of Reference (TOR) that would be needed to support a focused Pub Sub pilot 
Review of the current status of implantation of TCP/IP at WIS Centres 
7. The presentation of centres status reports were distributed across the period of the meeting. Summary reports are included below.
China
8. The meeting noted the status report for China (Doc 2) presented by Mr Hongliang Lang. He outlined that CMA are undergoing a network wide communications upgrade project , increasing the bandwidth at all sites . Aligned with these upgrades was a project to build a national Radar mosaic from the 125 Radar in the network. CMS have implemented their DR strategy with a backup centre at Xian 1200Km from Beijing , and a Beijing backup 2km away from the main CMA Headquarters . CMA have also upgraded the CMA cast system and CMA cloud in support of this extra capacity.  
ECMWF
9. The meeting noted the status report for ECMWF (Doc 5 and ) presented by Mr Oliver Gorwits. It noted that ECMWF had continued to upgrade its TCP/IP environment in line with the requirements of operational services with an estimated bandwidth growth of approximately 2-3 times by 2025 . He noted that the ECMWF’s data centre was moving to Bologna Italy and was consuming the ECMWF staff and financial resources for the next year. Most of the data generated transacted by ECMWF was via the internet and now required a 40Gbps links running at average of 15Gbps . Work was also proceeding on an European Weather cloud project that was in an early pilot stage .
Germany
10. Ms Ilona Glaser presented a status report for Germany (Doc 7). Offenbach now connects to all GISCs on direct connections . Offenbach now has an 18Gbps connection to the internet that is in high usage for data transfers for partners. It has an upgraded 50 Mbps link to the RMDCN and this is sufficient for the current data exchange. They also have backup links for Tokyo and Moscow and these are exercised quarterly. Both the RMDCN backup link and the backup Internet connection are at their backup data center in Berlin . They are planning GISC workshops over the next year to improve the GISC subscriptions..
Japan
11. Mr Yoritsugi Yuge presented a status report for Japan (Doc 3). The meeting noted that GISC Tokyo has established 3 new internet VPN links to regional partners Dakah, Ulaanbaatar and Nay Pyi Tawand a private IP VPN to Hanoi . MPLS access link was upgraded to 6mbps in December 2018 . The final migration of WMO sockets was occurring in the 2019-20 period between New Delhi, Bangkok, Hong Kong and Manila and Tokyo onto FTP . A dedicated link to Jeddah will also be achieved in 2019 . The meeting noted that Tokyo also articulated all the current link types , connection destination and traffic usage in Doc 3 . The WIS monitoring portal running out of Tokyo was presented and is a valuable tool for the visibility of the WIS. JMA were also engaged in significant DR and backup projects in support of GISC reliability . The traffic pattern analysis presented was consistent with other presentations that the data volumes in the GTS/WIS appear to double every 3-5 years.
[bookmark: _GoBack]Republic of Korea
12. The meeting noted the status report for the Republic of Korea (Doc 1) presented by Mr Sungsoo DO and that the RMDCN was now connected at 6mbps and still had many direct connections to GISC’s. They perform a shared backup GISC function with New Delhi and a also the share in the GISC watch function . In 2018 they hosted GISC training for 7 countries and 11 participants. Korea is also the portal for GEOSS meta data harvesting . 
United Kingdom
13. The meeting noted the status report for the UK (Doc 6) presented by Mr Phil Chamberlain. Phil explained the UK still considers private links the preference to internet usage for data transfer . UK are moving to a cloud first position for all applicable architecture and Software as a Service (SAAS) and predict that in a few years it will replace most on premise services. Only one WMO socket to Oslo still remains but should be converted to FTP shortly . the UK’s traffic profiles have doubled over the last 5 years consistent with the WMO community, requiring the internet speed to be upgraded to 2mbps , the RMDCN to 100mbps and the cloud links (AWS) to be 10Gbps . Future plans are to peer with other cloud providers and multi peer the internet connections .
Introduction on pub/sub technologies 
14. Peter Silva presented a comprehensive presentation on the work that environment Canada had done on Publish Subscribe technology based two presentations at Doc 10 and Doc 11. He articulated the following key points on specifically the MQTT protocol but also referenced other Pub Sub variants.

14..1. MQTT Pub/Sub Mesh Demonstration
· This protocol has roots in industrial and financial applications .
· They are highly efficient for embedded use and lightweight. 
· Now an ISO standard . 
· Good interoperability between implementations.
· Generally requires web servers with a data index tree that requires. understanding/agreement between peers. 
· Can be fully meshed. 
· Schemas need to be established for use cases and URLs.
· Security approach and methods need to be decided an applicable for the use case. 
· Possible mesh architecture for WIS 2 mesh based on Environment Canadas experience. that peers with only 2-3 adjacent hosts on each node. 
Pub/Sub File Trees for WIS 2.0
· WIS 2 should support and move larger data types. 
· Security should be accommodated.
· File transport solution is well known and solved but new methods may be accommodated although SFTP was a preference. 
· Trees should be easy to inspect. 
· Keep it simple and allow each member to run a sovereign service that is interoperable.
· File trees should be organised by efficiency.
· Of the available protocols MQTT is looking the most promising now , noting the AMPQ at Ver 0.9 has in wide usage. It also noted tha AMQP 1.0 (a very different protocol compare to AMQP 0.9 despite the name) has been chosen by the aviation sector for their requirements.
· Implementation should focus in limited server side code. 
· Use of Pub /Sub could in a mesh modes could more evenly distribute bandwidth across the network , although in some cases could increase it as the member would have more autonomy about what they could easily request globally . 

Brainstorming sessions – Use of a pilot to obtain a reference design and implementation
The team conducted a brainstorming session where it was debated what needed to be understood in any new WIS design to define a target architecture , adhering to design principles 6,7,8,9 .
· [bookmark: _Review_of_the]For members with limited technical and financial resources what provides a WIS 2 pathway that improves on WIS 1 ?
· Should web based portals to Pub/Sub client be accommodates to reach out to even the most technological constrained members 
· Should ingest client support email or ftp?
· Should have open source base.
· How should these brokers mesh together to provide a resilient infrastructure and stay standards based ( bonding brokers is as yet not based on ISO standard ) so a method needs to be established .
· Tress and schemas need to be established for any test or pilot and should logically reflect WIS practises .
· Should any broker structure be hierarchical, this is a question in mesh design and how a resilient mesh not need to be fully meshed if key nodes are connectivity piers (Doc 10, Doc 11).
· Do we care how many GISCs have a cache , could all or any pub sub nodes have a full cache if they had the bandwidth , this represents a sustained 1 M bits per second or 10G bytes per day . This could be the choice of the node deepening how far up any tree structure they subscribed .
· Timeliness needed to be considered .
· The group reflected that with a hybrid /full mesh and the way the data flows would change its may actually “flatten” out the traffic profiles and enable a better worldwide distribution of products. 
· Discussion about prescriptive coding or rigid implementation guides and an examination of GTS and WIS 1 practices. A proposal was debated about the merits of reference implementations based on standards that each pilot member could interpret was a more effective approach to development than a coding edict or a highly prescriptive approach . This could lead to a much better , sovereign interpretation of the intention . The practical reality of this is that one partner may choose to utilise a SAAS broker , one may do a complete open source Linux based implementation on a rack server , another may run on a Raspberry pi . 
· An interactive or agile approach is more suited to the pilot especially if we are evaluating implementations based on a reference implementation 
A2 A standard tree structure and schema was required in any test or trail and would form part of further work in the workshop sessions 
A3 The Terms of reference needed clearer definition of any Pub Sub pilot and should be included in the later workshop sessions 
D2 The Pub Sub pilot should define a reference implementation but allow members to interpret and implement their own interpretation , and level of subscription . 

Review of the publications under the responsibility of ET-CTS: Guide to Information Technology Security
15. Ms Ilona Glasser presented a review the WMO Guide on IT Security (WMO No. 1115). In light of recent developments in the ever changing landscape of IT security and telecommunications . The group discussed if the required changes constituted an minor update or a new version. The view was that enough changes warranted a new version, but since there are not enough resources to wotk on the new version, the decision was to further update the existing WMO 1115 Members were also hesitant to fast track the release of this guide as the Pub Sub methods that are under evaluation may become clearer in the next few month and enable further valuable addition to the guide. It was also resolved that the guide should include the topics of cloud security , the IT Security maturity model and several members offered information based on their own experiences. The ET-CTC reviewed line by line the proposed updates and changes with the relevant extracts being in Annexe 5 agreed with all participants. Ms Glaser will coordinate these efforts , based on the actions below 
D3 The meeting agreed to further work on the existing document, and discuss the changes during a Videoconference in the early summer. 
A4 Neil Slater (EUMETSAT) to communicate the work that EUMETSAT have been performing on the IT security models to the group. 
A5 Phil Chamberlin (UKMO ) to communicate his investigations on maturity models to the group.
A6 Ilona Glaser (DWD ) to coordinate inputs and agreed amendments to both WMO No. 1115 and (WMO No. 1116) and circulate updated text to group for final endorsement and inclusion in 2020 EC processes.

Review of the publications under the responsibility of ET-CTS: Guide to Virtual Private Networks (VPN) via the Internet between GTS centres
16. Ms Glaser also presented the suggested updates and amendments to WMO Guide to Virtual Private Networks (VPN) via the Internet between GTS centres (WMO No. 1116) that were reviewed and endorsed by the group with the relevant extracts are articulated in Annexe 6. 
Action as per item above 
Future of the RMDCN : ECMWF TAC Subgroup, WIS Core Network
17. Mr Oliver Gorwits presented gave a presentation TAC Subgroup meeting that had occurred on early February at the ECMWF on the RMDCN future (Doc 4). The RMDCN currently has 55 connections .
· GTT acquired Interoute in 2018 (the incumbent contract).
· The contract is at year 6 of 9 years and due for a technical and commercial refresh.(TCR2) that looks at pricing an or bandwidth upgrade options.
· The contract will finish in Jun 2022 but procurement timelines and ECMWF workload. mean that a decision to extend or return to market post 2022 must be considered now . 
· The service performance has been general a very high standard. 
· Some tier 3 sites (geographically distant) are very expensive and they are looking for a better deal under the TCR.
· Three options are being considered : Re-procure the RMDCN, extend the current contract (another TCR term), end the RMDCN service.
Outcome of the TACSubgroup will be presented at the next TACmeeting in October and then at ECMWF Council in December.
Review of YOPP guide on how to publish in WIS
18. Mr Bryan Hodge gave a presentation on the YOPP guide on how to publish in WIS . This was an action on the ET CTS to review an pass on any recommendations or comments to the ET-WISC for consideration . ET-CTS notes that WIS mandates the use of ISO191115 metadata. The YOPP guide implies that two methods are equally valid;, which is not correct. 
A7 Bryan Hodge to inform ET-WISC that ET-CTS had reviewed the YOPP guide with no additional comments or input 
Future technologies workshop (March 2019)
19. Mr Bryan Hodge gave a presentation on the work that had been done organizing the WMO Future Technology Workshop in 19th-20th March 2019 in Geneva at WMO (Link 2). The meeting noted the rationale to better inform the WIS 2 planning and thinking about technology direction looking out 5-10 years , and how the information will inform the upcoming EC through the proposed Workshop report . The ETCTS members requested that the remote access be made available if they wished to join selected sessions .
A8 Bryan Hodge to inform ET- CTS of bluejeans login details 
SATCOM handbook
20. Mr Rémy Giraud presented the updated SATCOM manual (Link 2) to the meeting and highlighting the excellent work done on the manual by the SATCOM  Chair Mike Prior-Jones in the recent update presented at the 2018 Teco side meeting in Amsterdam . He highlighted the focus on the manual was for data collection solutions and how they apply to specific used cases that WMO members have . 
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		Monday 11 February 2019

	
	
	
	

	Time
	Agenda Items 
	Session/title

	9:00
	11:00
	
	Pre meeting with host (P.Loyber) WMO (B.Hodge) Chair and co-Chair (R.Giraud, I.Glaser)

	10:45
	11:00
	
	All other participants - Registration 

	11:00
	11:30
	Coffee Break

	11:30
	11:45
	1
	Welcome, Opening and Working Arrangements

	11:45
	12:30
	Doc 02a
Doc 02b
	WIS plan and roadmap and report on outcomes of Cg, EC and other ETs
CBS 2018 Consultation 

	12:30
	13:30
	LUNCH

	13:30
	14:00
	Doc 03
	Update on constituent body reform 

	14:00
	15:00
	Doc 02b
	WIS 2 Strategy and impact on Technical aspects with ET-CTS area of responsibility

	15:00
	15:30
	Coffee Break

	15:30
	16:00
	
	Open discussions on the next steps – Proposal of a working plan by Chair

	16:00
	17:00
	2
	Review of the current status of implantation of TCP/IP at WIS Centres (3 presentations)

	17:00
	
	
	End of day 1

	
	
	
	




	
	Tuesday 12 February 2019

	Time
	Agenda Items
	Session/title

	9:15
	9:30
	
	Open discussions on the next steps – Proposal of a working plan by Chair

	09:30
	10:30
	3
	Introduction on pub/sub technologies (P.Silva)

	10:30
	11:00
	Coffee Break

	11:00
	11:30
	-
	Q&A session

	11:30
	12:30
	2.1
2.2
2.3
	Review of the current status of implantation of TCP/IP at WIS Centres (3 presentations)

	12:30
	13:30
	LUNCH

	13:30
	15:00
	3
	Brainstorming session – Use of a pilot to obtain a reference design and implementation

	15:00
	15:30
	Coffee Break

	15:30
	17:00
	3
	Brainstorming session continue

	17:00
	
	
	End of day 2

	
	
	
	



	
	
	

		








Wednesday 13 February 2019

	Time
	Agenda Items
	Session/title

	9:00
	10:45
	3
	Review of the publications under the responsibility of ET-CTS: Guide to Information Technology Security 

	10:45
	11:15
	Coffee Break

	11:15
	11:30
	3
	Review of the publications under the responsibility of ET-CTS: Guide to Virtual Private Networks (VPN) via the Internet between GTS centres

	11:30
	12:10
	3
	Future of the RMDCN : ECMWF TAC Subgroup, WIS Core Network

	12:10
	12:30
	3
	Review of YOPP guide on how to publish in WIS

	12:30
	13:30
	LUNCH

	13:30
	15:00
	3
	Brainstorming session 2 : Format of the pub/sub message and structure of the tree of data

	15:00
	15:30
	Coffee Break

	15:30
	17:00
	5
	Brainstorming session 2 continue 

	17:00
	
	
	End of day 3

	
	
	
	



	
	
	




	
	
Thursday 14 February 2019

	
	
	
	

	Time
	Agenda Items 
	Session/title

	9:00
	10:30
	3
	Work in teams:
· Term of Reference of the pilot test
· Pub/sub message format
· Data “tree” structure

	10:30
	11:00
	Coffee break

	11:00
	12:15
	3
	Outcome of working groups 
Presentations and discussions

	12:15
	12:30
	5
	Future technologies workshop (March 2019)

	12:30
	13:15
	
	Visit of SMN facilities

	13:15
	14:30
	LUNCH

	14:30
	14:45
	5
	SATCOM handbook

	14:45
	16:00
	2.3
2.5
2.6
2.7
	Review of the current status of implantation of TCP/IP at WIS Centres (4 presentations)

	16:00
	16:30
	Coffee break

	16:30
	16:45
	
	Work plan

	16:45
	17:00
	
	Any other business

	17:00
	
	
	Closure of the Meeting
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1.	Organization of the meeting
1.1.	Opening of the meeting
1.2.	Adoption of the agenda
1.3.	Working arrangements
2.	Review of the current status of implementation of tcp/ip procedures and applications at WIS centres 
Note: To avoid having all the presentation at the same moment, the presentations will be spread over the 5 days (Please limit your presentation to 15’ maximum).
 3.	Review of the actions
3.1.	Outcome of EC70 and status of CBS Consultation 2018
3.2.	Design principles for the WIS data communication structure
3.2.1.	End of the “Cache in and through the Cloud” action
3.2.1.1.	Decision from CBS
3.2.1.2.	Proposal from a member (JMA) to work on a similar solution
3.2.2.	WIS Core network 
3.2.2.1.	Connection of the GISC to the WIS Core Network
3.2.2.2.	Future of the RMDCN – ECMWF TAC subgroup
3.3.	WIS2 
3.3.1.	WIS2 Strategy and Implementation plan
3.3.2.	Technical challenges
[bookmark: _3.3.2.1._Pub/Sub_technology]3.3.2.1.	Pub/Sub technology
3.3.2.1.1.	Protocols AMQP, MQTT, others…
3.3.2.1.2.	AMQP Pilot project
3.3.2.1.3.	Exchanges on queues structuration
3.3.2.2.	Transition from TTAAii to Pub/Sub and future decommissioning of the GTS
3.3.3.	Contribution of ET-CTS to the technology workshop in March 2019
3.4.	Report on other activities
3.4.1.	The SATCOM initiative – Progress report
3.4.2.	Participation in GEO related activities
3.4.3.	Review of the guide on IT security (Publication WMO 1115) and guide on VPN via the Internet (Publication WMO 1116)
3.4.4.	Review of YOPP guide on how to publish on the WIS
3.5.	Update on WIS emergency security response strategy
4.	Update on the constituent body reform	 
5.	Any other business
6.	Review of meeting decisions, action items and work plan, including next meetings
[bookmark: _Annex_3_–]

[bookmark: _Annex_3_–_1]Annex 3 – Document Allocation Plan
	Agenda Item 
	Topic 
	Documents (Participant submissions) 

	1. 
	Organization of the meeting 
	Discussion

	 2
	Review of the current status of implementation of tcp/ip procedures and applications at WIS centres
	

	2.1 
	Korea 
	 Doc 1

	2.2 
	China 
	 Doc 2

	2.3 
	Japan 
	 Doc 3

	2.4
	ECMWF (RMDCN)
	 Doc 4

	2.5
	ECMWF 
	 Doc 5

	2.6
	UK
	 Doc 6

	2.7
	Germany 
	 Doc 7

	3. 
	Review of the actions
	

	3.1
	Design principles for the WIS data communication structure
	Discussion

	3.2
	End of the “Cache in and through the Cloud” action
	Discussion

	3.3    
	Decision from CBS
	Doc 8

	3.4  
	Proposal from a member (JMA) to work on a similar solution
	Doc 20

	3.5
	WIS Core network 
	Discussion

	3.6
	Connection of the GISC to the WIS Core Network
	Discussion

	3.7   
	Future of the RMDCN – ECMWF TAC subgroup
	Doc 9

	3.8
	WIS2 
	Discussion

	3.8.1
	WIS2 Strategy and Implementation plan
	Doc 21 

	3.8.2
	Technical challenges
	Discussion

	3.9 
	Pub/Sub technology
	Doc 10
Doc 11

	3.9.1     
	Protocols AMQP, MQTT, others…
	Annex 8

	3.9.2     
	AMQP Pilot project
	Discussion

	3.9.3     
	Exchanges on queues structuration
	Discussion

	3.10   
	Transition from TTAAii to Pub/Sub and future decommissioning of the GTS
	Annex 6 
Annex7
Annex 8

	3.11
	The SATCOM initiative – Progress report
	Link 2 

	3.12
	Participation in GEO related activities
	Discussion

	3.13
	Review of the guide on IT security (Publication WMO 1115) and guide on VPN via the Internet (Publication WMO 1116)
	Doc 15
Doc 16
Doc 17
Doc 18

	3.14
	Review of YOPP guide on how to publish on the WIS
	Doc 19

	3.15
	Update on WIS emergency security response strategy
	Discussion

	3.16
	Contribution of ET-CTS to the technology workshop in March 2019
	Link 1

	4
		Update on the constituent body reform



	Doc 12

	5
	Outcome of EC70 and status of CBS Consultation 2018
	Doc 13
Doc 14

	6
	Any other business
	

	7
	Review of meeting decisions, action items and work plan, including next meetings
	Discussion






[bookmark: _Annex_4_–]Annex 4 – Participants
	Name (Role)
	Member 
	Status 

	GIRAUD, Rémy (Chairperson) 
	France 
	Attending 

	GLASER, Ilona (Co-Chairperson) 
	Germany 
	Attending 

	LOYBER, Pablo (Host&Core member) 
	Argentina 
	Attending 

	AYINA AKILOTAN, Cumbi Hugues (Core member) 
	ASECNA 
	Attending 

	GORWITS, Oliver (Core member) 
	ECMWF 
	Attending 

	SLATER, Neil (Associate member) 
	EUMETSAT 
	Attending 

	FAVENNEC, Erwan (TT-eWIS) 
	France 
	Attending 

	OSUSKY, Jan (Associate member) 
	HMEI 
	Attending 

	YUGE, Yoritsugi (Core member) 
	Japan 
	Attending 

	ODHIAMBO, Elias Otieno (Core member) 
	Kenya 
	Attending 

	DO, Sungsoo (Core member) 
	Republic of Korea 
	Attending 

	HODGE, Bryan (Secretariat) 
	WMO 
	Attending 

	SILVA, Peter (Core member) 
	Canada 
	Attending 

	SPEARS, Tobias (Associate member) 
	Canada 
	Attending (remote) 

	CHAMBERLAIN, Phil (Associate member) 
	UK 
	Attending (remote) 

	REZENDE, Jose Mauro (Associate member) 
	Brazil 
	Attending (remote)



 

[bookmark: _Annex_5_Proposed]Annex 5 Proposed amendments: Guide to Information Technology Security
 Sections containing relevant changes :
1. [bookmark: _Toc441622][bookmark: _Definitions_of_IT]Definitions of IT Security
Accountability
Accountability is achieved through logging of system access and authorization wherever possible.
3.2.1.2 Malicious codes: viruses, ransomware, cryptocurrency-mining malware, worms and Trojans
A cryptocurrency-mining malware is a computer program that uses the computer CPU resources to mine crypto currencies. It is built to stay hidden, to last as long as possible
[bookmark: _Toc441629]3.2.1 System and service impacts
(a) Data modified: The events cause the data to be modified. Typically, data sent to institutional or commercial customers are modified, which can degrade the NWHS reputation and its ability to render the required service.
[bookmark: _Ref322077774][bookmark: _Toc354998714][bookmark: _Toc441645]5.2.1 Network architecture
Alternatively, crypto-gateways can be established at sensitive network interconnections that decrypt the incoming and/or outgoing datastreams like ssl/tls web traffic to check for viruses and other malicious contents.^
[bookmark: _Toc354998717][bookmark: _Toc441647]5.2.3 Wireless Local Area Networks
Securing Wireless LANs (WLANs) is critical in regards to availability, integrity and confidentiality:
· Availability: WLANs are highly sensitive to electromagnetic disturbances. A jammer could cause one or more WLAN cells to break down, so that legal WLAN devices cannot connect to the network anymore.
· Integrity and confidentiality: Cryptographic measures have to be taken to guarantee data integrity and data confidentiality, if required. In particular, authentication data such as user names, passwords and token codes have to be encrypted to avert scanning and spoofing. One such method could be using IEEE 802.1x.
[bookmark: _Toc354998718][bookmark: _Toc441648]5.2.4 Firewall systems
Some commonly attacked application, such as Web, video and DNS servers, can be protected by dedicated devices, like Web Application Firewalls.



[bookmark: _Toc354998719][bookmark: _Toc441649]5.2.5 Remote access
· Remote access to network resources is one of the most critical applications with regards to network security. Remote-access systems are now based on can be: Secured Internet access (IPSec- or SSL-based VPN gateways)
· Plain Old Telephone Systems, Public Switched Telephone Networks or Integrated Service Data Networks dial-in servers
· Secured Internet access (IPSec- or SSL-based VPN gateways)
· Logging and accounting: For surveillance and troubleshooting reasons, an appropriate logging and accounting mechanism has to be in place. In case of malicious activity or other illegal activity, log files are necessary to trace back system failures or intruders. Furthermore, accounting may be required for billing. Logging can use video recording for some protocols (i.e.: ssh, rdp).
[bookmark: _Annex_6_Proposed_1]Annex 6 Proposed amendments: Guide to Virtual Private Networks (VPN) via the Internet between GTS centres
Sections containing relevant changes :
[bookmark: _Toc534290026]2.1 Definition

Another means of expressing this definition of “private” is through its antonym, “public.” A “public” facility is one which is openly accessible, and is managed within the terms and constraints of a common public resource, often via a public administrative entity. By contrast, a “private” facility is one where access is restricted to a defined set of entities, and third parties cannot gain access. Typically, the private resource is managed by the entities that have exclusive right of access. Examples of this type of private network can be found in any organizational network which is not connected to the Internet, or to any other external organizational network, for that matter.
With this definition the current GTS and the WIS core network are is a private networks.
[bookmark: _Toc534290027]2.2 Types of virtual private networks

[image: layer]
A simplified version of the Transmission Control Protocol (TCP)/IP layer model is shown in Figure 1. 
The technical implementation of the VPN is related to this model:
(a) On the link layer, one can find:
(i) Asynchronous Transfer Mode (ATM) and Frame Relay connection;
(ii) Multiprotocol Label Switching;
(iii) Virtual Private LAN Service;
(iv) Link-Layer Encryption (Layer 2 Tunnelling Protocol (L2TP) or Point-to-Point Tunnelling Protocol (PPTP));

(b) On the network layer:
(i) IPSec;
(c) On the transport and application layer:
(i) Transport Layer Security (TLS) is a proposed standard by the Internet Engineering Task Force (IETF);
(ii) Secure Shell (SSH).

[bookmark: _Toc534290033]2.2.2.1 Secure Socket Layer and Transport Layer Security
Netscape created the protocol SSL. Transport Layer Security is a cryptographic protocol. In the TCP/IP layering model it is on top of the TCP layer. Therefore, it could be used for adding security (strong authentication and encryption) for all TCP-based application (telnet, File Transfer Protocol (FTP), etc.). SSL is no longer recommended for use, all SSL versions are deprecated by now. The noe recommended protocol is TLS. Companies use this technology to provide secure remote access to their internal infrastructure by using SSL/TLS VPNs with additional strong authentication, often using either one-time password generators or X.509 certificates. The advantage is that no VPN client software has to be installed on the client computers in advance. Instead, the VPN client software is downloaded as ActiveX controls or Java applets just before the VPN connection is established.

In addition to commercial SSL TLS VPN solutions, there are also powerful public domain VPN solutions such as OpenVPN (Open Source VPM) and stunnel, which can be used free of charge.

Other implementations exist for these protocols, but the success story of SSL TLS is Hypertext Transfer Protocol Secure (HTTPS). It is used in e-commerce applications to allow secure information exchanges between client and servers. Transport layer security is the IETF proposed standard and the successor of SSL and is also an IETF standard. TLS is a proposed Internet Engineering Task Force (IETF) standard, first defined in 1999 and updated in RFC 5246 (August 2008) and RFC 6176 (March 2011) (https://en.wikipedia.org/wiki/Transport_Layer_Security).

The use of TLS 1.2 and later versions is recommended, as older versions are deprecated. 
[bookmark: _Toc534290034]2.2.2.2 Secure Shell
Secure Shell is becoming very popular the strongly recommended tool for secure remote management and also for secure remote data transfer.
[bookmark: _Toc534290035]2.2.3 So, why Internet Protocol Security?

In the Manual on the GTS, (WMO No 386) presents two solutions to exchange traffic between Message Switching Systems (MSS) using the IP protocol. One is based on FTP and the other on sockets.
This Manual does not cover the WAN infrastructure. The current GTS is a mix of leased lines, peer-to-peer Frame Relay links, global Frame Relay services and MPLS networks (such as RMDCN in WMO Region VI). For economic reasons, and with regards to the overall high quality of the Internet service, it might be a good opportunity to study the potential use of the Internet to complement the GTS.
However, if reliable (but no real Service Level Agreement (SLA)), the Internet is, by nature, an insecure network. Various documents within WMO show how National Meteorological Centres (NMCs) should connect to the Internet (firewalls, etc.).
In order to allow a smooth introduction of the Internet to complement the GTS, the following rules should apply:
· Permit the use of the current protocols (FTP and socket) on the Internet
· Avoid any impact on MSS
· Guarantee an acceptable level of trust for members

The first two points mean that the proposed solution should be transparent to the application and the hosts. Among the protocols described above, IPSec is the only one that is completely application independent.
To offer a minimum level of trust, authentication (who wants to talk to me with whom) and encryption (no one except me the 2 authenticated partners/sites can understand the data) are both needed. Internet Protocol Security offers these two services.
[bookmark: _Toc534290047]4.2.1 Physical layers
The current GTS is a mix of various technical solutions:
· Leased line
· Frame Relay lines: The leased line is replaced by a connection to a Frame Relay network, but only two peers share the same Frame Relay network
· An MPLS network such as the RMDCN （as WIS core network ) is such a network
· Connections using the Internet
 —  Satellite communication channels

[bookmark: _Toc534290056]4.10 OpenVPN solutions
To provide a connectivity environment to allow all 13 National Meteorological Centres in Region III to be connected to each other using a VPN over the Internet, a VPN solution based on freely available software (OpenVPN) and the operating system Linux was set up.
Although the described VPN is not in operational use at the moment, the description below remains in this document for reference.
[bookmark: _Annex_6_Proposed]Annex 7 Proposed Terms of Reference for Pub/Sub Pilot

· POC that the tree structure is feasible
· POC that the packet or message , can be encoded.
· Compare the messaging protocols for feasibility , AMQP, MQTT ect 
·  Evaluate security aspects and methods and implications (data in flight and attribution) (rephrase )
· Initial feasibility be limited to a small feasibility group for the initial 6-12 month period then expanded after .
· During the expansion phase ensure participants reflect diverse operating conditions 
· Pilot to propose roadmap and deliverables 

Rémy Giraud will amend the “project charter” of the “AMQP pilot project” to include such requirements.
[bookmark: _Annex_7_Proposed]

[bookmark: _Annex_8_Proposed]Annex 8 Proposed Tree structure for Pub/Sub Pilot

	WIS/DATE/Country Code/Organization name/Data Type/


	Field 
	Format 
	Standard 

	DATE
	YYYMMDD 
	ISO8601

	Country Code
	two letters (responsibility of PR to authorise )
	ISO3166-2

	Organisation Name 
	Less than 10 letters covering CCCC

	

	Data Type 
	Less than 10 letters in English
Easy to understand for human readable
	



Notes 
· The current TT in GTS contains priority but ‘data type’ doesn’t
· Priority of urgent message such as warning message be dealt in another level such as message indicator
· String formats comply to UTF8/ASCII no space 	
[bookmark: _Annex_8_]Annex 8 Proposed File Schema structure for Pub/Sub Pilot
Example Schema
{
 "definitions": {},
 "$schema": "http://json-schema.org/draft-07/schema#",
 "$id": "http://example.com/root.json",
 "type": "object",
 "title": "The WIS mesh distribution schema",
 "required": [
  "pubTime",
  "baseURL",
  "relPath",
 ],
 "properties": {
  "pubTime": {
   "$id": "#/properties/pubTime",
   "type": "string",
   "title": "Publication time",
   "description": "Time of ingestion into the mesh. ISO 8601.",
   "examples": [
    "20190213T123456.789Z"
   ],
  },
  "baseURL": {
   "$id": "#/properties/baseURL",
   "type": "string",
   "title": "Base url of the service",
   "description": "URL pointing to the server that send this notification and where the data (file) is available",
   "examples": [
    "https://host.example.com/data"
   ],
  },
  "relPath": {
   "$id": "#/properties/relPath",
   "type": "string",
   "title": "Relative path",
   "description": "Relative path indentifies location of the file (relative to the base URL) but also can be considered as very brief metadata as the path is expected to contain standardised components such as name of producing organization.",
   "examples": [
    "20190213/wis/int/wmo/example/test.txt"
   ],
   "pattern": "^(.*)$"
  },
  "sum": {
   "$id": "#/properties/sum",
   "type": "object",
   "title": "Checksum of the file.",
   "required": [
    "method",
    "value"
   ],
   "properties": {
    "method": {
     "$id": "#/properties/sum/properties/method",
     "type": "string",
     "title": "Checksumming method",
     "examples": [
      "SHA256", "MD5"
     ],
    },
    "value": {
     "$id": "#/properties/sum/properties/value",
     "type": "string",
     "title": "The Value Schema",
     "description": "Hexadecimal",
     "examples": [
      "f47710b439bab9bd8e045d104f95e6e3d0fc3ecc5031dbe3ef230feca551060d"
     ],
    }
   }
  },
  "partitionStrategy": {
   "$id": "#/properties/partitionStrategy",
   "type": "object",
   "title": "Partition strategy",
   "description": "Optional way of anouncing patrialy available files."
   "required": [
    "method",
    "blockSize",
    "blockNumber",
    "lastBlock"
   ],
   "properties": {
    "method": {
     "$id": "#/properties/partitionStrategy/properties/method",
     "type": "string",
     "title": "The Method Schema",
     "default": "",
     "examples": [
      "1"
     ],
     "pattern": "^(.*)$"
    },
    "blockSize": {
     "$id": "#/properties/partitionStrategy/properties/blockSize",
     "type": "string",
     "title": "The Blocksize Schema",
     "default": "",
     "examples": [
      "65535"
     ],
     "pattern": "^(.*)$"
    },
    "blockNumber": {
     "$id": "#/properties/partitionStrategy/properties/blockNumber",
     "type": "integer",
     "title": "The Blocknumber Schema",
     "default": 0,
     "examples": [
      0
     ]
    },
    "lastBlock": {
     "$id": "#/properties/partitionStrategy/properties/lastBlock",
     "type": "boolean",
     "title": "The Lastblock Schema",
     "default": false,
     "examples": [
      false
     ]
    }
   }
  },
  "content": {
   "$id": "#/properties/content",
   "type": "string",
   "title": "Content (body) of the file",
   "description": "Optional way how to send the content of a file to optimize transfer of small files. Base 64 encoded.",
   "examples": [
    "dGVzdGluZyBtZXNzYWdlCg=="
   ],
  },
  "signature": {
   "$id": "#/properties/signature",
   "type": "string",
   "title": "Digital signature.",
   "description": "Alternative to the sum. Allows verification of the data porovenance.",
   "examples": [
    "TBD"
   ],
  }
 }
}

Test Example 
{
 "pubTime": "20190213T123456.789Z",
 "baseURL": "https://host.example.com/data",
 "relPath": "20190213/wis/int/wmo/example/test.txt",
 "sum": {
  "method": "SHA256",
  "value": "f47710b439bab9bd8e045d104f95e6e3d0fc3ecc5031dbe3ef230feca551060d"
 },
 "partitionStrategy": {
  "method": "1",
  "blockSize": "65535",
  "blockNumber": 0,
  "lastBlock": false
 },
 "content": "dGVzdGluZyBtZXNzYWdlCg==",
 "signature": "TBD"
}

Schema notes 

· case sensitivity
· decided to use camelCaseNames for keys to make them easier to read (esp for non native english readers)

· message content field
· state encoding method and then separate field for content (works better for different message sizes)

· how to correct or update a message
· this is done in the file itself, either in the name or content, so handled externally to the schema

· schema version
· messaging protocol will advertise this in the topic, so handled externally to the schema

· relPath is required even if content is included

· max size (topic or header) is not considered
· the pilot will evaluate various solutions which have specific limits
· it would be good to eventually define one

· message priority
· this is the choice of the message initiator (to prioritise the publication) or is in the filename, so handled externally to the schema
· can have separate queues for priority messages (e.g. warnings)

· checksum
· base64 encoding would be more efficient than hexadecimal
· state encoding method and then separate field for content (works better for ascii)

· chunking (partitionStrategy)
· need to develop this part during the pilot
· either use lastBlock flag or send a message with blockSize zero 
· method is how the file is stored at the server(s)? As one file or as chunks with different names.

· signing and encryption
· need to develop this part during the pilot

· where is the schema published/updated?


[bookmark: _Annexe_9_–]Annexe 9 – WIS 2 Principles 

Principle 6
WIS 2.0: 	will add open standard messaging protocols that use the publish-subscribe message pattern to the list of data exchange mechanisms approved for use within WIS and GTS.


Principle 7
WIS 2.0:	will require all services that provide real-time distribution of messages (containing data or notifications about data availability) to cache/store the messages for a minimum of 24-hours, and allow users to request cached messages for download. 

Principle 8
WIS 2.0: will adopt direct data-exchange between provider and consumer. 


Principle 9
WIS 2.0: 	will phase out use of routing tables and bulletin headers.


Annexe 10 – Action Summary 

	Action Number
	Decision/recommendation/ action 
	Responsible
	Objective/deadline

	Status 
April 2019

	ET-CTS 16

	16-1
	Proposals in this paper to be adopted.
	Chair 
	
	Closed 

	16-2
	Agree mechanism, costs etc for enabling a WMO single point of contact.
	Chair /WMO
	
	Closed

	16-3
	Agree mechanism, costs etc for hosting the contact list
	Chair /WMO
	
	Closed

	
16-3
	Choose the collaboration mechanism, and agree costs etc for hosting and maintaining the mechanism
	
Chair /WMO
	
	Closed

	ET-CTS 2017 (Joint meeting )

	A17-15
	First draft of the revised Guide to be prepared for review at ET-CTS2018
	
	
	Closed

	A17-16
	Secretariat to determine opportunities for formal approval of the amended Guide, noting that (i) approval of previous changes has been given by Executive Council following recommendation from CBS, and (ii) Cg-18 is considering constituent body reform, and CBS may not exist in its current form.
	
Secretariat
	
	Closed

	A17-16
	Establish a drafting team within ET-CTS to work on the following issues for submission ICT-ISS (Jan 2018) and approval by EC-70: (i) propose a clear definition of WIS Core Network (clarifying the permitted use of Internet) and propose amendments to ensure that Technical Regulation is consistent with this new definition; (ii) update technical regulation, Manual on GTS Attachment II-15, permitting the use of any networking solution, including the Internet, for operational data exchange subject to meeting performance criteria; and (iii) define additional criteria concerning network performance for WIS Centres, based on experience with the RMDCN service, and propose necessary amendments to technical regulation.  
	

	
	Closed

	ET-CTS 2019

	A1
	Bryan Hodge to investigate and circulate to group if there was any information about the demographic of current WIS 1 users
	Secretariat
	9th April 2019
	Closed 

	A2 
	A standard tree structure and schema was required in any test or trail and would form part of further work in the workshop sessions 
	
ET-CTS Group 
	
Feb 2019
	
Closed 

	A3
	The Terms of reference needed clearer definition of any Pub Sub pilot and should be included in the later workshop sessions 
	
ET-CTS Group
	
Feb 2019
	
Closed

	A4 
	Communicate the work that EUMETSAT have been performing on the IT security models to the group. 
	
Neil Slater (EUMETSAT)
	
June 2019
	
Open 

	A5
	Communicates investigations on maturity models to the group.
	
Phil Chamberlin (UKMO )
	
June 2019
	
Open

	A6
	Coordinate inputs and agreed amendments to both WMO No. 1115 and (WMO No. 1116) and circulate updated text to group for final endorsement and inclusion in 2020 EC processes.
	
Ilona Glaser (DWD )

	
Jan 2020
	
Open 

	A7
	Bryan Hodge to inform ET-WISC that ET-CTS had reviewed the YOPP guide with no additional comments or input
	Secretariat
	14th March 2019
	Closed noting Rémy’s additional comments on metadata were discuss in Beijing 

	A8 
	Inform ET- CTS of bluejeans login details (Future Technology Workshop 19th 20th Match 2019 ) 

	
Secretariat
	
15th March 2019
	
Closed
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