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Option for propagation of changes to WMO Codes Registry content to offline mirrors supporting operational validation
Requirement
The WMO Codes Registry provides an authoritative source through which the terms referenced from AvXML are published.

It is anticipated that operational services will not have a direct dependency on the registry instance deployed at http://codes.wmo.int; the WMO Codes Registry is not provided as a highly available service. 
The registry instance deployed at http://codes.wmo.int is considered to be the “master” registry. Operational systems are expected maintain local read-only copies of the registry content to support validation of exchanged data products.
Changes to content within the master registry must be propagated local copies, ensuring that validation of exchanged data products within operational systems occurs using up to date content from the WMO Codes Registry.

In many cases, operational systems are not connected to the Internet, and are therefore unable to connect directly to http://codes.wmo.int. An out-of-band mechanism is required to propagate content changes to offline systems that are not connected to the Internet.

Proposal
The objective of maintaining a copy of the registry content is to support local validation of TAF, METAR/SPECI and SIGMET reports. The complexity of the data model
 to which the registry content conforms means that implementation of such validation services is non-trivial.

Therefore, provision of the registry content alone is deemed insufficient.

A turn-key solution is proposed, whereby an instance of the WMO Codes Registry (e.g. software application and content) is deployed locally in order to provide a read-only mirror registry. 
WMO Codes Registry deployment and operation
The target deployment environment for the WMO Codes Registry is Linux; RPM package management is used for the installation. 
The WMO Codes Registry is packaged for deployment as a single RPM with dependencies on Apache Tomcat7 and NGINX Proxy Server packages. All configuration of the WMO Codes Registry is automated within the RPM packaging.
Once installed, the WMO Codes Registry is operates as a Web Application within Tomcat7. Standard Linux service commands are used to control the operation of Tomcat7 and NGINX.

The WMO Codes Registry is routinely backed up, ensuring that amendments to registry content are not lost in case of system failure.

In case of fault resolution, registry content is restored from the relevant routine backup.

Mirror Registry deployment and content maintenance  
The WMO Codes Registry RPM package provides the basis for deployment of a Mirror Register. This will provide a configured, albeit empty, registry.

We propose that the WMO Codes Registry RPM package is provided by WMO, along with complementary message digest and / or digital signature to validate the integrity of the RPM package. Please refer to TT-AvXML-3-Doc(25) “Integrity validation of XML Schema Documents (XSD)” for a discussion regarding the use of message digests and digital signatures for integrity validation of downloadable content.
Note that the underpinning registry software, and all dependent software components, are provided under open source license and are not subject to any royalty payments.

The content from the Master Registry (e.g. the instance deployed at http://codes.wmo.int) can be deployed to the Mirror Registry using the standard restoration procedure. 
To achieve this, the routine backup package from the Master Registry (e.g. the registry content package) should be provided by WMO along with complementary message digest and / or digital signature in order to enable integrity of the downloadable content to be verified.
A regular schedule for updating the registry content package needs to be determined. Initial analysis suggests that a 28-day update would be appropriate as this aligns well with the AIREC cycle within the aviation community for propagating operational information.

Following update of the available registry content package by WMO, administrators of each Mirror Registry would download the registry content package, validate its integrity and execute the standard restoration procedure to deploy the amended content.
Note that although the URIs for Registers, Register Items and Entities are allocated within the codes.wmo.int Internet sub-domain, the Registry software is able to decouple the URLs (Uniform Resource Locator) within the web application from the URIs (Uniform Resource Identifier) used to identify each resource. Thus it is trivial to deploy a working Registry at a location other than http://codes.wmo.int. Furthermore, note that a system administrator may also choose to amend the ‘hosts table’ to override the standard DNS entry to map http://codes.wmo.int to the IP address of their local Mirror.
At present the backup and restore procedure relies on the file-based persistence of the three data-stores underpinning the Registry software: Apache Jena TDB (registry content), Apache Derby (user roles and permissions) and Apache Lucene (textual search index).
In order to insulate the system from version incompatibilities when upgrading the registry software, we intend to improve the backup and restore procedure to serialise the RDF triples and SQL from TDB and Derby, and, upon restoration, automatically rebuild the Lucene index. This will also have the advantage of removing dependency on specific technology components allowing operators of Mirror Registers more freedom to implement solutions that meet their local needs.

Furthermore, at present, this solution relies on procedures being put in place to prevent accidental amendment of the content within the read-only Mirror (e.g. a user with appropriate permissions updates content of a Register or Register Item within the Mirror Registry so that it is no longer an accurate copy of the Master Registry). To mitigate this, we intend to amend the registry software such that the Registry can be configured as a “read-only” version, completely disabling the ability to login – thus preventing anyone from making changes. 

Alternative proposals

For discussion by meeting participants.
Recommended Text 

The WMO Codes Registry deployed at http://codes.wmo.int is considered the authoritative Master Register. Local, read-only Mirror Registries are recommended to support local validation within operational systems. 

The WMO Codes Registry RPM package provides the basis for deployment of a Mirror Registry. A package of content from Master Registry will be published by WMO on a 28-day cycle. Administrators of a Mirror Registry will update their local copy of the WMO Codes Registry using a standard restoration process to deploy the updated registry content. 

The WMO Codes Registry RPM and registry content packages will be provided by WMO along with complementary message digest and / or digital signature to allow the integrity of downloaded files to be verified.
--------------------

� For more details please refer to the technical documentation: � HYPERLINK "http://www.epimorphics.com/public/vocabulary/Registry.html" �http://www.epimorphics.com/public/vocabulary/Registry.html� 
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