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Comments and proposals on the texts of documents to be submitted at Cg-18

1. GISC Draft Recommendation 2(1)/1 (CBS Consult. 2018)
OPERATIONAL MANAGEMENT OF INFORMATION AND COMMUNICATIONS TECHNOLOGY
1.1. Annex to Paragraph 1.4.3 on generic audit processes
Section 2. Generic audit process for on-site audits
1.1.1. Phase 1. Notification/request to audit a centre, accompanied by a completed self-assessment questionnaire.
It is proposed to indicate where the notification/request to audit a centre is forwarded to.
1.1.1.1. Paragraph 6
6.	As experienced by the WMO initial audit and certification teams, the following aspects will be retained:
•	Geographic diversity (e. g. ensuring that auditors do not audit centres within their region) to ensure the necessary impartiality of audit terms;
This principle is disputable, since it only increases the transport costs for an audited centre and does not affect impartiality as a conflict of interest may occur with other Regions. Therefore, it is proposed to consider the possibility for a representative of a backup centre to participate in the audit.

1.1.1.2. Paragraph 8
8.	The centre will also provide a completed self-assessment questionnaire that provides preliminary evidence of the centre’s capabilities, based upon the audit criteria provided by the “system owner”.
It is necessary to clarify what is meant by the “system owner”.
1.1.1.3. Paragraph 10
10.	The audit and certification team, in consultation with the system owner’s body responsible for the activity of the centre or service, will assign a team of auditors, with the Lead auditor being responsible for ensuring the outcome of each audit delivers clear and concise findings upon which informed decisions can be made.
The text introduces a number of notions related to the management of the certification process, namely: “the body responsible for the activity of the centre or service’ and ‘the system owner’s body”. It seems necessary to clarify the implication of these notions before arranging and conducting an audit.

1.1.2. PHASE 2. RECEIPT OF NOMINATION/REQUEST TO RE-CERTIFY
1.1.2.1. Paragraph 12
12.	Phase 2 commences with the audit team undertaking an assessment of the information provided by the centre in their self-assessment questionnaire.
It is advisable to indicate the terms of the assessment carried out by the audit team of the information provided by the centre in the self-assessment questionnaire.
1.1.3. PHASE 4. POST AUDIT REPORTING AND RECOMMENDATION
1.1.3.1. Paragraph 23
23.	Phase four commences at the end of phase three with the preparation of the post audit report and its submission to the appropriate WMO body, ideally within five business days of returning from the assessment and audit.
It is proposed to add “but for no longer than a month” at the end of the text. 
1.1.3.2. Paragraph 26
26.	The body responsible for the activity of the centre or service will finalize each post-audit report and will forward it to their own predefined distribution list.
It is proposed to add “including the audited centre” at the end of the text.
1.2. Section 3. Generic audit process for off-site audits
In Section 3, comments and proposals made for Section 2 should be applied accordingly for similar paragraphs.
Moreover, under Paragraph 10, there is one more notion which reads “subsidiary system owner’s body” and also needs clarification to show if it differs from the “system owner’s body”.
1.3. APPENDIX E. WIS IT SECURITY INCIDENT RESPONSE PROCESS
1.3.1. Paragraph 5.	
WIS IT Security Incident Process – Action by affected WMO Member or cooperating organization
Paragraph 5.1
5.1	The processes are shown below, summarized here for WMO WIS IT Security Matters Focal Point:
a)	If a WMO Member or cooperating organization thinks that it has an IT Security Incident, it should do the following:
•	Report the incident on the WMO WIS IT Security Collaboration Facility.
It is proposed to indicate the Facility contacts.
1.3.2. Paragraph 6
6.	WIS IT Security Incident Process – Action of WMO WIS IT Security Matters Focal Point
Paragraph 6.1а)
6.1	The processes are shown below, summarized here for WMO WIS IT Security Matters Focal Point:
a)	When the WMO WIS IT Security Matters Focal Point receives from a WMO Member or cooperating organization an IT Security Incident report, they should do the following:
•	Briefly assess the severity of the incident (using the table above) and determine how freely this information can be shared. If it can be exchanged outside the competence of the WMO WIS:
•	Inform the primary GISC WMO WIS IT Security Focal Point to which the WMO Member or cooperating organization is attached.
Previously, the primary IT Security GISC Focal Point was not mentioned and they are missing in Annex 4. It is necessary to indicate who they are, if they are different from those mentioned earlier or who appoints them and what their responsibilities are.
1.4. Annex 6 to Draft Recommendation 2(1)/1 (CBS Consult. 2018)
1.4.1. Amend the Manual on the WMO Information System to define escalation procedures for disagreements on near real-time information exchange.
7.7	PROCEDURES FOR GISCS TO MANAGE THE EXCHANGE OF INFORMATION IN WIS BASED ON THE VALUE OF WMO_DISTRIBUTIONSCOPECODE IN THE METADATA RECORD DESCRIBING THE INFORMATION TO BE EXCHANGED
Paragraph 7.7.2.1
7.7.2.1	Members are encouraged to use the value GlobalDistribution for the majority of information intended for near real-time exchange.
It is proposed to replace “GlobalDistribution” with “GlobalExchange”.
2. Annex 2 to Draft Recommendation 2(2)/2 (CBS Consult, 2018)
Amendment to WMO No 1060 Manual on the WMO Information System
Paragraph 6.3
6.3	Members shall assess the maturity of their information management practices against the maturity levels to be specified  in Part VI of WMO-No.1061 -Guide to the WMO  Information System, compare that maturity with  the maturity appropriate to the information being handled, and report both the actual and appropriate maturity to the WMO Secretariat.
[bookmark: _GoBack]The maturity levels that should be specified in Part VI of WMO-No.1061 - Guide to the WMO Information System- are missing.
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