Storage and Preservation

From Notes Of TT-IM meeting :
We need managed storage and preservation so that:
· Data content and associated contextual information are trustworthy, available and usable when needed, now and in the future
· Policies on use and retention can be applied
Managed storage and preservation has to cover:
· P40 cdms: backup,  restore, redundant copies, retention, technology migration, capacity management, long term accessibility, (competent – individual, corporate), storage strategy, controlled ingestion process, access controls, archive, deletion of data no longer to be retained, accountabilities and responsibilities, technology exit strategies (eg cloud)

Data/Information Integrity
Data must be checked as soon as they are ingested or inserted so as to ensure inaccurate or corrupted information does not enter the system, including: 
· Data provenance control 
· Data format control 
· [bookmark: tw-target-text4]correct file size
· [bookmark: tw-target-text5]correct file type
· [bookmark: tw-target-text6]correctly filled tags
· ...
· Data quality control
The data can also go through a pre-processing process (eg: link to metadata, put the data into a standard format)
Depending on the different types of data, different insertion and / or pretreatment processes may be implemented.

Storage/Backup
Different storage solutions exist. It is possible to choose different types of storage depending on the type of data.
The storage must meet users' needs for performance, functionality, and data control.
Regardless of the storage chosen, it is important to pay special attention to data backup.
· At least one working copy and one backup copy
· File presence / data integrity checks must be in place
· It is necessary to have a data synchronization policy between the working copy and the backup copy  (synchronized / desynchronized / synchronization,  frequency)
· A rapid recovery process is required for  backed up data (switches to backup copy / rebuild corrupted data / return to nominal operation / acceptable rebuild time)
· Have a backup strategy for all data and information types, and for high-stakes data, ensure copies are archived at different locations 

Archiving
The purpose of archiving data is to be able to preserve and reuse the original data for future generations.
- Data/information must be protected from unauthorised modification, which requires clear processes and authorisations as part of the governance process. 
- Special attention should be paid to the type of storage chosen -> robust hardware is required for long-term storage (eg: magnetic tapes are preferable to optical storage)
- Need for an effective technology migration strategy. If a media migration needs to be performed, the process should be well defined and have checks and verifications in place. 
- Ensure all archived data remain readable, by ensuring formats and reading software for all archived information do not become obselete- 
- Responsibilities and accountabilities for each different data or information type must be clearly established
- Prioritize the criticality of different data to inform backup strategy and restoration priority for each
 Cloud is also a solution to consider.
[bookmark: tw-target-text7]Physical security of the data (both storage and archiving)
Not to mention the security from the IT point of view, we must also take into account the external risks (fire / water / earthquake / physical intrusion)
- secure buildings against fire / flood ...
- access controls

Guidance on retention
- A catalog of archived data/information is required, with clearly defined policies and procedures for retention and deletion that accord with the business needs of NMHSs and their customers, and any relevant national legislation
- Metadata may contain information about the data lifecycle such as reception date, validity period)
[bookmark: tw-target-text]- Deletion of obsolete data must be controlled by a clear procedure (algorithm and software can help the progress of the process)

Provenance and versioning
It is possible to have different versions of the same data (successive corrections). The different versions must be clearly identified
- Depending on the type of data and corrections, it is useful (necessary) to maintain a history of these versions, and/or an audit trail.
 - As a minimum, it is necessary to be able to easily retrieve the original version of the data-or information set, and the authoritative version, via e.g., provenance metadata, separate classifications, flag in a database, version control. 
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