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Section 1: Proposed Terms Of Reference - Expert Team On Centre Audit/Certification (ET-CAC)
(a)	Operate the procedures for technical endorsement of WIS Centres and advise CBS on centres’ level of technical compliance with standards and procedures:
(i)	Validate and monitor the conformance of WIS Centres’ interfaces to the agreed specifications and practices;
(ii)	Coordinate and organize demonstrations of capabilities of candidate WIS centres as required, including onsite audits of GISCs;
(b)	Make recommendations to ICT-ISS regarding continuous improvement of the procedures for certification and periodic assessment of WIS centres;
(c)	Advise ICT-ISS on systematic issues identified during certification and assessment activities.
(a)	Develop and maintain an audit framework for the assessment of WMO Centres based on the WMO provisions for Quality Management (WMO-No. 49, Part VII and ISO 9001:2015) - the WMO Framework for Audit and Evaluation of International Operational Facilities.
(b)	Provide guidance to system and process owners regarding the specification of assessment criteria based on a risk-based approach for inclusion within the audit framework.
(c)	Coordinate and schedule audits of operational centres in response to instructions from CBS, other relevant WMO bodies and other cooperating international organizations.
(d)	In collaboration with nominated subject matter experts, conduct audits of operational centres, in accordance with the audit framework.
(e)	Review audit activities to identify opportunities for improvements in audit procedures and their implementation, reporting to OPAG-ISS.


Section 2: Generic audit process for on-site audits

INTRODUCTION
1.	The generic demonstration and reporting process for assessment and auditing of any WMO member centre is based on the process of the previous TT-CAC in the assessment of WIS Centres.
2.	At a high level, the audit process consists of four phases:
Phase 1 Notification / request to audit a centre, accompanied by a completed self-assessment questionnaire;
Phase 2 Pre-audit capability assessment;
Phase 3 Onsite audit and validation by ET-CAC audit team;
Phase 4 Post audit reporting and recommendation.
3.	This process assumes that ET-CAC has been previously informed of the intention to certify one or more centres by the system owner’s constituent body through the CBS Management Group.
4.	ET-CAC will conduct the audits in reference to audit guidelines published by ISO within ISO 19011:2011. The particular component of the guide are the principles of auditing: 
integrity, fair representation, due professional care, confidentiality, independence, use of an evidence-based approach.
5.	ET-CAC will also incorporate a risk base approach as a seventh element, which is in the next version of the Guide, DIS/ISO 19011:2018e, that requires the use of professional judgement to determine which topics and issues may introduce the highest risk to the system being audited. (See Annex 1).
6.	The entire audit process, including all documentation, site assessments, discussions and reporting to be conducted in the English language. 
7.	The following aspects of the first round of WIS audits were considered effective and will be retained in the generic audit programme:
Geographic diversity (e.g. ensuring that auditors do not audit centres within their region) to ensure the necessary impartiality of audit teams;
Two-person audit teams – a lead auditor with relevant audit experience and a Subject Matter Expert (if possible);
Onsite audits to be conducted over 2-days, excluding auditor travel time to and from the audit site.

PHASE 1 RECEIPT OF NOMINATION / REQUEST TO RE-CERTIFY
8.	Phase one commences when ET-CAC receives a formal request to undertake a certification audit of a new centre, or recertification audit of an existing centre. Such a request will be accompanied all relevant contact point information to allow ET-CAC to liaise with the centre management and experts.
9.	The centre will also provide a completed self-assessment questionnaire that provides preliminary evidence of the centre’s capabilities, based upon the audit criteria provided the ‘system owner’.
10.	The self-assessment information should be provided in the english language and be in a style that can be easily understood by an auditor, using highly technical language only were necessary.
11.	ET-CAC, in consultation with the system owner’s constituent body, will assign a team of auditors, with the Lead auditor being responsible for ensuring the outcome of each audit delivers clear and concise findings upon with informed decisions can be made.
12.	With the transparency of the audit process key to ensuring a successful audit, all participants in the audit process need to understand their role and responsibilities. To ensure clarity, the process should be clearly articulated, and the information provided to all stakeholders should include:
The audit objective;
The audit process;
The applicable guiding principles found in ISO 19011: 2011/2018;
Information concerning the composition of the audit team, including their contact details and relevant skills, experience and competence;
Advice that all documentation is in place (including security and health and safety requirements) to enable the auditors to visit all sites and facilities required by the audit;
Providing clarity and details of what expenses are being met by the host organisation;
Confirmation that the host organisation will provide organisational support to facilitate auditor travel arrangements, including assistance with visa applications as required.

PHASE 2:  RECEIPT OF NOMINATION / REQUEST TO RE-CERTIFY
13.	Phase 2 commences with the audit team undertaking an assessment of the information provided by the centre in their self-assessment questionnaire.
14.	The auditors will advise the centre whether the self-assessment information is sufficient for the audit team to move to the onsite phase. 
15.	Should further information be required to make this initial assessment, the audit team will correspond with the candidate centre’s point/s of contact to request further information, or to clarity specific matters, to the audit team’s own satisfaction. 
16.	Should sufficient information not be received by the audit team to complete the pre-audit assessment, the team will advise the centre and the system owner’s constituent body that a site assessment should not take place, with an explanation of the reasons for that recommendation.
17.	Should this situation occur, progression to Phase 3 On-site assessment and audit will only occur if sufficient preliminary evidence is subsequently supplied, again to the satisfaction of the audit team.

PHASE 3: SITE ASSESSMENT AND AUDIT
18.	Phase 3 commences with the conducting of the onsite assessment and audit by the audit team to verify the centre’s capabilities against the predetermined assessment criteria.
19.	As previously noted, the audit mission should not exceed two business days duration, excluding travel to / from the centre.
20.	In line with professional audit practise, the onsite assessment with commence with a formal opening meeting where the audit team provides and overview of their activities, and finish with a formal closing meeting where the team informally presents a short summary of their findings, and their provisional assessment.
21.	The auditors will then undertake the assessment and audit by means of discussion, interview, document and/or records review, and observation of appropriate operational functions using the predetermined assessment criteria to guide their assessment and evidence gathering to assess the centre has in place the necessary acceptable means of compliance with the audit criteria. 
22.	Certain tests or simulations on systems may also be requested by the audit team or offered by the candidate centre to verify the correction operation of a system or application.
23.	It should be noted that the audit team may not be able to assess all organisational, technical or scientific aspects of the centre’s programme during the audit, but may, at their discretion, selectively sample particular aspects of the operation to support their assessment of the centre’s capability. 
24.	The audit team will make their assessment of based solely on the evidence collected during the on-site assessment, and will determine whether the centre is:
Compliant – the centre has demonstrated to the satisfaction of the audit team that, at the time of observation, it fulfils the relevant criteria to pass assessment without any qualification;
Compliant, but with qualification - the centre has demonstrated to the satisfaction of the audit team that, at the time of observation, it fulfils the relevant criteria to pass assessment, but with qualification; the qualification will be made in the form of a short concise statement;
Not compliant – The centre has not demonstrated to the satisfaction of the audit team, that at the time of observation, it fulfils the relevant criteria to pass assessment. 

PHASE 4 POST AUDIT REPORTING AND RECOMMENDATION
25.	Phase four commences at the end of phase three with the preparation of the post audit report and its submission to the to appropriate WMO constituent body, ideally within 5 business days of returning from the on-site assessment and audit.
26.	The report will provide additional detail on the strengths, weaknesses, opportunities for improvement, non-compliance and areas of concern, in as well as a recommendation on the overall assessment of the centre. 
27.	The report will be treated as a confidential document, available only to the centre being audited and to authorised individuals within WMO and the constituent body. 
28.	The WMO constituent body will finalise each post-audit report and will forward it to their own predefined distribution list. 
29.	Evidence that has been collected during the site assessments and audits will be forwarded to WMO. Any hard or soft copies held by the auditors will be destroyed or deleted.


Section 3: Amendments to WMO‑No. 1061 for consistency with CBS team structure

Make the following amendments to WMO‑No. 1061 Guide to the WMO Information System in ANNEX TO PARAGRAPH 7.6.2:  RECOMMENDED PRACTICES FOR THE ROLLING REVIEW OF WIS CENTRES
Added text is shown in green with dashed underline. Deleted text is shown in red with strikeout. For brevity, blocks of unchanged text are omitted from this description of the amendment.

1. Background

The Commission for Basic Systems is responsible for certification of WIS centres’ compliance with the WIS technical specifications defined in the Manual on WIS, Appendix D. The Commission for Basic Systems will maintain, within its OPAG on Information Systems and Services (OPAG-ISS) structure (or its successor), a task team to coordinate audits and certification of WIS centres. For the purpose of this Guide, the task team or its equivalent group of experts is referred to as the Task Team on Centre Audit and Certification (TT-CAC).the team responsible for coordination of audits and certification of centres is called the audit coordination team.

2. Auditing and certification

Auditors and certifiers shall be or shall become members of TT-CAC the audit coordination team. New members must have relevant technical or audit experience (the nomination form is at http://wis.wmo.int/Expert-Form). They must be members (core or associate) of an OPAG-ISS a WMO expert team or have written commitment of the Permanent Representative of their country with WMO allowing them to participate as members of the TT-CAC audit coordination team. New members will be mentored by a nominated existing expert. Note that regional diversity of members of TT-CAC the audit coordination team is essential.

Access to TT-CAC the audit coordination team workspace and online databases is restricted to TT-CAC the audit coordination team and the WMO Secretariat.


2.1 GISC audits

The Task Team on Centre Audit and Certification the audit coordination team, on behalf of CBS, is responsible for audit and certification of GISCs.

….

2.1.1	Scope of GISC audits
----

Interim audits will focus on a particular subset of topics and will normally be on-site. Actual elements to be focused on will be determined by the Implementation Coordination Team on Information Systems and Services (ICT-ISS) or its delegated expert team in coordination with ….



2.2 DCPC certification

Data Collection or Production Centres are to be certified by the TT-CAC the audit coordination team. Where a DCPC is not using the infrastructure of its principal GISC, and its principal GISC is operational, it can be certified by TT-CAC the audit coordination team once the principal GISC has performed the necessary tests. However, if the principal GISC is not operational, the TT-CAC the audit coordination team will arrange for a suitable GISC to perform the tests. Where a DCPC uses the infrastructure of its principal GISC, it is certified as a part of the GISC certification process.

The certification of a DCPC requires only one TT-CAC the audit coordination team coordinator, who will ask a GISC to undertake tests with the DCPC. It is expected that the centre’s principal GISC will undertake those tests.


2.3 Verification of compliance of NCs

Compliance of NCs is the responsibility of the Permanent Representative with WMO of the Member accountable for the centre. Verification of compliance of an NC should be done by its principal GISC. The Task Team on Centre Audit and Certification the audit coordination team will monitor the NC compliance process in consultation with NCs and GISCs.


….
3. Audit or review outcome

The outcome of the audit or review will be categorized as “endorsedcompliant”, “endorsedcompliant, but with qualification” or “not endorsedcompliant”. Audit or review recommendations will be provided to the president of CBS and to the Director of WIS.


4. Format of report

The Task Team on Centre Audit and Certification the audit coordination team will use a template for final reports, although the content will reflect the areas audited.


….

5. Review of audits with qualification

Global Information System Centres that were “endorsedcompliant, but with qualifications” have two years from the date of the audit to demonstrate that they have taken remedial action on the points of qualification.

The Task Team on Centre Audit and Certification the audit coordination team will investigate GISCs that were “endorsedcompliant, but with qualifications” and have not demonstrated that they have taken remedial action within two years of the date of audit. The Task Team the audit coordination team should report to CBS on progress in addressing the aspects that incurred the “qualification”, and can recommend to CBS that it revokes its endorsementstatement of compliance.


image1.jpeg
yERN
\0. 577




image2.png
Ref. 0297872018 L7 085- WIS
‘Approved by Wenjian Zhang, Wed Mar 14 12:52:21 UTC 2018





