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WIS Monitoring feedback from GISC Tokyo
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1. In TT-GISC-2017 (November 2017) [1], restart of GISC Watch utilizing WCDs displaying GISC operation status was discussed and it was agreed that every GISC should participate half-monthly roster for the GISC Watch. In CBS TECO-2018 (March 2018), it was approved to be implemented from 1st May.
2. Through the GISC Watch from 1st May, the problems and improvements were detected in the operation of the WIS monitoring dashboard as follows.
Issues to be discussed
JSON specification
Redirection
3. Some centers are using "redirection" for their URL of GISC portal. In this case each GISC receives several responses until reach the final destination URL. Please refer to the sample sequence below.
4. [Sample] GISC Exeter Portal https://gisc.metoffice.gov.uk, which is in the monitor.json file, does not return HTTP status code "200 OK" but "302 Found", and then the address is redirected to https://gisc.metoffice.gov.uk/openwis-user-portal/srv/en/main.home finally.
4.1. https://gisc.metoffice.gov.uk returns HTTP status code "302 Found" and Location: http://gisc.metoffice.gov.uk/openwis-user-portal/.
4.2. http://gisc.metoffice.gov.uk/openwis-user-portal/ returns "302 Found" and Location: https://gisc.metoffice.gov.uk/openwis-user-portal/.
4.3. https://gisc.metoffice.gov.uk/openwis-user-portal/ returns "200 OK," and following codes are included in the http text. Current page will be redirected to https://gisc.metoffice.gov.uk/openwis-user-portal/srv/en/main.home if JavaScript is available.
<script language="Javascript1.5" type="text/javascript">
  var search = window.location.search;
  window.location="srv/en/main.home" + search;
</script>
4.4. https://gisc.metoffice.gov.uk/openwis-user-portal/srv/en/main.home returns "200 OK."
5. Current Tokyo's JSON creator is checking code 200 for the first https page and then returns "-1" as response time in this case. It is difficult to check all the redirection, in particular JavaScript code. 
6. Proposal: TT-GISC recommends all GISCs to use final URL (Portal-URL, OAI-URL and SRU-URL) with no redirection in the monitor.json file.
TCP Port Numbers
7. Some GISCs are still using the TCP port 8080 for their portal side. Operational WIS centres should use the well-known port 80 (HTTP) or port 443 (HTTPS).
8. The Tokyo WIS server is allowed only connect to the well-known ports; port 80 (HTTP) and port 443 (HTTPS) according to for security reasons. 
9. Proposal: TT-GISC recommends all GISCs to use the well-known ports; port 80 (HTTP) and port 443 (HTTPS) for operational WIS centres. 
WIS Common dashboard (WCD)
NoRes or "----"
10. In the Tokyo WCD response time monitor, "NoRes" means "-1", and "----" means a no array element in the centres.json file. It might be necessary to represent the difference between the failure of access and unchecked. The following is the current definition.
	portal
	The response time in seconds of the centre's portal URL. It is measured by calculate the total time passed between issuing a HTTP request to the centre's portal URL and getting a response from the request.
In the case when a WIS centre does not have a portal but is connected to the reporting GISC via some other link, the status of this link can be reported in using this metric. It could be a ping value or some other comparable measurements. If no comparable measurement is possible, the WIS centre has to be skipped at this stage.
If the response does not come back after the maximum retries or in case of a failed request (e.g. status code 4XX, 5XX), the value of this field is set to -1.


11. The notation "----" will disappear if all GISCs provide three URLs in its monitor JSON file. In the meantime, please understand that the notation "NoRes" and "----" are mixed in the GISC Tokyo WCD.
Support of HTTPS
12. GISC Tokyo portal was renewed on 1st March 2018 and its URL was changed from HTTP to HTTPS. In the Tokyo WCD response time monitor, "NoRes" are shown from some GISCs to Tokyo. They might need to change their system to connect via HTTPS to GISC Tokyo. 
13. In addition, GISC Beijing WCD has stopped updating the information of Tokyo GISC from 1st March 2018. The insecure HTTP protocol is being deprecated in recent years. TT-GISC needs to support HTTPS connections.
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Recommended text
Takumu Egawa presented the report on WIS monitoring. The meeting noted that it was necessary to take an action to solve the issues of redirection and port number; the URL in monitor.json file should be contained final URL with no redirection and operational centres should use the well-known ports.
The meeting also noted that a solution for HTTPS might be necessary; e.g. each GISC should confirm the status of access to other centre.
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