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9.1 	Managing changes to observing systems and processes
Changes in observing practices occur for a considerable number of reasons. These include: technological advances and automation; the need to relocate stations or sensors; changes in observation time or observing practice (e.g., reading a raingauge to 0.1mm instead of 0.2mm); changes in sensors or measurement capability (e.g., improved measurement of precipitable water from changes in radiosonde instrumentation); software changes in AWS. For climate purposes, especially climate monitoring, it is desirable to minimise changes, and/or carefully document and test what changes do occur. 
There is a considerable body of work on changes to observational standards and practices. Specific examples include: Guidelines for managing changes in climate observation programs (WMO/TD No 1378, 2007 and references), which also documents the likely associated costs; and for manual to AWS transition specifically, “Challenges in transition period from conventional to automatic networks for longer-term climate records” (WMO Guidance note, in press). All such guidance is underpinned by the ten GCOS Climate Monitoring Principles, which should be followed whenever a station is relocated, when one station is to be replaced by another, or where instrumentation changes. 
The following outlines the main elements of ensuring climate observations retain as far as possible the necessary integrity, but the reader is referred to the above publications for further information. 
It should be noted that the recommendations do involve additional costs; however as noted in WMO TD No 1378, these costs usually amount to an insignificant proportion of the overall budget for observations, and represent a valuable investment in the integrity of the climate record. 
Nominate key climate stations and ensure an effective consultation process. It is strongly recommended that NMHS climate programs identify their key climate stations, and keep such a list up to date. Such stations, which would correspond to the Tier 1 and Tier 2 stations in Chapter …, should then receive the highest level of support and maintenance by the NMHS’s observation program. Then, when significant changes are proposed to any of these stations, or there is a significant change affecting large parts of the network (such as automation of the network), the appropriate climate program stakeholders are advised of the changes and given an opportunity to raise any concerns. Changes made should be fully documented as part of the provenance metadata. 

It is strongly recommended that a formal consultation protocol or change management board should be established to ensure these consultation and implementation processes are properly carried out, and to document decisions and changes.  Quoting WMO No 1378, the scope of such consultation should include all 

The consultation process should extend to changes to data management processes, especially where these may affect the quality or accessibility of data, or lead to potential homogeneities.  

Ensure new instrumentation is fit for purpose. This means that new sensors or instrumentation are capable of capturing the full range of likely climatic conditions at an observing site. For instance, at locations subject to extreme cold it would be inappropriate to introduce sensors capable of reading down to only minus 10C. Similarly, in climates subject to heavy rainfall, consideration should be given to installing Tipping Bucket Rain Gauges, or manual gauges capable of measuring up to 500mm instead of the standard 203mm gauge, to mitigate the likelihood of overflowing gauges. It is strongly advised that new sensors be thoroughly laboratory-tested before deployment to ensure the manufacturer’s specification is indeed matched. 

Data management and processing systems too should be fit for purpose. For instance when ingesting data into a database the ingest checks should not be set so narrow that potentially good data is excluded.  


Test both in the laboratory and in the field. This is to ensure that actual operational conditions are properly tested, and that any factors not evident in the laboratory environment can be identified. For instance, changes in sensor are known to produce inhomogeneities that are not spatially consistent: a comparative study of TBRG vs 203 Raingauges in Australia, for instance, has indicated long-term differences of several percent between the instruments, with differences apparent between different climate regimes. For this reason separate field trials would ideally be conducted at stations representing different climate regimes. As noted earlier, at least two years of parallel observations are required, to ensure the full range of annual variability, and some of the interannual variability, can be captured. With overlap field trials it is necessary that data from the two sensors be archived separately; this might be done by assigning separate station identifiers. 
It will not always be possible to carry out parallel field trials; for instance access to an observation site may be curtailed, an observer may cease performing observations or die, or the site may be destroyed. WMO/TD No 1378 (2007) defines alternative procedures for overlap field trials which, while not as intrinsically accurate as the parallel trials, in most cases are sufficient to provide continuity and homogeneity of the climate record for that site. The two methods described are paired observations (where two stations are set up as near as possible to the site of the original station, one with a setup as close as possible to the setup at the original station, the other with the new instrumentation/configuration); and a modelling or a homogeneity-based approach.  

Conduct parallel field trials when sites change. Some variables (especially rainfall and minimum temperature) are very sensitive to changes in location. Again to ensure there is sufficient data to homogenise the time-series at the two sites, at least two years of parallel on-site sets of observations should be collected. 


For high quality monitoring sites, redundant sensors are recommended. The US-based Climate Reference Network is fitted with triple temperature probes to ensure that failure of one sensor does not lead to loss of data, and so that drift in one sensor can be identified.  From a data management perspective it is obviously important that the three sets of observations are archived for comparison purposes.  


information) which is readily available and understandable for potential proponents of change. All requests for changes related to climate monitoring are reviewed and evaluated; all systems, instruments, algorithms, procedures, processes and related documentation that influence the collection, processing, reporting and archiving of observations from the meteorological and climatological networks are within the scope of the change management process. This includes the climate data archive where database management changes may impact climate monitoring systems. If necessary, further analysis or investigations are commissioned

9.2 	Recording and documenting processes 
Protecting the integrity of the Climate Record efficiently and transparently requires a disciplined and consistent approach to record keeping, to ensure that in future it is possible to completely understand, and if necessary reproduce, the steps taken in managing the data, and generating analyses and reports based on the data. This means that adequate documentation must be maintained, and an orderly approach taken to recording the details (including algorithms, versions, process descriptions, etc) of archival, quality control and other data management processes. Not only does this lead to the necessary transparency of process that enables users to have faith in the integrity of the Climate Record, but it stands to save the NMHS many headaches associated with corporate knowledge loss, for instance when a staff member with intimate knowledge of a particular process retires. 
The following represent recommended best practice around documenting processes in climate data management, though they apply equally well to other domains. 
9.2.1 	Repositories of code and algorithms. 
In all meteorological applications there are a number of compelling reasons for creating and maintaining a repository of computer code and associated processing algorithms. This applies particularly in the domain of climate science. These include:
Discoverability and access. It is far more efficient to find, use, share and modify code if there is a central, widely known, repository of programs, and clearly-documented algorithms, including those used for data management applications such as quality control. This discoverability applies both within a NMHS and for any collaborative undertakings. 
Reproducibility. To ensure consistency in processing, it is essential to have an authoritative version of a processing program and algorithms. 
Accountability. It is important to be able to demonstrate the integrity of climate applications, including any processes that lead to changes in the data, quality flagging, etc. This means that the code and associated algorithms must be fully transparent, so that anyone processing the same data with the same applications arrives at essentially[footnoteRef:1] the same results. Similarly it is essential that any changes made to the code or algorithms must be well documented to ensure traceability before and after the change. This means retaining an audit trail of what changes were made, by whom, when and why  [1:  Where part of the process has a subjective element, such as evaluating suspect values during a semi-automated quality control process, different decisions may be made by different operators. ] 


9.2.2. Version control. 
For similar reasons to the above, it is important to keep a record of all versions of computer code and algorithms for a minimum specified period (as well as the version of the data used), so that any output product can be directly linked back to the versions of data and processing methods used to generate that output. 

9.2.3	Documentation
Thorough documentation of data management processes is a valuable investment in time, not only to ensure traceability and accountability as described above, but for a number of practical reasons. These include:
· Clear instructions and defined expectations on standard operating procedures;
· Efficient, well understood escalation processes;
· Training and guidance materials for new staff members, including supporting succession planning.
Such documentation should outline how the tasks are to be performed, responsibilities, how accountability and traceability are enacted, where to find relevant code and algorithms, change management processes, and versioning. 
It is strongly recommended that the documentation be reviewed at regular intervals, or when a significant change occurs, and be updated as necessary. 

Proposed Regulations (noting these could be extended to other climate-related activities and other domains): NMHSs shall establish and maintain a repository of computer code and algorithms for all climate data management activities, and maintain documentation of changes to code, algorithms, and processing methodology, including details of who made the change, when, and why.

9.2.4	Staff succession planning
In a busy NMHS it is easy to overlook or ignore the need to ensure that when that particular person who understands a processing system entirely, and/or is able to solve problems no-one else can, changes jobs or retires, there is a suitably credentialed and trained successor able to take over the role. This becomes particularly difficult when budgets within NMHSs are constrained, or in small NMHs with few staff. Nevertheless if this is not done, the quality of processes will inevitably be adversely affected, although sound documentation will mitigate this to some extent. It is therefore strongly recommended that managers of climate data management units attempt to recruit potential successors, and make arrangements for them to be trained or mentored.   


9.3 	Authentication and publication of climate datasets 
Identifying the authoritative version 
As noted above, it is important that users have access to one authoritative, quality controlled, “point of truth” version of the Climate Record, and that products such as seasonal predictions, climate grids, maps and time-series are derived from a consistent data-set. It is particularly important to ensure that different versions of a dataset are not inadvertently released, as this can lead to confusion and potentially loss of confidence in the integrity of the Climate Record. This does not mean that different products should not undergo differing levels of processing – for instance certain versions of the data may require infilling of missing data, disaggregation, and/or homogenisation – but these enhancements should ideally be based upon an agreed, consistent version of the data (with any exceptions documented), and any such enhancements communicated to the user. It should be noted that for the sake of transparency the original underlying data (i.e., before quality control processing or enhancements) needs to be accessible for public scrutiny, but it is recommended that the default position should be provision of the authoritative version, with users required to specifically request access to the original data.

As noted above, in line with the requirements for provenance metadata it is important to ensure that different versions of the dataset are accurately described and traceable. Ideally, the dataset would be allocated a Digital Object Identifier, which would remain associated with the dataset through its different iterations. 	Comment by William Wright: Could we define better what a DOI is, and what the process for assigning it is. 
It is good practice to keep an up to date summary of the NMHSs’ data and information set holdings. Such a listing should make clear which is the authoritative version of the dataset, and which are derivatives, or variations.

Data access and licensing. 
WMO operates on a principle of “open data”, that is, it requires its Members to provide their data (and metadata) free of charge (or for cost of access if applicable, such as provision on a CD), and with no constraints on usage. The principle behind this “open data” provision is that weather and climate operate on a global basis, therefore data from each Member country is required to fully describe the weather and climate system.  
In practice there are some constraints to this “open data” provision. For instance, Members would not be expected to provide access to externally-sourced data unless the provider agrees (in writing) that this is permissible. Similarly, data or metadata containing information that might identify individuals (e.g., an observer’s name or address) would in many countries breach national privacy policies. It is strongly recommended that NMHS’s be aware of any legal, commercial or security restrictions affecting the data they manage, and ensure that free access to any such restricted data or metadata is prevented.
Where data and information are freely available, it is important to specify to users any restrictions on, or conditions of use. This is normally done via issue of a license to the user, specifying what may or may not be done with the data. One such licensing regime in use in many parts of the world is the Creative Commons licensing suite. For fully open data, the Creative Commons Attribution license – wherein no restrictions are placed on use of the data other than that the source of the data be identified and acknowledged - is often recommended as the most appropriate. Other versions of the Creative Commons suite impose conditions such as no commercial use, or no modifications allowed (the latter would be appropriate, for instance, for a public safety warning issued by an NMHS). 

9.4 	Proposed new standards
NetCDF. 
NetCDF has already been quite widely adopted among Member countries’ NMHS for the exchange of gridded, model and spatial data, and many aspects of NetCDF are endorsed by various international standards bodies such as the Open Geospatial Consortium. It is therefore recommended that Member countries adopt NetCDF as the preferred standard for the exchange of gridded, model and spatial climate data.  
