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Final report of the 2018 meeting of the Implementation-Coordination team for Information Systems and Services
16-18 January 2018
1	Opening of the meeting.
Mr dell’Acqua, chair of OPAG ISS opened the meeting at 0900 on 16 January 2018 at the WMO HQ in Geneva. He welcomed participants and emphasized that the purpose of the meeting was to prepare for the CBS TECO and to identify the key issues to be discussed during that meeting.
Mr Jean, President of CBS, emphasized the importance of the team to enable the public weather services, data processing and forecasting system and observing components of the work of the WMO programmes. He recognized the additional work that had been caused by the change of governance process that replaced the CBS extraordinary session, and thanked participants and their teams for their cooperation and contributions. ICT-ISS had to identify the key items for presentation to EC and Congress.
Mr Shi, Director of the WMO Information System Branch, also welcomed the participants and supported the view of Mr Jean that the meeting should emphasize the key issues for EC and Congress.
Dr Foreman outlined the approvals procedure that would be used to prepare for Congress.
The agreed agenda is in Annex 1, and the list of participants is in Annex 2.
2	Decisions recommended by ET-CTS and sub-teams, including SATCOM.
Cache in the cloud
Mr Giraud presented the background to the work of the cache in cloud team (https://wis.wmo.int/tdoc=433). ICT-ISS noted that WMO Secretariat was conducting a Request For Information through the UN System to gain an estimate of the cost of providing phase I of the implementation in order to gain commitment from the GISCs to fund the provision of the cloud service for phase I of the project. See https://wis.wmo.int/tdoc=437 and https://wis.wmo.int/tdoc=427.
The chair led a discussion on the potential participation and compliance of GISCs in an operational cloud structure, including the cost sharing arrangements developed by the team. Further discussion considered the need for contingency strategies relating to elements of the project including addressing exit strategies should circumstances change for a GISC or with the service provider.
[bookmark: _Toc504381469]ICT-ISS agreed to proceed as proposed with the cache in the cloud project. If no useful proposals were available following the RFI process, a consultant or Member would be asked to create the information needed to prepare the case for procuring a cloud service.
[bookmark: _Toc504381470]ICT-ISS decided to proceed with submission of the recommendations of the Cache in Cloud project to TECO, EC-70 and Cg-18 as planned.
[bookmark: _Toc504381453]ICT-ISS asked TT-GISC to explore alternative cost sharing models based on a total cost of the cache in cloud service of 300,000 USD per annum, and to update the figures that came from the WMO RFI (due by 15 February 2018), and to make this final information available to the chair of OPAG ISS two weeks before CBS TECO.
[bookmark: _Toc504381454]ICT-ISS asked ET-WISC to work with ET-CAC to explore WIS compliance issues and implementation strategies for phase I of the Cache in Cloud, taking note for example of the roll out strategies used by the RMDCN that enabled NMHS of all economic scales to be able to join the RMDCN.
[bookmark: _Toc504381455]ICT-ISS requested the Cache in Cloud team to include an exit strategy in their plan.
[bookmark: _Toc504381471]Should the GISCs not reach consensus on a charging model for the cache in the cloud project after TECO, there would need to be a side meeting at EC-70 of the PRs from GISC Members to resolve cost sharing. Such a side meeting should include those PRs operating GISCs who were not attending EC-70.
President of CBS commented that it would be desirable for the  pilot implementation of cache in the cloud to take account of the needs of the future GDPFS to provide cloud-based computing to access shared information.
[bookmark: _Toc504381472]ICT-ISS considered that the cache-in-the cloud operational service would not be a suitable platform to run experimental  services, and that a separate provision would need to be made for piloting services such as the GDPFS cloud-based computation.
[bookmark: _Toc504381473]The procurement of the cache in the cloud service would be presented at CBS TECO 2018.
2.2	SATCOM
ICT-ISS noted the progress in the work of the Satcom Forum against the work plan agreed at Satcom2016. It noted the support of JCOMM and IOC for the provision of the Satcom Buyers Guide.
[bookmark: _Toc504381474]ICT-ISS agreed to present the draft Satcom Buyers Guide to CBS TECO 2018 and subsequent consideration of EC-70 for publication prior to Satcom 2018 as an attachment to the Guide the WIS.
[bookmark: _Toc504381456]ICT-ISS encouraged the Satcom team to complete the guide in time for it to be shown at CBS TECO.
[bookmark: _Toc504381475]ICT-ISS agreed that the chair of ET-CTS should continue to represent OPAG ISS on the SATCOM Forum.
Cybersecurity
ET-WISC had further developed the process for responding to security incidents. It had identified that the requirement of CBS-16 that the details of the security incident process should be confidential was too stringent and considered that confidentiality only need extend to details of incidents and some operational practices that should be secured in order to protect the  integrity of the response process. The national WIS IT security focal point should liaise with centres within that country.
ICT-ISS recommended that the focal point for IT security matters should coordination the security communications within the country, and that the heads of recognized international organizations should be authorized to nominate IT security focal points. Focal points should be provided by countries, territories, NGOs and international organizations. Item (f) of the proposed ToR for national security focal points should be removed.
[bookmark: _Toc504381476]ICT-ISS decided to present the WIS IT security incident management process to CBS TECO 2018 together with the revised terms of reference for national WIS focal points that included security management duties, and to place the process in the Manual and Guide to the WIS.
3	Decisions recommended by ET-WISC and sub-teams.
3.1	WIS Monitoring
ICT-ISS noted the status of WIS Monitoring and the proposals on making WIS Monitoring operational.
[bookmark: _Toc504381477]ICT-ISS decided that it was sufficient for two GISCs to operate a WIS Common Dashboard.
[bookmark: _Toc504381457]ICT-ISS asked the secretariat to write (by the end of January 2018) to GISCs asking them to make their WIS monitoring information JSON files available to the two GISCs operating WIS Common Dashboards (Beijing and Tokyo) so that it was available in time for CBS TECO 2018. The letter would ask GISCs to provide WIS monitoring  information for the DCPCs and NCs for which they are principal GISC.
[bookmark: _Toc504381478]ICT-ISS agreed to present  to CBS TECO 2018 the amendments on WIS monitoring to the Guide to the WIS (WMO‑No. 1061) as specified in Annex 3 to the paragraphs 8.6 and 8.7 and to the Annex to paragraph 8.7.
[bookmark: _Toc504381479]ET-WISC would be responsible for maintain the "WMO WIS Monitoring: JSON Message Specifications and Guidelines" (http://wis.wmo.int/file=2569)
[bookmark: _Toc504381458]ICT-ISS asked ET-WISC to update the Interim Guide for WIS monitoring to be consistent with the practices expected at WIS centres.
[bookmark: _Toc504381459]ICT-ISS asked the secretariat to write to GISCs asking them to participate in the GISC watch according to the schedule to be defined by TT-GISC, with GISCs taking turns to provide the GISC watch for one month at a time.
[bookmark: _Toc504381460]ET-CAC would include participation in WIS monitoring activities in the audit criteria for GISCs. 
[bookmark: _Toc504381461]The secretariat would modify the text in Annex 3 to include only aspects suitable for the Guide to WIS and place additional detail on the GISC operations page.
WIS Operations
[bookmark: _Toc504381480]ICT-ISS decided that proposals for updating the Part VII “Operational Guidance” of the Guide to the WIS (WMO No. 1061) should be presented to CBS TECO 2018.
[bookmark: _Toc504381481]ICT-ISS decided to include within the Manual on WIS a requirement for all GISC operators to meet annually to coordinate their activities. 
[bookmark: _Toc504381482]ICT-ISS agreed to present to CBS TECO 2018 the proposals on the GISC watch in Annex 3.
Audit criteria for WIS centres
ET-WISC had reviewed the audit criteria for GISCs and had concluded that less emphasis should be place on technology and more on services to the centres in the GISC’s area of responsibility. It had drafted a revised set of criteria that would be refined before the start of the audit process.
[bookmark: _Toc504381483]The GISC audit cycle should be four years, with an onsite full audit at every cycle. This would need amendments to the Manual and Guide to the WIS.
Guidance on ICT Operations
ET-WISC had considered the request by TT-IM to develop guidance on managing Information and Communication Technology operations for inclusion in WIS documentation. ICT-ISS noted the progress on the development of Technical Regulation for ICT Operations and the draft document
[bookmark: _Toc504381484]ICT-ISS agreed to present the Technical Regulation for ICT Operations to CBS TECO 2018.
[bookmark: _Toc504381462]ICT-ISS requested ET-WISC complete the text for the Manual on WIS on ICT Operations by the end of January 2018 with the guidance being completed in time for a consultation to start in November 2018.
4	Decisions recommended by ET-CAC.
ICT-ISS noted the revised terms of reference provided by ET-CAC that took into account its expanded role in assessing and certifying any WMO centre.
[bookmark: _Toc504381463]ICT-ISS agreed to submit the proposed TORs for ET-CAC at Annex 5 to CBS MG for approval.
ICT-ISS noted that the new name and the revised ToRs for ET-CAC would remove the Expert Team’s authority to assess the technical capability of WIS centres, because the Guide to the WIS (WMO No. 1061) still referred to the Task Team on Centre Audit and Certification.
[bookmark: _Toc504381464] ICT-ISS asked the secretariat to prepare an amendment to the Guide on WIS to correct all references of the Task Team on Centre Audit and Certification to that of the Expert Team on Centre Audit and Certification.
ICT-ISS noted the draft generic audit process documented by ET-CAC (Annex 6) for the assessment of any WMO centre operated by members, in addition to those centres providing WIS services.
[bookmark: _Toc504381485]ICT-ISS agreed to present the generic process for centre audit in Annex 6 to CBS TECO 2018 and changed its name to the generic process for on-site audits.
[bookmark: _Toc504381486]ICT-ISS agreed that the pre-existing audit process for DCPCs would be continued as the process for off-site audits. The owner of the parent system for the centre would decide on the type of audit (on-site or off-site) that was appropriate.
[bookmark: _Toc504381487]ICT-ISS recommended to CBS-MG that, because of the elapsed time since the first audits of GISCs and the change in audit focus to examine the services and support to the community provided by GISCS, the on-site audits should be used for auditing the GISCs. If GISCs did not agree to this, CBS-MG would need to ask the permission of EC to perform onsite audits.
[bookmark: _Toc504381488]ICT-ISS recommended that the audit cycle for GISCs should start in June 2018 and that audits should be onsite. This should be discussed at CBS TECO 2018.

5	Decisions recommended by IPET-DD and sub-teams.
Metadata search and guidance
ICT-ISS noted that, in the immediate future, the TT-MDS and TT-MDG were not expected to produce outputs requiring formal approval by EC or Congress.
[bookmark: _Toc504381489]ICT-ISS concluded that amendments to the WIS metadata standard needed to support creating schedules of reporting times for observing sites should use the “between sessions” approvals procedure because they might need changes to software in order to implement them. 
[bookmark: _Ref503367106][bookmark: _Toc504381490]In order to support the creation of a catalogue of reporting times for observations, WIS metadata should support selecting records on the criteria: that the dataset contains observations (in near real time), the physical parameters contained in the reports, the reporting time(s), and the station making the report. IPET-DD was asked to develop the WIS metadata standard and guidance so that the metadata records contain the information required to do this, and to develop a search mechanisms to extract the information from the WIS catalogue to allow such a catalogue to be produced.
IWXXM
ICT-ISS noted the plans and time table for IWXXM and the intention to use the fast track and between sessions procedures for approval.
WMDR
[bookmark: _Ref503361775][bookmark: _Toc504381491]Following testing, version WMDR1.0RC7 (or a modified version) should be submitted for approval by Cg-18, with a formal consultation by correspondence between November 2018 and February 2019.
[bookmark: _Ref503361750][bookmark: _Toc504381492]It would be clearer for members to present the WMDR to CBS TECO as part of the presentation of WIGOS issues. The presentation should include the  requirement for validation by  Members before the standard was proposed to Congress.
6	Decisions recommended by IPET-CM and sub-teams.
ICT-ISS noted the establishment of four Task Teams under IPET-CM: Task Team on Aviation Coding Issues (TT-AvCI), Task Team on GRIB (TT-GRIB), Task Team on BUFR (TT-BUFR) and Task Team on Migration to Table-Driven Code Forms (TT-MTDCF).
ICT-ISS noted the five regular amendments of the Manual on Codes completed and in procedure since the beginning of 2017, through the fast-track and standard procedures.
ICT-ISS noted the progress in development of GRIB edition 3, which was approved by the 16th session of CBS for experimental use and is planned to be submitted to the full session of CBS to be held in 2020 for its recommendation and to be approved by the Executive Council in 2021. The team did not require any actions by CBS TECO in 2018 and the 18th Congress for the approval process of GRIB edition 3.
[bookmark: _Toc504381493]The team recommended that IPET-CM and TT-GRIB should utilize CBS TECO in 2018 and the 18th Congress as opportunities to communicate the necessity and benefits of the new GRIB edition to WMO Members.
[bookmark: _Toc504381465]IPET-CM would produce a transition plan for introducing GRIB 3 that made it clear the timescales and what Members will need to do at each step in the transition.
ICT-ISS noted the discussion about the approach to the next edition of BUFR. The team shared the understanding of IPET-CM that the eventual operational migration to BUFR edition 5 was envisioned as a gradual process, and accordingly, BUFR edition 4 would remain in operational use for a significant amount of time in the future. 
ICT-ISS noted with appreciation that IPET-CM has sent out a letter to WMO Members to remind of technical details in reporting WIGOS Identifiers in BUFR/CREX format as guidelines.
[bookmark: _Toc504381494]ICT-ISS recommended that guidance on policy aspect of the migration to WIGOS Identifiers, especially about the migration deadline and Members’ obligation to use WIGOS Identifiers for existing observation stations, should be given by ICG-WIGOS.
ICT-ISS noted the recommendation of the teleconference that the incident management mechanism recommended by TT-UAB could be a pilot for WDQMS and GISCs could play a role in communicating with National Centres about data issues.
[bookmark: _Toc504381495]GTS headers would be required for space weather information; these would be implemented in the Manual on GTS using the fast track procedure.
D-2018/1. [bookmark: _Ref503362256][bookmark: _Toc504381496]Contents of WIGOS metadata code tables should be maintained by TT-WMD (or its successor), but the process of obtaining approval for their inclusion in the Manual on Codes should be supervised by IPET-CM and the fast track process used for amending their contents.
7	Decisions recommended by TT-IM.
[bookmark: _Toc504381497]The eight topics and the associated aspects proposed for the Information Management component of WIS and its maturity model that would guide improvements and measure progress should be discussed at CBS TECO 2018. The presentation should include at least one row of the model completed to include the expected behaviours. The topics would appear in the Manual and Guide on WIS.
8	Decisions recommended by TT-eWIS.
TT-eWIS had met in November 2017.
Although WIS 2.0 would enable a broad range of services to be provided, it would not be successful without a minimum set of services (the “minimum viable product”). These would include catalogue/search, (near) real-time data distribution and product cache, monitoring, and notification. Underpinning these would be identity management, authentication and access control,  but each provider might use a different approach to these.
[bookmark: _Toc504381498]The executive summary and decisions of  the TT-eWIS-1 meeting would be submitted as an information paper to EC-70. The decision to be requested of EC-70 would be to include the WIS 2.0 implementation plan on the agenda for Cg-18 and to support the concept of a project office in the secretariat to support implementation of WIS 2.0.
[bookmark: _Toc504381499]ICT-ISS concluded that close collaboration between WIS with GEOSS was appropriate, but that WIS needed to control the hosting and the technical infrastructure supporting WIS to ensure its operational sustainability. There were strong benefits to both WIS and GEOSS of re-using the GEOSS technologies and of WIS hosting elements of the GEOSS infrastructure on operational platforms.
[bookmark: _Toc504381500]The first phase of WIS 2.0 implementation should be referred to as the “initial” phase. That would be followed by an “evolution” phase and the full implementation would be the “final” phase.
ICT-ISS provided TT-eWIS with guidance on what it would expect to be in the implementation plan for WIS 2.0.

9	Issues for consideration of ITT-WIS.
There would be a meeting of ITT-WIS 7-8 March 2018.
10	Review consistency of recommendations.
The decisions and actions were reviewed.
11	Agree topics for CBS TECO and recommended approvals procedures for items, including side-meetings at CBS TECO.
ET-CTS
ET-CTS needed approval for:
1.1. Cache in the cloud: this would be discussed at TECO – the discussion would need information on costs, but this activity did not need EC or Congress approval;
1.2. Cybersecurity would be discussed at TECO, including the text for the WIS incident management process in the Manual and guide to WIS and the terms of reference of focal points – approval of EC-70 was needed;
1.3. SATCOM buyer’s guide would be discussed at TECO for approval by EC-70.
ET-CTS would meet in the second half of 2018 to cover additional topics.
[bookmark: _Toc504381501]The amendments to the Manual on GTS that were rejected by EC-69 would be re-submitted to EC-70 through CBS TECO, but the amendments to the text would be presented as a separate decision to that on the diagram describing WIS connectivity.
IPET-CM
IPET-CM would inform CBS TECO of the plans and benefits for GRIB 3. No decision would be needed by Cg-18; the technical decisions would need to be made in 2020.
GTS headers for space weather information would be approved using the fast track procedure.
IPET-CM would meet at the end of May 2018.
ET-WISC
ET-WISC would prepare the documentation for ICT Operations so that a high level summary could be presented at TECO, and the full version prepared for consultation in November and approval by Cg-18.
GISC watch would start from May 2018.
Audit criteria for GISCs would be prepared before the start of the audits and did not need to be presented to TECO.
The Manual on WIS requirements for monitoring, and WIS Technical Specification 15 would be updated to be consistent with current practice, and the interim guide for WIS monitoring modified and updated to become an annex to the Manual  on WIS. The Manual on WIS would be updated to include a requirement for an annual meeting of GISCs. These amendments would be presented to TECO, for approval by Congress.
The annual meeting of TT-GISC would be held before November 2018, preferably adjacent to ET-WISC.
IPET-DD
IWXXM amendments would be made using the fast track process. CBS TECO should be informed of the development timetable and approvals procedures to be used.
WMDR needed to be discussed at TECO, preferable under the discussions on WIGOS metadata.
Amendments to the WIS metadata standard would be implemented using the “between sessions” procedure. Likely amendments would be to improve search and to enable observation reporting schedules to be summarized.
TT-AvXML would meet in the first week of May, back-to-back with the ICAO WG-MIE.
TT-eWIS
The business case for WIS 2.0 would need to be ready by 28 February.
There would be a GEO meeting in the first week of May that provided an opportunity for WIS experts to interact with the GEO community.
The outline implementation plan would need to be presented to TECO, and the complete plan to be approved by Cg-18. EC-70 should be asked to endorse the requirement for a project office to support WIS 2.0.
TT-IM
The eight topics (for the Manual) and aspects (for the Guide) of information management practice would be presented to TECO and the maturity matrix concept would be explained. More detail would be added (the “behaviours”) ready for consultation in November 2018 for approval by Cg-18.
TT-IM might need to meet in September 2018.
ET-CAC
The finalized generic audit process would be presented to TECO. The most appropriate place to record the process would be in the documentation of the quality management system; approval for this would be through Cg-18. 
CBS TECO would be informed of the audit schedule for GISCs and the intention for onsite audits; EC-70 would need to approve on-site auditing and to change the text in the Manual  and Guide WIS to change GISCs to a four year cycle for on-site full audits.
ET-CAC would meet in the first half of 2018.
[bookmark: _Toc504381466]The secretariat would place the items agreed during the meeting on the TECO agenda. They and the organizing committee would assess which other submitted papers would be accepted. The secretariat and ICT-ISS would work out an appropriate time table for the time slots allocated to OPAG ISS.
[bookmark: _Toc504381502]There would be a teleconference to confirm the time table during TECO in early March  2018.
[bookmark: _Toc504381467]Mr Tsunoda would find out what interest there had been in the dashboard demonstrations at CBS-16 and recommend whether a side event on the dashboard would be useful at TECO.
[bookmark: _Toc504381468]The secretariat would reserve rooms for the side events.
Topics for TECO
[bookmark: _Toc504381503]ICT-ISS agreed the topics, side meetings, and draft time allocation for TECO shown in Annex 7.
12	Any Other Business.
There was no other business.
13	Close of meeting.
The meeting closed at 1800 on 18 January 2018.

--------------------



Summary of Actions and Decisions

Summary of actions from ICT-ISS-2018
A-2018/1.	ICT-ISS asked TT-GISC to explore alternative cost sharing models based on a total cost of the cache in cloud service of 300,000 USD per annum, and to update the figures that came from the WMO RFI (due by 15 February 2018), and to make this final information available to the chair of OPAG ISS two weeks before CBS TECO.
A-2018/2.	ICT-ISS asked ET-WISC to work with ET-CAC to explore WIS compliance issues and implementation strategies for phase I of the Cache in Cloud, taking note for example of the roll out strategies used by the RMDCN that enabled NMHS of all economic scales to be able to join the RMDCN.
A-2018/3.	ICT-ISS requested the Cache in Cloud team to include an exit strategy in their plan.
A-2018/4.	ICT-ISS encouraged the Satcom team complete the guide in time for it to be shown at CBS TECO.
A-2018/5.	ICT-ISS asked the secretariat to write (by the end of January 2018) to GISCs asking them to make their WIS monitoring information JSON files available to the two GISCs operating WIS Common Dashboards (Beijing and Tokyo) so that it was available in time for CBS TECO 2018. The letter would ask GISCs to provide WIS monitoring  information for the DCPCs and NCs for which they are principal GISC.
A-2018/6.	ICT-ISS asked ET-WISC to update the Interim Guide for WIS monitoring to be consistent with the practices expected at WIS centres.
A-2018/7.	ICT-ISS asked the secretariat to write to GISCs asking them to participate in the GISC watch according to the schedule to be defined by TT-GISC.
A-2018/8.	ET-CAC would include participation in WIS monitoring activities in the audit criteria for GISCs.
A-2018/9.	The secretariat would modify the text in Annex 3 to include only aspects suitable for the Guide to WIS and place additional detail on the GISC operations page.
A-2018/10.	ICT-ISS requested ET-WISC complete the text for the Manual on WIS on ICT Operations by the end of January 2018 with the guidance being completed in time for a consultation to start in November 2018.
A-2018/11.	ICT-ISS agreed to submit the proposed TORs for ET-CAC at Annex 5 to CBS MG for approval.
A-2018/12.	ICT-ISS asked the secretariat to prepare an amendment to the Guide on WIS to correct all references of the Task Team on Centre Audit and Certification to that of the Expert Team on Centre Audit and Certification.
A-2018/13.	IPET-CM will produce a transition plan for introducing GRIB 3 that made it clear the timescales and what Members will need to do at each step in the transition.
A-2018/14.	The secretariat would place the items agreed during the meeting on the TECO agenda. They and the organizing committee would assess which other submitted papers would be accepted. The secretariat and ICT-ISS would work out an appropriate time table for the time slots allocated to OPAG ISS.
A-2018/15.	Mr Tsunoda would find out what interest there had been in the dashboard demonstrations at CBS-16 and recommend whether a side event on the dashboard would be useful at TECO.
A-2018/16.	The secretariat would reserve rooms for the side events.
Summary of decisions from ICT-ISS-2018
D-2018/1.	ICT-ISS agreed to proceed as proposed with the cache in the cloud project. If no useful proposals were available following the RFI process, a consultant or Member would be asked to create the information needed to prepare the case for procuring a cloud service.
D-2018/2.	ICT-ISS decided to proceed with submission of the recommendations of the Cache in Cloud project to TECO, EC-70 and Cg-18 as planned.
D-2018/3.	Should the GISCs not reach consensus on a charging model for the cache in the cloud project after TECO, there would need to be a side meeting at EC-70 of the PRs from GISC Members to resolve cost sharing. Such a side meeting should include those PRs operating GISCs who were not attending EC-70.
D-2018/4.	ICT-ISS considered that the cache-in-the cloud operational service would not be a suitable platform to run experimental  services, and that a separate provision would need to be made for piloting services such as the GDPFS cloud-based computation.
D-2018/5.	The procurement of the cache in the cloud service would be presented at CBS TECO 2018.
D-2018/6.	ICT-ISS agreed to present the draft Satcom Buyers Guide to CBS TECO 2018 and subsequent consideration of EC-70 for publication prior to Satcom 2018 as an attachment to the Guide the WIS.
D-2018/7.	ICT-ISS agreed that the chair of ET-CTS should continue to represent OPAG ISS on the SATCOM Forum.
D-2018/8.	ICT-ISS decided to present the WIS IT security incident management process to CBS TECO 2018 together with the revised terms of reference for focal points, and to place the process in the Manual and Guide to the WIS.
D-2018/9.	ICT-ISS decided that it was sufficient for two GISCs to operate a WIS Common Dashboard.
D-2018/10.	ICT-ISS agreed to present  to CBS TECO 2018 the amendments on WIS monitoring to the Guide to the WIS (WMO‑No. 1061) as specified in Annex 3 to the paragraphs 8.6 and 8.7 and to the Annex to paragraph 8.7.
D-2018/11.	ET-WISC would be responsible for maintain the "WMO WIS Monitoring: JSON Message Specifications and Guidelines" (http://wis.wmo.int/file=2569)
D-2018/12.	ICT-ISS decided that proposals for updating the Part VII “Operational Guidance” of the Guide to the WIS (WMO No. 1061) should be presented to CBS TECO 2018.
D-2018/13.	ICT-ISS decided to include within the Manual on WIS a requirement for all GISC operators to meet annually to coordinate their activities.
D-2018/14.	ICT-ISS agreed to present to CBS TECO 2018 the proposals on the GISC watch in Annex 4.
D-2018/15.	The GISC audit cycle should be four years, with an onsite full audit at every cycle. This would need amendments to the Manual and Guide to the WIS.
D-2018/16.	ICT-ISS agreed to present the Technical Regulation for ICT Operations to CBS TECO 2018.
D-2018/17.	ICT-ISS agreed to present the generic process for centre audit in Annex 6 to CBS TECO 2018 and changed its name to the generic process for on-site audits.
D-2018/18.	ICT-ISS agreed that the pre-existing audit process for DCPCs would be continued as the process for off-site audits. The owner of the parent system for the centre would decide on the type of audit (on-site or off-cite) that was appropriate.
D-2018/19.	ICT-ISS recommended to CBS-MG that, because of the elapsed time since the first audits of GISCs and the change in audit focus to examine the services and support to the community provided by GISCS, the on-site audits should be used for auditing the GISCs. If GISCs did not agree to this, CBS-MG would need to ask the permission of EC to perform onsite audits.
D-2018/20.	ICT-ISS recommended that the audit cycle for GISCs should start in June 2018 and that audits should be onsite. This should be discussed at CBS TECO 2018.
D-2018/21.	ICT-ISS concluded that amendments to the WIS metadata standard needed to support creating schedules of reporting times for observing sites should use the “between sessions” approvals procedure because they might need changes to software in order to implement them.
D-2018/22.	In order to support the creation of a catalogue of reporting times for observations, WIS metadata should support selecting records on the criteria: that the dataset contains observations (in near real time), the physical parameters contained in the reports, the reporting time(s), and the station making the report. IPET-DD was asked to develop the WIS metadata standard and guidance so that the metadata records contain the information required to do this, and to develop a search mechanisms to extract the information from the WIS catalogue to allow such a catalogue to be produced.
D-2018/23.	Following testing, version WMDR1.0RC7 (or a modified version) WMDR should be submitted for approval by Cg-18, with a formal consultation by correspondence between November 2018 and February 2019.
D-2018/24.	It would be clearer for members to present the WMDR to CBS TECO as part of the presentation of WIGOS issues. The presentation should include the  requirement for validation by  Members before the standard was proposed to Congress.
D-2018/25.	The team recommended that IPET-CM and TT-GRIB should utilize CBS TECO in 2018 and the 18th Congress as opportunities to communicate the necessity and benefits of the new GRIB edition to WMO Members.
D-2018/26.	ICT-ISS recommended that guidance on policy aspect of the migration to WIGOS Identifiers, especially about the migration deadline and Members’ obligation to use WIGOS Identifiers for existing observation stations, should be given by ICG-WIGOS.
D-2018/27.	GTS headers would be required for space weather information; these would be implemented in the Manual on GTS using the fast track procedure.
D-2018/28.	Contents of WIGOS metadata code tables should be maintained by TT-WMD (or its successor), but the process of obtaining approval for their inclusion in the Manual on Codes should be supervised by IPET-CM and the fast track process used for amending their contents.
D-2018/29.	The eight topics and the associated aspects proposed for the Information Management component of WIS and its maturity model that would guide improvements and measure progress should be discussed at CBS TECO 2018. The presentation should include at least one row of the model completed to include the expected behaviours. The topics would appear in the Manual and Guide on WIS.
D-2018/30.	The executive summary and decisions of  the TT-eWIS-1 meeting would be submitted as an information paper to EC-70. The decision to be requested of EC-70 would be to include the WIS 2.0 implementation plan on the agenda for Cg-18 and to support the concept of a project office in the secretariat to support implementation of WIS 2.0.
D-2018/31.	ICT-ISS concluded that close collaboration between WIS with GEOSS was appropriate, but that WIS needed to control the hosting and the technical infrastructure supporting WIS to ensure its operational sustainability. There were strong benefits to both WIS and GEOSS of re-using the GEOSS technologies and of WIS hosting elements of the GEOSS infrastructure on operational platforms.
D-2018/32.	The first phase of WIS 2.0 implementation should be referred to as the “initial” phase. That would be followed by an “evolution” phase and the full implementation would be the “final” phase.
D-2018/33.	The amendments to the Manual on GTS that were rejected by EC-69 would be re-submitted to EC-70 through CBS TECO, but the amendments to the text would be presented as a separate decision to that on the diagram describing WIS connectivity.
D-2018/34.	There would be a teleconference to confirm the time table during TECO in early March  2018.
D-2018/35.	ICT-ISS agreed the topics, side meetings, and draft time allocation for TECO shown in Annex 7.
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1	Opening of the meeting.
2	Decisions recommended by ET-CTS and sub-teams, including SATCOM.
3	Decisions recommended by ET-WISC and sub-teams.
4	Decisions recommended by ET-CAC.
5	Decisions recommended by IPET-DD and sub-teams.
6	Decisions recommended by IPET-CM and sub-teams.
7	Decisions recommended by TT-IM.
8	Decisions recommended by TT-eWIS.
9	Issues for consideration of ITT-WIS.
10	Review consistency of recommendations.
11	Agree topics for CBS TECO and recommended approvals procedures for items, including side-meetings at CBS TECO.
12	Any Other Business.
13	Close of meeting.
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Add the following as the paragraph 8.6 and 8.7 in Part VIII "Monitoring of WIS" of the Guide to the WIS (WMO No. 1061)
8.6 The network and quantitative monitoring of WIS shall be done through the exchange of information in JSON files ("WMO WIS Monitoring: JSON Message Specifications and Guidelines" v1.1, http://wis.wmo.int/file=2569) which enables overview through the WIS Common Dashboards. All GISCs are required to provide the information in the aforementioned format.
Add the following text as the Appendix E to the Guide to the WIS (WMO No. 1061)
GISC Watch Programme
1. Every GISC shall participate the GISC Watch in a monthly roster. 
2. TT-GISC is responsible for making the on-duty roster.
3. The on-duty GISC shall
1) Carry out the GISC Watch by using information exchanged in JSON files. The WCD is advised to be used. 
2) Provide a summary report, and
3) Formally hands over the GISC Watch operation to the next GISC
4. The verifications performed by the on-duty GISC shall include at least:
1) Monitor the status of a service of each GISC, including OAI PMH, SRU and HTTP portal, on daily basis. (History of those matrixes is required and WCDs are requested to store/present the history for one month.) 
2) Monitor the number of metadata records of each GISC (should be similar to each other and no sudden big changes)
3) Use agreed issue tracker system (possibly REDMINE) to report the incidents and follow up on the actions. (GISC Brasilia will host and operate the REDMINE software). The notification is sent to affected GISC(s).
4) The ticketing system is used to manage and escalate issues as needed.
Template and Example of GISC Watch Report
	 ID
	Date
	GISC
	Finding
	Status
	Reporter

	1
	DD/MM/YYYY
	GISC A
	OAI Provider inactive
	closed
	XXX

	2
	DD/MM/YYYY
	GISC B
	Timeout Login Process
	partially open
	XXX

	3
	DD/MM/YYYY
	GISC C
	Can't reach GISC C
	open
	XXX

	4
	……
	
	
	
	

	5
	……
	
	
	
	

	On-Duty GISC
	GISC E
	Watch Peroid
	From: DD/MM/YYYY
	To: DD/MM/YYYY






[bookmark: OpGuidance]Annex 4: Amendment to the Guide to the WIS – Operational Guidance
Add a new paragraph 7.7 in Part VII “Operational Guidance” of the Guide to the WIS (WMO No. 1061) 
7.7 Procedure for assigning Distribution Code for the data published for exchange within WIS
7.7.1   WMO_DistributionScopeCode is used for indicating the distribution scope for the data published for exchange within WIS. It has the following code definition («CodeList»),
- GlobalExchange 001 Data are published for global exchange via WIS. Data shall be incorporated into theGISC cache.
- RegionalExchange 002 Data are published for regional exchange via a GISC.
- OriginatingCentre 003 Data are published for exchange directly via the originating centre.
7.7.2   Initial Distribution code is set by data provider.
- Default should be to encourage use of 1-GlobalDistribution.
- Exception would be large data streams such as HR Imagery, NWP or Radar data which should use 2 (RegionalExchange) or 3 (OriginatingCentre).
7.7.3 Principal GISC should, at the time of registration, monitor the size in terms of volume and frequency affecting the bandwidth for exchange or impact on cache size, and if suspicious flag this to the provider to see if it is necessary.
7.7.4 If provider insists, or otherwise, the GISC should consult other GISCs as to their view on accepting this new data series.
7.7.5 If the TT-GISC do not object then ok
7.7.6 If TT-GISC raise concerns or do not provide satisfactory answer for the data provider (no consensus, Then it goes to ICTT-WIS (Through chair ICT-ISS)
7.7.7 If a GISC notices or complains of the new stream, then they can trigger a TT-GISC review.
7.8 Participation of TT-GISC annual meeting
7.8.1 GISCs should attend the TT-GISC meeting and report status annually.
7.8.2 GISC status report should contain the agreed structure and content (https://wis.wmo.int/page=TT-GISC-ops).



[bookmark: TorETCAC]Annex 5: Terms of Reference for ET-CAC
Proposed Terms Of Reference - Expert Team On Centre Audit/Certification (ET-CAC)
(a)	Develop and maintain an audit framework for the assessment of WMO Centres based on the WMO provisions for Quality Management (WMO-No. 49, Part VII and ISO 9001:2015) - the WMO Framework for Audit and Evaluation of International Operational Facilities.
(b)	Provide guidance to system and process owners regarding the specification of assessment criteria based on a risk-based approach for inclusion within the audit framework.
(c)	Coordinate and schedule audits of operational centres in response to instructions from CBS, other relevant WMO bodies and other cooperating international organizations.
(d)	In collaboration with nominated subject matter experts, conduct audits of operational centres, in accordance with the audit framework.
(e)	Review audit activities to identify opportunities for improvements in audit procedures and their implementation, reporting to OPAG-ISS.


[bookmark: AuditProcess]Annex 6: Generic audit process for on-site audits

INTRODUCTION
1.	The generic demonstration and reporting process for assessment and auditing of any WMO member centre is based on the process of the previous TT-CAC in the assessment of WIS Centres.
2.	At a high level, the audit process consists of four phases:
Phase 1 Notification / request to audit a centre, accompanied by a completed self-assessment questionnaire;
Phase 2 Pre-audit capability assessment;
Phase 3 Onsite audit and validation by ET-CAC audit team;
Phase 4 Post audit reporting and recommendation.
3.	This process assumes that ET-CAC has been previously informed of the intention to certify one or more centres by the system owner’s constituent body through the CBS Management Group.
4.	ET-CAC will conduct the audits in reference to audit guidelines published by ISO within ISO 19011:2011. The particular component of the guide are the principles of auditing: 
integrity, fair representation, due professional care, confidentiality, independence, use of an evidence-based approach.
5.	ET-CAC will also incorporate a risk base approach as a seventh element, which is in the next version of the Guide, DIS/ISO 19011:2018e, that requires the use of professional judgement to determine which topics and issues may introduce the highest risk to the system being audited. (See Annex 1).
6.	The entire audit process, including all documentation, site assessments, discussions and reporting to be conducted in the English language. 
7.	The following aspects of the first round of WIS audits were considered effective and will be retained in the generic audit programme:
Geographic diversity (e.g. ensuring that auditors do not audit centres within their region) to ensure the necessary impartiality of audit teams;
Two-person audit teams – a lead auditor with relevant audit experience and a Subject Matter Expert (if possible);
Onsite audits to be conducted over 2-days, excluding auditor travel time to and from the audit site.

PHASE 1 RECEIPT OF NOMINATION / REQUEST TO RE-CERTIFY
8.	Phase one commences when ET-CAC receives a formal request to undertake a certification audit of a new centre, or recertification audit of an existing centre. Such a request will be accompanied all relevant contact point information to allow ET-CAC to liaise with the centre management and experts.
9.	The centre will also provide a completed self-assessment questionnaire that provides preliminary evidence of the centre’s capabilities, based upon the audit criteria provided the ‘system owner’.
10.	The self-assessment information should be provided in the english language and be in a style that can be easily understood by an auditor, using highly technical language only were necessary.
11.	ET-CAC, in consultation with the system owner’s constituent body, will assign a team of auditors, with the Lead auditor being responsible for ensuring the outcome of each audit delivers clear and concise findings upon with informed decisions can be made.
12.	With the transparency of the audit process key to ensuring a successful audit, all participants in the audit process need to understand their role and responsibilities. To ensure clarity, the process should be clearly articulated, and the information provided to all stakeholders should include:
The audit objective;
The audit process;
The applicable guiding principles found in ISO 19011: 2011/2018;
Information concerning the composition of the audit team, including their contact details and relevant skills, experience and competence;
Advice that all documentation is in place (including security and health and safety requirements) to enable the auditors to visit all sites and facilities required by the audit;
Providing clarity and details of what expenses are being met by the host organisation;
Confirmation that the host organisation will provide organisational support to facilitate auditor travel arrangements, including assistance with visa applications as required.

PHASE 2:  RECEIPT OF NOMINATION / REQUEST TO RE-CERTIFY
13.	Phase 2 commences with the audit team undertaking an assessment of the information provided by the centre in their self-assessment questionnaire.
14.	The auditors will advise the centre whether the self-assessment information is sufficient for the audit team to move to the onsite phase. 
15.	Should further information be required to make this initial assessment, the audit team will correspond with the candidate centre’s point/s of contact to request further information, or to clarity specific matters, to the audit team’s own satisfaction. 
16.	Should sufficient information not be received by the audit team to complete the pre-audit assessment, the team will advise the centre and the system owner’s constituent body that a site assessment should not take place, with an explanation of the reasons for that recommendation.
17.	Should this situation occur, progression to Phase 3 On-site assessment and audit will only occur if sufficient preliminary evidence is subsequently supplied, again to the satisfaction of the audit team.

PHASE 3: SITE ASSESSMENT AND AUDIT
18.	Phase 3 commences with the conducting of the onsite assessment and audit by the audit team to verify the centre’s capabilities against the predetermined assessment criteria.
19.	As previously noted, the audit mission should not exceed two business days duration, excluding travel to / from the centre.
20.	In line with professional audit practise, the onsite assessment with commence with a formal opening meeting where the audit team provides and overview of their activities, and finish with a formal closing meeting where the team informally presents a short summary of their findings, and their provisional assessment.
21.	The auditors will then undertake the assessment and audit by means of discussion, interview, document and/or records review, and observation of appropriate operational functions using the predetermined assessment criteria to guide their assessment and evidence gathering to assess the centre has in place the necessary acceptable means of compliance with the audit criteria. 
22.	Certain tests or simulations on systems may also be requested by the audit team or offered by the candidate centre to verify the correction operation of a system or application.
23.	It should be noted that the audit team may not be able to assess all organisational, technical or scientific aspects of the centre’s programme during the audit, but may, at their discretion, selectively sample particular aspects of the operation to support their assessment of the centre’s capability. 
24.	The audit team will make their assessment of based solely on the evidence collected during the on-site assessment, and will determine whether the centre is:
Compliant – the centre has demonstrated to the satisfaction of the audit team that, at the time of observation, it fulfils the relevant criteria to pass assessment without any qualification;
Compliant, but with qualification - the centre has demonstrated to the satisfaction of the audit team that, at the time of observation, it fulfils the relevant criteria to pass assessment, but with qualification; the qualification will be made in the form of a short concise statement;
Not compliant – The centre has not demonstrated to the satisfaction of the audit team, that at the time of observation, it fulfils the relevant criteria to pass assessment. 

PHASE 4 POST AUDIT REPORTING AND RECOMMENDATION
25.	Phase four commences at the end of phase three with the preparation of the post audit report and its submission to the to appropriate WMO constituent body, ideally within 5 business days of returning from the on-site assessment and audit.
26.	The report will provide additional detail on the strengths, weaknesses, opportunities for improvement, non-compliance and areas of concern, in as well as a recommendation on the overall assessment of the centre. 
27.	The report will be treated as a confidential document, available only to the centre being audited and to authorised individuals within WMO and the constituent body. 
28.	The WMO constituent body will finalise each post-audit report and will forward it to their own predefined distribution list. 
29.	Evidence that has been collected during the site assessments and audits will be forwarded to WMO. Any hard or soft copies held by the auditors will be destroyed or deleted.
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	Item
	Session
	Duration
	Discussion
	Who

	WIS 2.0
	2
	1.30
	
	Jeremy

	Cache in the cloud
	2
	
	
	Remy

	IT security response process
	2
	
	
	Phil C? /Remy/ Matteo

	Audit method
	3
	15
	
	Matteo (Kevin?)

	SATCOM paper
	1
	5
	5
	Matteo

	ICT  operation
	3
	30
	
	JMA/CMA

	Monitoring
	3
	
	
	JMA/CMA

	WIS Part C
	3
	45
	
	Thorsten?
Matteo

	Introduction to ICT-ISS
	1
	15
	
	Matteo

	GRIB 3
	1
	10
	5
	Jitsuko



Breakout session – this would be for side meetings plus any small-group discussions that are needed
Side meetings:
WIS 2.0 “demonstration” (2h), cybersecurity and exposure to risks (Hassan) (30m), WIS monitoring and the WIS common dashboard (JMA) (30m)
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