Pre-session exercise: correct mark-up of text that seeks approval of amendments to publications. Page 4
Exercise – mark-up changes to an existing publication.
When experts revise Technical Regulations, it is important to be able to see where the changes have been made so that editors and translators do not have to review the whole document, and so that delegations can see which text they need to concentrate on. To enable this, drafters usually provide text created using the Word “Track Changes” option. Note that DPMU now uses a publication tool that is driven from Word files. You should ask for a Word version of the current publication and mark up changes relative to that (note that you must not change in any way the parts of the text that are displayed in areas with a green background).
This exercise is intended to help you mark-up correctly changes to Technical Regulations and other published documentation. When moving from one draft to the next, WMO procedures require all track changes to be accepted. This means that track changes cannot be used in session documents to mark-up sections of Technical Regulations that are to be amended.
There are three versions of text presented in the current document:
1) the original text;
2) revised text with track changes provided by subject experts;
3) correctly marked-up text for inclusion in the session documentation.

To see what happens when you do not mark-up text correctly, go to “review” on the ribbon and “accept all changes”. Now look at the second section (New Text). You should not be able to see which text had been changed. Move to the third section (Text marked up correctly) and you can still see the changes. Undo “accept all changes” to recover the original text of the document.
Click on the “WMO Tools” ribbon, and then make sure that Track Changes is turned off.
Your task is to take the text provided by the experts (New text) and convert it into the mark-up style format that survives tracked changes being accepted.
You can use the tools on the WMO toolbar to do this. In the section on “Review Tools” there is an item called “Manual Changes”. Click the arrow on this to see the list of options open to you. You will see tools that allow you to mark-up changes by hand (useful if you need to add further amendments during a session), and to process tracked changes. Experiment with these to see how you can use them to help you prepare documents.
If you have time left, convert all the text to the WMO styles (WMO_BodyText, WMO_Listn, WMO_ResListn, etc) that must be used in session documents. Work out the best way to make these format changes. Then create a new draft 1 document using the toolbar and copy your revised text into it.

Original text
Annex 8  - Guide to Information Technology Security (WMO No 1115)
1. Under Revision History include:
2. Under 1. Executive Summary 
(Para 1) 
The quality of our work, our research and our services for the health and safety of humans depends on the exchange of meteorological and environmental data, and on discussions that occur within our scientific community.
(Para 3)
However, in parallel to these positive changes in the way our community works, an increasing number of threats are pre throughout the Internet, and …
(Para 5)
For example, it would only take minutes for a newly purchased computer system to become infected with some form of electronic virus if it was installed on the Internet without …
(Para 8)
… It should help to understand the basic concepts and principles of ITS, …
(Para 9)
· … approach to all ITS matters
· Building a network architecture that will provide resilience against attempts to illegaly penetrate networks 
· Monitoring external connections in order to detect any abnormal access or activity
· Regularly applying security patches to critical systems as they become available
· Managing care the user access codes and passwords

The complete list as defined in the International Standards Organization (ISO) / International Electrotechnical Commission (IEC) information security standard can be found at http://en.wikipedia.org/wiki/ISO/IEC_27002. Another helpful reference is http://www.itgovernance.co.uk/bs7799.aspx.


3. Under 2. Definition of Information Technology Security
The purpose of Information Technology Security (ITS) is to help an organization fulfil its mission by protecting its IT resources, and through that, its assets. These assets must be properly identified so that adequate security requirements can be defined.
Additional information regarding the information security standard can be found at http://en.wikipedia.org/wiki/ISO/IEC_27002, and http://en.wikipedia.org/wiki/ISO/IEC_27001.
The next four sections briefly mention some of the tasks necessary tasks to implement ITS…

4. Under 2.1 Protecting systems against potential failures
All Information Technolo (IT) resources play a part, which must be correctly understood, in permitting an organization to deliver services according to its mission. Any failure in these IT resources can then affect the capability to deliver these services.
Moreover, most organizations have dedicated links with partners. By default, these partner links should be considered as unsecure as any other public link (such as the connection to the Internet). They could be used to propagate security incidents  between organizations. In the best-case scenario, these could damage reputation, and, in the worst-case scenario, generate legal proceedings.
Thus, ITS is concerned …
5. Under 2.2 Malicious versus non-malicious
[bookmark: _GoBack]… For example, malicious activities can include fraud and theft, internal or external hackers, malicious code such as virus or spyware, espionage, etc …
6. Under 2.4 Security techniques and procedures to consider
Once an organization has properly identified its ITS requirements, prevention measures are set up to prevent or restrict an error, omission or unauthorized intrusion.
Monitoring and reporting should give the organization proper visibility of its information system. They must be defined so that a security incident can be quickly detected, and its origin properly identified.


[bookmark: _New_text]New text

Annex 8  - Guide to Information Technology Security (WMO No 1115)
1. Under Revision History include:
2016-April – ET-CTS, document review
2. Under 1. Executive Summary 
(Para 1) 
The quality of our work, our research and our services for the supporting  health and safety of humans depends on the exchange of meteorological and environmental data, and on discussions that occur within ourthe WMO  scientific community.
(Para 3)
However, in parallel to these positive changes in the way our community works, an increasing number of threats are preprevalent throughout the Internet, and …
(Para 5)
For example, it would potentially only take minutes for a newly purchased computer system to become infected with some form of electronic virus if it was installed on connected to the Internet without …
(Para 8)
… It should help act as an aid to understandunderstanding the basic concepts and principles of ITS, …
(Para 9)
· … approach to all ITS matters
· Building a zoned network architecture that will provide resilience against attempts to illegaly penetrate compromise systems, networks and hosts. In this context, a zone is a logical area within a networking environment with a defined level of network security
· Monitoring external connections in order to detect any abnormal access or activity
· Regularly applying security patches to critical systems as they become available
· Managing care the user access codes and passwords

· Ensuring that access control mechanisms are in place, commensurate with the system being protected, and managing them with diligence. 
· reinforcing best security and cultural practices across Organisations through continual security education
The complete list as defined in the International Standards Organization (ISO) / International Electrotechnical Commission (IEC) information security standard can be found at http://en.wikipedia.org/wiki/ISO/IEC_27002. Another helpful reference is http://www.itgovernance.co.uk/bs7799.aspx.


3. Under 2. Definition of Information Technology Security
The purpose of Information Technology Security (ITS) is to help an organization fulfil its mission by protecting its IT resources, and through that, its assets. These assets must be properly identified so that adequate security requirements can be defined.
Adequate security requirements can be defined using the following steps:
1. Identifying the assets
2. Identifying the proper security criteria with, for each criterion, a proper scale (cf. §2.3)
3. Identifying the assets’ security needs, according to the defined criteria
4. conducting a risk analysis (some risks described in § 2.2)
5. Identifying the security techniques and procedures to consider (cf. §2.4)

Additional information regarding the information security standard can be found at http://en.wikipedia.org/wiki/ISO/IEC_27002, and http://en.wikipedia.org/wiki/ISO/IEC_27001. and in section five of this document.
The next four sections briefly mention some of the tasks necessary tasks to implement ITS…

4. Under 2.1 Protecting systems against potential failures
All Information TechnoloTechnology (IT) resources play a part, which must be correctly understood, in permitting an organization to deliver services according to its mission. Any failure in these IT resources can then affect the capability to deliver these services.
Moreover, most some organizations have dedicated links with partners. By default, these partner links should be considered as unsecure assimilarly to  any other public link (such as thea  connection to the Internet). They could be used to propagate security incidents threats between organizations. In the best-case scenario, these could damage reputation, and, in the worst-case scenario, generate legal proceedings...
Thus, ITS is concerned …
5. Under 2.2 Malicious versus non-malicious
… For example, malicious activities can include fraud and theft, internal or external hackers, malicious codes such as virusviruses or spyware, espionage, etc …
6. Under 2.4 Security techniques and procedures to consider
Once an organization has properly identified its ITS requirements, prevention measures are set upimplemented to prevent or restrict an error, omission or unauthorized intrusiontechnically and procedurally deliver against them.
Monitoring and reporting should give the organization propersome  visibility of its information system. They It must be defined so that a security incident can be quickly detected, and its origin properly identified., and for this to act as an enabler to a complementary process that would limit the threat boundary (such that it is prevented from doing further damage to connected systems/data).


[bookmark: _Text_marked_up]Text marked up correctly
Annex 8  - Guide to Information Technology Security (WMO No 1115)
1. Under Revision History include:
2016-April – ET-CTS, document review
2. Under 1. Executive Summary 
(Para 1) 
The quality of our work, our research and our services for supporting the health and safety of humans depends on the exchange of meteorological and environmental data, and on discussions that occur within the WMO our scientific community.
(Para 3)
However, in parallel to these positive changes in the way our community works, an increasing number of threats are prevalent throughout the whole Internet, and …
(Para 5)
For example, it would potentially only take minutes for a newly purchased computer system to become infected with some form of electronic virus if it was installed on connected to the Internet without …
(Para 8)
… It should help to act as an aid to understanding the basic concepts and principles of ITS, …
(Para 9)
· … approach to all ITS matters
· Building a zoned network architecture that will provide resilience against attempts to illegaly penetrate compromise systems, networks and hosts. In this context, a zone is a logical area within a networking environment with a defined level of network security
· Monitoring external connections in order to detect any abnormal access or activity
· Regularly applying security patches to critical systems as they become available
· Ensuring that access control mechanisms are in place, commensurate with the system being protected, and Mmanaging them with diligence. care the user access codes and passwords
· reinforcing best security and cultural practices across Organisations through continual security education
The complete list as defined in the International Standards Organization (ISO) / International Electrotechnical Commission (IEC) information security standard can be found at http://en.wikipedia.org/wiki/ISO/IEC_27002. Another helpful reference is http://www.itgovernance.co.uk/bs7799.aspx.


3. Under 2. Definition of Information Technology Security
The purpose of Information Technology Security (ITS) is to help an organization fulfil its mission by protecting its IT resources, and through that, its assets. These assets must be properly identified so that adequate security requirements can be defined.
Adequate security requirements can be defined using the following steps:
1.	Identifying the assets
2.	Identifying the proper security criteria with, for each criterion, a proper scale (cf. §2.3)
3.	Identifying the assets’ security needs, according to the defined criteria
4.	conducting a risk analysis (some risks described in § 2.2)
5.	Identifying the security techniques and procedures to consider (cf. §2.4)

Additional information regarding the information security standard can be found at http://en.wikipedia.org/wiki/ISO/IEC_27002, and http://en.wikipedia.org/wiki/ISO/IEC_27001 and in section five of this document.
The next four sections briefly mention some of the tasks necessary tasks to implement ITS…

4. Under 2.1 Protecting systems against potential failures
[bookmark: _Annex_9_-]All Information Technology (IT) resources play a part, which must be correctly understood, in permitting an organization to deliver services according to its mission. Any failure in these IT resources can then affect the capability to deliver these services.
Moreover, most some organizations have dedicated links with partners. By default, these partner links should be considered similarly to as unsecure as any other public link (such as a the connection to the Internet). They could be used to propagate security threats incidents  between organizations. In the best-case scenario, these could damage reputation, and, in the worst-case scenario, generate legal proceedings.
Thus, ITS is concerned …
5. Under 2.2 Malicious versus non-malicious
… For example, malicious activities can include fraud and theft, internal or external hackers, malicious codes such as viruses or spyware, espionage, etc …
6. Under 2.4 Security techniques and procedures to consider
Once an organization has properly identified its ITS requirements, prevention measures are set up to prevent or restrict an error, omission or unauthorized intrusion measures are implemented to technically and procedurally deliver against them.
Monitoring and reporting should give the organization some proper visibility of its information system. They It must be defined so that a security incident can be quickly detected, and its origin properly identified, and for this to act as an enabler to a complementary process that would limit the threat boundary (such that it is prevented from doing further damage to connected systems/data).


Hint for converting the format of text.
You will find that if you apply the WMO_ styles, the manual change markings are lost. You should, therefore, turn off tracked changes, apply the style changes to the text that has been marked up using tracked changes, and then convert the result to text with manual change markings.
