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[bookmark: _GoBack]Proposal for an update of Attachment II-15 
Telecommunication protocols
Recommended protocols
The recommendation is to present X25 as deprecated, at least for international data exchanges (to be discussed during the meeting), and tcp/ip as the standard and the recommended protocol.
We recommend keeping IPv6 as not recommended yet.
Data exchange protocols
Tcp/ip socket-based
Tcp/ip socket-based protocol cannot be proxied by any commercial security product and, therefore, can be considered as weakening one’s IT security.
Moreover, this protocol does not permit client authentication.
The recommendation is to set it as deprecated.
Ftp
Ftp is now widely used for GTS data exchanges.
There are two data-exchange modes:
· Active mode: the ftp-data connection is initiated by the server to the client
· Passive mode: the ftp-data connection is initiated by the client to the server
Active mode is not NAT-friendly since the IP address of the client is sent through a “port” command, requesting the server to open the ftp-data connection to this IP address. If it is a natted address, the connection cannot be opened.
It is not firewall-friendly either since the client side has to be ready to accept any tcp connection on destination port greater than 1024.
In passive mode, there is not nat issue since the client opens both ftp-command and ftp-data connections. And firewall rules are limited to tcp/21 (ftp) and tcp/20 (ftp-data) on both side.
Still, firewall now handle properly nat and active mode in ftp protocol.
So the use of passive mode is recommended if network filtering is performed by basic filtering systems, like router ACLs.
Encrypted file transfer protocols
Even if most of the data exchanged through the GTS are not confidential, the use of encrypted protocols avoids to send clear text authentication credentials through unsafe networks.
However, the encryption/decryption process consumes more processing power at each end.
There are two main encrypted file transfer protocols: ftps and sftp
1. Ftps
Ftps is similar to ftp with encrypted command and data channel. Therefore, it is not firewall friendly and is not recommended.
2. Sftp
Sftp, for ssh file transfer protocol, is based on ssh and allow authenticated encrypted file transfer, through one tcp port, usually tcp/22. Authentication can rely on user and password or on public and private keys.
As it is encrypted, it cannot be analyzed by firewall, as explained in the Guide to ITS [1], and should only be used between trusted systems and partners with an appropriate secured network infrastructure.
The use of sftp is recommended.
References
[1] WMO-No. 1115 - Guide to Information Technology Security - § 6.2
Recommended Text 
The following amendments are proposed for the Att.II-15 of the Manual on the GTS :
In “Foreword” (p.144):
“Various protocols were used including X.25 in recent years the 80’s and the 90’s.”
 “Considerable efforts have been applied in defining the framework for applying TCP/IP to the GTS and for the orderly transition from the Open Systems Interconnection (OSI) X.25-based origin of the GTS. Furthermore, it is understood that TCP/IP will be is now the basis for all new telecommunication functions implemented in support of the WMO Information System (WIS).”
In “Introduction / Historical perspectives” (p.144):
“The GTS at present is predominantly used to support the message switching application using message exchange in WMO format. This exchange is done using:
(a) TCP/IP protocols;
(b) Limited OSI transport service based on point-to-point X.25; 
and is supplemented by broadcasts.”
In “Introduction / Purpose of this attachment” (p.145):
“The aim of this attachment is to describe those aspects of the application of TCP/IP that apply specifically to the GTS to meet new requirements and also the long-established routine data exchange undertaken by MSSs. This attachment takes into account the technical evolution of the GTS from an X.25-based network, and maintains the philosophy that Centres continue to be autonomous as far as possible. It is recognized that the timing for implementation of new systems is determined by individual Members in the light of their available resources and relative priorities, but it is also understood that new WIS functionality is expected to be achieved mostly via TCP/IP protocols.”
In “Evolution of the GTS” (p. 146):
“The use of the ISO/ITU standard X.25 was adopted by WMO in the early 1980s to facilitate the exchange of data and products encoded in WMO binary code forms (GRIB, BUFR, etc.) and to act as a base for higher level OSI applications. Although OSI was regarded at the time as the strategic direction for the evolution of data communications, this has changed. Today, there is no doubt that TCP/IP protocols are the most accepted and widespread protocols for the exchange of data”
In “GTS DATA EXCHANGE METHODS – Introduction” (p. 156):
“There are three data exchange methods defined for used on the GTS. The first two are for the exchange of traditional GTS messages. The third is for the exchange of other data.
FTP and SFTP are the two data exchange methods that can be used on the GTS.
For traditional GTS messages (those with TTAAii CCCC) the two standards are based on:
(a)	TCP/IP sockets
(b)	FTP.
Centres are able to choose between these standards encouraged to choose FTP or SFTP by bilateral agreement. SFTP is to be preferred on the Internet.
Other data may also be exchanged on the GTS using a separate standard based on FTP.”
In “GTS DATA EXCHANGE METHODS” (p. 156-157):
TCP sockets-based data exchange
The TCP socket standard involves establishing a connection from the sender to the receiver and for GTS messages to be sent preceded by two control fields. The first field contains the message length and the second is a 2-character field indicating message type (binary, alphanumeric or fax). The third field is the actual GTS message contained within a standard GTS SOH/ETX envelope. The receiving centre uses the message length to determine where each incoming message begins and ends.
The GTS TCP socket protocol does not guarantee end-to-end delivery and data may be lost if the link or one of the message switching systems fails.
The complete data structure is illustrated in Figure 6. Note that the message length does not include the length of the first two fields (message length and type). The message length must always be eight characters long and include leading zeroes as required. The message type field should be encoded using ASCII characters BI for binary, AN for alphanumeric and FX for facsimile.
<FIGURE 6>
The rules for use of TCP/IP socket exchange can be summarized as follows:
1. All new connections must start from a new message.
2. Each message is preceded by a message length field of eight ASCII characters and a message type field of two ASCII characters.
3. Message length is counted from SOH to ETX inclusive and must contain leading zeroes as necessary.
4. Message type must be encoded as BI for binary, AN for alphanumeric or FX for facsimile.
5. Receiving centres will check synchronization as follows: • Check that the first 8 characters are ASCII numeric; • Check that the 9th and 10th characters are BI, AN or FX; • Check that the 11th character is SOH; • Check that the last character is ETX.
6. If synchronization is lost the receiver shall break the connection using the following sequence of TCP user primitives: • shutdown (to make sure that all data in the TCP send buffer has been transferred); • close.
7. It is recommended to use separate sockets for ASCII and binary messages, and separate connections for sending and receiving. The sender should always be responsible for establishing the connection.
8. Once a connection is established, it should be maintained.
9. If there should be a need to close a socket, the procedure should be as follows: • shutdown (to make sure that all data in the TCP send buffer has been transferred); • close.
10. This procedure should also be used when an MSS is being shut down.
11. If the receiving side receives a new unexpected connection request on a port for which it has an established socket, the old socket should be closed and the new socket accepted.
12. TCP/IP service/port numbers for these connections will be decided by bilateral agreement. The use of reserved ports (1 to 1023) should be avoided. The use of ports above 10000 is recommended.
13. To reduce the amount of data lost if an established connection fails, the TCP send and receive buffer sizes can be adjusted. The recommended value for the buffer size is 4KByte, however this value may be agreed on a bilateral basis.
14. To enable detection of message loss, the use of the channel sequence number (CSN) is mandatory. When using the CSN to check for missing messages, the WMO request/repeat procedures should be used to recover these. It may be useful to automate this mechanism to avoid delays caused by manual interaction. In order to minimize data loss, it is strongly recommended that Centres implement a 5-character-long CSN in the future.
15. The channel sequence number 000 (or 00000 respectively) should indicate an initialization, and should not cause retransmission requests.
In “GTS DATA EXCHANGE METHODS” (p. 157):
“SFTP/FTP procedures and file naming convention
Introduction
SSH File Transfer Protocol (SFTP) is a secure file transfer protocol based on SSH. There is no official standard RFC. Despite this, SSH (and therefore SFTP) is now widely available and used over the internet. 
File Transfer Protocol (FTP) is a convenient and reliable method for exchanging files, especially large files. The protocol is defined in RFC 959.
The main issues to be considered are:
1. Procedures for accumulating messages into files so as to minimize SFTP/FTP overheads with short messages (applies only to existing message types);
2. File naming conventions for existing message types (existing AHL);
3. General file naming conventions;
4. File renaming;
5 Use of directories;
6. Account names and passwords;
7. SFTP/FTP sessions;
8. Local SFTP/FTP requirements;
9. File compression.
Accumulating messages into files
One of the problems with using FTP to send traditional GTS messages is the overhead if each message is sent in a separate file. To overcome this problem, multiple Multiple messages in the standard GTS message envelope should could be placed in the same file according to the rules set out below. This method of accumulating multiple messages applies only to messages for which AHLs have been assigned. “
In “GTS DATA EXCHANGE METHODS” (p. 164-165):
Use of directories
Some receiving centres may wish the files to be placed in specific subdirectories. This should be limited to require only that all files of the same type be delivered to the same directory. It is recommended that a separate directory be used for each host system that is initiating SFTP/FTP sessions to avoid the possibility of filename duplication.
Account names and passwords
Using SFTP/FTP, the sender “logs in” to a remote machine using a specific account name and password. The receiving centre defines the account name and the password. There are potential security implications for centres so care needs to be taken.
The following general rules, however, should apply:
(a) The receiving centre defines the user account and password for the sending centre; (b) Anonymous FTP may be used or a specific account may be created. (If anonymous FTP is used, each sending Centre must have its own subdirectory on the FTP server.)
SFTP sessions can also be authenticated using asymmetric keys. NMHS can choose between user/password or asymmetric keys.
SFTP/FTP sessions
To limit the load on both the sending and receiving systems, no more than one SFTP/FTP session per file type should exist at the same time. If, for example, Centre A wishes to send two files to Centre B of the same type (for example, .ua), the second file must not be sent until the first is finished. Centres should limit the number of concurrent sessions with a particular Centre to five maximum.
The idle timer for closing the SFTP/FTP session should be set to a value between the cut-off time for accumulating messages (maximum 60 seconds) and a maximum of 3 minutes.
To minimize overheads the sending centre should keep the SFTP/FTP session connected for at least 10 minutes or until the idle timeout has been reached (subject to bilateral agreement).
Local SFTP/FTP requirements
All sending centres will need to allow for additional “static” FTP commands to be included in the FTP commands that they issue. For example, some Multiple Virtual Storage centres may require the inclusion of “SITE” commands to define record and block lengths. Centres should support FTP commands as specified in RFC 959 unless some are excluded by bilateral agreement. There may also need to be bilaterally agreed procedures and commands.
It is the responsibility of receiving Centres to delete files after they have been processed.
In order to meet the 2-minute maximum delivery requirement for warning messages, centres receiving files via SFTP/FTP should aim to pick up and process incoming files no later than 15 seconds after they are received.
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