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1.0 Introduction

The WIGOS Framework provides a new approach for WMO to define and manage the weather, water, and climate observations required to support its programmes.  In particular, the Framework promotes and enables the integration of data from a diversity of observing systems into a composite set of observations to support a broad a range of WMO applications areas.  WIGOS  comprises the traditional WMO and co-sponsored observing systems (e.g, Global Observing System (GOS), Global Atmosphere Watch (GAW), Global Climate Observing System (GCOS), Global Cryosphere Watch (GCW), Hydrological Observing Systems,  etc.) and will integrate observations from these systems with data from non-traditional sources.  These include non-NMHS government organizations, research institutions, and potentially private sector operators of surface, airborne, and space-based observing networks.  To be successful, WIGOS will require a well-defined set of principles, policies, and guidelines for the management of these diverse data types as well as the technical implementations in data management systems to support them.

Recently EC(66) identified issues of WIGOS data management and data policy:

Re: Implementation of WIGOS

EC(66) 4.4.5 - The Council agreed that the overall issue of WIGOS Data Management needs focus and attention. This covers issues such as storage and archival methods and responsibilities, reprocessing, discoverability and data access. This should be considered in the broader WMO context and should, in due course, be adequately reflected in the WMO Technical Regulations (WMO-No. 49), Vol. I, with clearly defined areas of responsibilities of all concerned (WIGOS, WIS, DPFS, etc.). Close collaboration and cooperation of all relevant technical commissions is needed. The Executive Council requested further guidance to the Members on how to address this matter and referred it to CCl and CBS for further study. 

Re: WIGOS Regulatory Material

EC(66) 4.4.11 - Recognizing the importance of the free and unrestricted exchange of data and products necessary for the effective implementation of WIGOS, and the need to integrate observations supporting a broad range of application areas from a large and heterogeneous variety of sources, both NMHS and non-NMHS owned, into the WIGOS framework, the Council requests ICG-WIGOS to investigate whether the existing data policies and protocols in place for the Global Observing System and other WIGOS components adequately covers the requirements for WIGOS, and that the Group provide a report to Cg-17 on this issue.

The importance of data management and data policy was further recognized by CBS:
CBS-EXT (2014) 3.1(1).4 - The Commission noted that delivery of the full benefits of WIGOS will depend on the use of observations from networks external to NMHSs including freely shared data and, potentially, commercial data and contributed data with constraints on free and open exchange.  It was agreed that it would be helpful to Members to have consistent guidelines and best practices on how to address these types of data within the WIGOS framework.  The Commission was informed that ICG-WIGOS will be considering these issues and the associated data policy and technical considerations, and agreed that its OPAG-IOS and OPAG-ISS would contribute as required to this activity.  ICG-WIGOS will provide a preliminary report on this matter to Cg-17 and continue the work as matter of priority in the WIGOS Pre-operational Phase.

1.1 Proposed ICG-WIGOSTask Team on Data Guidance
To respond to the specific requests of EC(66) and to address broader matters of effective data management an ICG-WIGOS Task Team on Data Guidance is proposed.  The focus of the Task Team is to establish a sound set of principles, guidance, and best practices to support the quality, access, and use of data and to improve its overall management within the WIGOS framework.  This includes guidance on the modernization of data management systems and practices to support changing technological and data policy contexts.
2.0 Purpose
There is a long legacy of practical experience within WMO and NMHSs in handling of data from traditional NMHSs and partner sources, but less experience with non-traditional sources that WIGOS encourages.  The purpose of this discussion paper is to examine the operational and policy context of integrating external data, including data from the private sector, into WIGOS. The paper considers matters of data policy, data quality, data sharing, and  commercial considerations, among others.
The discussion paper provides background to start addressing several key questions regarding the inclusion of externally-sourced data in WIGOS.  Questions for which guidance would be helpful to Members include:

· What kinds of externally-sourced data should WIGOS include to supplement traditional sources?

· What does ‘integration’ of externally-sourced data into WIGOS mean?  What responsibilities should NMHSs and WMO assume (and not assume) regarding external-data?

· How will the quality of externally-sourced data be handled within WIGOS?

· How should WMO Members consider data offerings from the private sector?

· Do the WMO’s existing data policies and protocols adequately address the requirements for externally-sourced data?

· What guidance and best practices can be recommended to Members for the development and maintenance of effective data partnerships? 

· What are the requirements of NMHS and WMO data management systems to accommodate externally-sourced data within WIGOS?

3.0 Importance of Data Management

The effective management of data from all sources is an important enabling element for the success of WIGOS.  The management of data involves many considerations through its full lifecycle - from its initial acquisition to its long-term preservation.  Fig 1 summarizes many of the key components of data management for which guidance would be useful to Members and implementers of data management systems.  These considerations apply to all data within WIGOS regardless of source (e.g., from NMHS or external sources) and age (e.g., historical climate records or new), although the specific guidelines and processes for each will vary depending on its technical characteristics, processing chains, data licencing, etc.  

The implementation of many of these considerations is ideally achieved through a well-defined set of guidelines, policies and procedures supporting the handling of data throughout its lifecycle, including both manual and electronic processes.  In this paper, ‘Data Management Systems’ refers to the predominantly electronic (Information and Communications Technology – ICT) processing systems used to collect, process, transmit and store data, including the capabilities for data discovery, access, and data lifecycle management.  However, this does not diminish the importance of a policy framework and manual processes that are also required for comprehensive data management.   For WIGOS data, these functions are carried out by both NMHSs and other partners such as International Data Centres. 
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Fig. 1 – Considerations in effective data management in WIGOS
3.1 Role of NMHSs

As the national authorities for weather, water and climate information, NMHS have a leadership role to play in the continued improvement of observations and in the implementation of national programs built on WIGOS principles and practices.  This leadership can be exercised through all elements of the WIGOS Implementation Plan and especially through the development and execution of national WIGOS Implementation plans.

Specific to external data, NMHSs have several national leadership roles:

· act as national WIGOS coordinator for external data providers
(e.g., management of WIGOS Station IDs, data quality assessment and control)

· establish and maintain new partnerships

· education and outreach to WIGOS system partners and contributors 
(e.g., standards, formats, coordination of NMHS and partner networks, etc)

· …other(?)
4.0 Data

In this paper ‘data’ refers to the representation of any piece of information that is collected, transmitted, processed, or stored.  This information may be represented in paper or electronic format, but ‘data’ now predominantly refers to electronic representations handled with information and communication technology (ICT).  Within WIGOS, ‘data’ refers to information related to observations and includes raw and processed observations, derived information products, and metadata.
4.1 Data Types

WIGOS will continue to support the broad diversity of observations that are currently captured by WMO and co-sponsored observing systems.  These include observations of the physical and chemical properties of the atmospheric, terrestrial, marine, hydrologic, and space environments.  These observations are made using a wide range of in-situ and remote sensing technologies from a variety of surface, aircraft, and space-based platforms.   They include a diversity of data types, formats, reporting frequencies, qualities, etc that results in a highly heterogeneous data environment.  


The current observing systems have evolved largely independently to meet the needs of the targeted use and user community, but the ‘integrated’ concept of WIGOS recognizes that data from many of the purpose-defined observing systems are already  being used in a composite, integrated fashion for a variety of end applications.  Within WIGOS this integration needs to be facilitated and supported by a framework that is adaptable and agile.

4.1.2 Traditional sources – NMHS and External

Traditional sources of data include purpose-defined WMO and co-sponsored systems (e.g. GOS, GAW, GCOS, WHyCOS, etc), as well other data contributed to NMHSs or the GTS that are useful to national services or to WMO programmes.  These data are collected primarily by NMHSs or other public service entities, but there is a large volume of data collected and contributed by a wide variety of organizations because of the recognized value of the data to the public interest.  

Many organizations are partners in contributing to NMHS/WMO objectives where both organizations enjoy mutual benefits through data sharing, often in a quid pro quo arrangement.  For many partners, an important element of the relationship is the credibility of a visible association to an important international programme. This contribution to WMO is an important benefit to many organizations and is frequently leveraged to justify sustained support from their funding sources.  These organizations are often highly motivated to contribute data, but are often frustrated by the technical challenges and organizational complexity of working with NMHSs and WMO to contribute and access their data of interest.  Through high levels of engagement with partners throughout the data lifecycle – e.g., through co-management of observing system design, operations, data access and preservation – NMHSs can collaboratively influence the standards and practices of the contributor’s operations for the benefit of all users. 

 As a valuable source of observations, often of high quality, the WIGOS framework should further encourage and support these existing relationships by providing clearer guidelines on roles and expectations and easier technical mechanisms for data contribution and access.  An effective two-way relationship may also include strong mechanisms for co-management of networks (e.g, network planning, co-definition of technical standards, coordinated funding) such as the seen in the highly-partnered programme for marine observations.
4.1.3 Non-traditional sources - External

Gaining access to observations from non-traditional sources is of high interest to WMO in order to help address evolving requirements and because of the inherent operational and economic value of pooling observations from many operators.  The WIGOS concept recognizes that there is a large (and growing) volume of observations from non-traditional sources and promotes their integration into a larger (and ideally more comprehensive) composite data set to benefit WMO applications. Some specific drivers include:

· numerical prediction models of ever higher resolution require observations at higher spatial density (which is typically beyond the budgetary capacity of NMHSs)

· the number of observable parameters to support WMO programmes extends beyond the WMO’s traditional atmospheric and hydrological variables (so there is growing demand for data from organizations in other domains)

· the migration to impacts-based forecasting and verification to support public safety preparedness and Disaster Risk Reduction (which require expertise and observations in non-traditional locations and formats)

· the need to fill gaps in data sparse areas to improve a variety of climate services, e.g.,  regional-scale climate products, seasonal climate forecasts, and General Circulation modelling.

· the growing paradigm of coordinated and collaborative Earth observation is encouraging and increasing the availability of external data to the advantage of WMO (and many other) programs


4.2 External Data Sources

Both traditional and non-traditional external sources of data are wide-ranging and diverse in their characteristics.  They include:


· Non-NMHS government organizations

a) e.g., departments and agencies of the national government, departments and agencies of sub-national jurisdictions, government research institutes, etc

· Quasi-government or quasi-private organizations

a) e.g., state-owned or state-controlled corporations or institutions (e.g., transportation infrastructure operators, state energy companies, mixed-fundng research organizations, etc) that require environmental observations to support their operations


· Academia

a) e.g., universities, colleges,  independent research institutes


· Non-Governmental organisations (NGOs)  

a) e.g., environmental and humanitarian agencies, international agencies

· Private-sector

a) e.g., commercial companies that collect observations to either a) support their operations, or b) as their core business 


· General public/volunteered data

a) e.g., formal volunteer networks, citizen weather enthusiasts, mobile-device apps, storm chasers, social media reports from citizens 

4.3 Growth in External Data

There has been considerable growth in external weather, water, and climate observations in the past decades – most prominently in surface-based, real-time, local observations.  Factors contributing to this growth include:


· growing interest in environmental situational awareness, particularly in environmentally sensitive industries and activities

· growing availability of turn-key weather observing stations offering a lost cost-of-entry for personalized observations

· significantly improved and cost-effective internet and mobile telecommunications services to support higher data volumes and observations from sites at remote locations

· improved data processing and visualization capabilities for personalized data management and display

· growing presence of private sector offerings of turn-key observation systems and information services – on a customized or multi-member subscription basis

· growing public expectation for real-time, always available, local environmental information


Many external operators and private citizens have expressed a willingness (even a strong desire) to make their observations available in order to:

a) to contribute to a consolidated pool of observations for the benefit of all contributors, including NMHSs 

b) to improve the quality of NMHS forecast products to specifically benefit their activity or organizational need

Many nations, but developing and least-developed nations in particular, face economic and other challenges and are often dependent on observing systems provided or operated by external parties.  The growing availability of low-cost, turn-key systems offers an opportunity to increase the availability of data in sparsely-observed areas, however the lack of resources after installation can result in issues of data quality and site longevity due to unaffordable operations and maintenance.  Low-cost, low-maintenance stations and crowd-sourcing approaches might offer technological solutions to help address this challenge.  Crowd-sourced data from citizen reports and mobile phones are outside the experience of traditional WMO observing systems and will require careful consideration of their role within WIGOS.  Ongoing research is being carried out into the potential benefit of assimilating ‘low quality, high volume’ data such as that gathered by crowd-sourcing observations into NWP. This type of data can also be valuable in enabling the identification of trends, even where the absolute values are not reliable.
4.4 Private Sector

There is a growing presence of private sector companies that invest in observing systems for a variety of business reasons.  There are three main categories of private sector operators.

a) weather-sensitive industries that require environmental observations to support their operations

b) environmental consulting firms supporting specific activities or projects

c) environmental information companies that have data and products as their core business

Weather sensitive industries have been in existence for a long time but their data has often not been accessible due to the technical challenges of data exchange or to protect a commercial competitive advantage.  As critical infrastructure for operating their business, the costs of the observation systems are normally imbedded in the company operations.  When made available externally these data may be provided free of charge or partially cost-recovered.  Consulting firms have also have been in existence for a long time, but the environmental data is normally for the exclusive use of the client or environmental regulators.

Companies that have environmental information and services as their core business almost invariably charge some form of fee for access to their data and products.  This may be in the form a fee-for-service or through co-investment of capital in the observing infrastructure.  Media-based companies are increasingly gaining revenues from advertising and may offer some limited data to the public through media channels.

The key issue with any private sector data is the sharing or licencing arrangement which will define any constraints on data use and exchange.

In some jurisdictions there is direction by governments to explore greater use of the private sector to meet national needs for both surface and space-based observations.  As a significant shift from traditional NMHS practice, there is not a broad body of experience nor well established practices regarding license arrangements to best support WMO objectives.  In the absence of this experience, Members would benefit from an examination of emerging business models and the establishment of WMO principles on private sector data and licensing.


In summary, there is a growing presence and increasing cause to consider the private sector as a potential data provider to NMHSs and within WIGOS.  There is uncertainty among Members on how private sector data will impact current practices related to data use, sharing, and quality.  There is an absence of principles or guidance at the WMO level and private sector data offerings are currently being assessed on a case-by-case basis within national contexts.  It is strongly believed that Members would benefit from considered and coherent guidelines in approaching private sector data arrangements. 
Key questions of relevance to NMHSs and WMO regarding private sector data include: 

· what are the risks related to private sector data and potential mitigations in WIGOS?
(e.g., quality, supporting siting and metadata, constrained distribution and use, long-term accessibility, stability of core national capabilities (e.g. for climate), archive, etc….) 
[comment: a good follow-action for the task team?]
· what pricing and data licencing models are more favourable to WMO objectives?

· is private sector data more cost-effective or not? Under what circumstances?

· other?
4.5 Supporting Arrangements 

There is a variety of informal and formal arrangements to support access to external data. These include:

· Informal: there are many legacy arrangements between contributing organizations and NMHSs that are informal and undocumented.  Although they may work relatively successfully, they present a variety of uncontrolled risks such as the stability of supply (data is typically provided on a ‘best effort’ basis) and data quality (little or no quality-related metadata, etc)


· Agreements: arrangements supported by a Letter of Agreement or Memorandum of Understanding generally provide clarity around the roles and responsibilities of each organization, rights or restrictions on data use, and the terms of exchange of funds (if any). They are often based on goodwill between participants and are normally legally non-binding. This type arrangement can provide a mechanism to specify data quality parameters such as metadata requirements, but in the absence of clear standards it has generally not been included in the past.


· Contracts: contracts are the most formal and binding arrangement but are normally restricted to arrangements with private sector providers.  Contracts may be for data and/or for other data acquisition, processing or value-added services.   Contracts provide the highest degree of control over specifications and performance standards.

Within WIGOS, the requirement for enhanced metadata for data quality will likely require adjustments to many agreements between NMHSs and external suppliers.  This may include increasing the level of formality in order to meet the compliance expectations of WIGOS (especially from current ’informal’ arrangements).  However, there is a risk that the additional level of effort on the part of the data contributor may be a deterrent to developing or continuing a data access arrangement.  The WIGOS implementation plan should include the development of outreach materials and tools to facilitate the engagement and voluntary compliance by external data providers (sample agreement templates, etc)
5.0 Issues Related to External Data

Externally-sourced data offer a wealth of new observations, but there are associated limitations and challenges.  Additional observations can fill spatial, temporal, or parameter gaps, but:


· network design: network design is driven by the application or business interest of the operator and is typically not coordinated with NMHSs. It may or may not provide observations at locations of interest or of high value to NMHSs (but others typically do not duplicate measurements if they are already available from NMHSs).    External networks are sometimes spatially concentrated (within a jurisdiction or around research sites of interest) resulting in uneven spatial densities, representativeness, and quality


· standards/data quality: the site, instrumentation, methods of observation,  maintenance, calibration, and data processing do not usually follow WMO guidelines and practices, so the quality of observations is often unknown


· sustainability:  the observation networks may have limited lifetimes (especially for limited duration research campaigns) and so may provide only a transient value to operational or climate programmes

· incompatibility with existing NMHS ICT infrastructure, including  failure for data to follow a path that ends up in archival within the NMHS or an international data centre.


· [other?] 

External observations often do not adhere to the technical standards of WMO systems and therefore integration into NMHS and WMO information systems is a challenge and a barrier to use.  Experience has demonstrated that few external organizations can/will fully comply with WMO standards for cost or logistical reasons (although there are exceptions).   For example, low-cost surface stations are attractive to non-specialist operators because of low-cost of entry and belief that it meets their requirement.  Once installed, however, these systems are frequently not maintained or calibrated resulting in inaccurate and unstable observations.  
5.1 Data Quality

Data quality is often identified as the greatest concern regarding the use of externally-sourced data. External system operators install and operate their systems to meet their business or operational needs, and generally choose not to adhere to WMO standards which are seen to be complex and expensive to adhere to.  Further, the awareness of external operators of the full quality cycle including siting, maintenance, calibration, and data processing is low so there is not an appreciation of their effects on accuracy, stability, and interoperability of observations or their fitness of purpose for different applications.  At the same time, the operators often are satisfied that their equipment choice and operating procedures are meeting their requirement and are unlikely to significantly change their behaviors.  There are exceptions – typically when the end applications demand high and/or verifiable quality (e.g., satellite observations, aviation, road weather, wind energy, hydrologic flow estimates) or for which there are established (or emerging) standards, high motivation, or a regulatory requirement - for example ISO 17025 operators who operate under strong standards for environmental protection and compliance monitoring.  Also, MeteoSwiss has demonstrated a best practice with external suppliers through the development of agreements on observing system protocols.

Despite the variability and quality issues of externally-sourced data, they may be the only available observations in data sparse areas and can still provide useful data to support to many NMHS and WMO programmes.  The risk related to data of poor or unknown quality is that it can be misused within applications (e.g., poor quality data for climate studies). Users are not always informed of limitations or unknowns regarding data and cannot assess them for fitness for purpose.  There will always be considerable variability in the quality of externally sourced data which the WIGOS framework will need to accommodate.

5.1.1 Approaches to data quality

The historic approach to data quality of WMO and many partners is a ‘controlled quality’ approach.  These are defined, end-to-end technical standards and procedures to which members and other operators are expected to adhere, thereby controlling quality through rigorous process.  The technical standards incorporate the best knowledge of instrumentation, methods of observation, and processing in order to obtain the highest quality observations to meet the needs of the application.  Post-acquisition quality control processes are also applied to identify data that may be erroneous and to take action prior to use (e.g., data is suppressed or corrected).  The ability of all WMO members themselves to adhere to these standards varies depending on a variety of factors such as the physical accessibility to observing sites, the economic ability to support maintenance programmes, and others.  Sites in developing nations, in particular (but not exclusively) are at risk in this area.

 As noted, many external operators have demonstrated their inability or unwillingness to adhere to the WMO standards, so a ‘controlled quality’ approach cannot be broadly extended to growing sources of external data.   An alternate and more practical approach – one of ‘known quality’ - seeks to maximize the amount of descriptive metadata associated with an observation in order to allow the user to assess the appropriateness of an observation for their application.  WIGOS already supports a ‘known-quality’ approach through the extended fields of the WIGOS metadata standard [add details, correct terminology]. In addition to metadata, post-acquisition quality assurance processes can continue to provide further quality assessment or corrective actions related to erroneous data.
WIGOS is well positioned to accommodate a known quality approach and to accommodate data from sources with different operating standards.  At the same time, there is still a significant effort required to ensure Members and external data providers support the WIGOS metadata standard.  It is an ambitious standard that will require significant outreach and facilitation to encourage adherence.

5.2 Data Access

This section addresses the technical context of access to data from external sources.   

From a technology perspective, telecommunications channels are generally improving with increased connectivity to the internet and mobile telephone networks, and computing and data storage capacity continue to improve. Technologically these are expected to keep pace with growing data volumes. However telecommunications and computing capacity will continue to present challenges of affordability, particularly in in developing nations.  Even in those nations gains will continue to be made through growing mobile telecommunications networks (in urban areas) and advances in consumer-grade computing equipment which may provide an opportunity for greater low cost, crowd-sourced observations.  While technology may advance, other challenges such as sufficiently trained personnel will continue to be barriers to widespread adoption and support for these new capabilities.


The other key technical barriers to access to external data include IT security and data exchange formats. 


· [security trends discussion?]


Regarding data exchange, the WMO Information System (WIS) defines formats and mechanisms for discovery and exchange of data between WMO centres and Members.  These are internal to WMO, still in adoption phase, and often complex. External data suppliers will not likely adapt to these data standards, except the most sophisticated suppliers well aligned with WMO programmes (e.g. satellite operators).

De-facto technical standards for the discovery and exchange of environmental data are emerging (e.g. , Open Geospatial Consortium, various flavours of XML-based formats (e.g., WaterML), other?) but are still not widespread nor uniform in their adoption.  These are generally simpler than WIS standards and provide potential for broader exchange of data outside of WMO systems.  Further, these are more likely to be supported by external agencies and system manufacturers because of their relative simplicity and potential for broad, multi-community usership.  These open source formats have the potential to be the principle mechanism for access to externally sourced data – especially for point observations from surface stations operated by a large number of operators.  It is understood the Inter-Programme Expert Team on Metadata and Data Representation Development (IPET-MDRD) is investigating this matter.

The Open Geospatial Consortium (OGC) is a not-for-profit organization that facilitates the development and adoption of open-source standards ‘to remove technical obstacles to institutional information sharing’. There are a number of OGC Domain Working Groups (DWGs) of high relevance to WMO (such as for Earth Systems Science, Hydrology, Metadata, Meteorology& Oceanography, Sensor Web Enablement) and in which experts from Members actively participate.  WMO and members should continue to influence the definition and development of these standards to maximize their relevance to WMO needs.

6.0 Data Policy
6.1  WMO Policies

WMO Resolution 40 (Cg-XII)  and Resolution 25 (Cg XIII) clearly articulate the principle of free and unrestricted exchange of meteorological data and products to support the public interest.  The Resolutions recognize a minimum ‘essential’ set of data which must be exchanged without charge and with no conditions on use, and also encourage the unrestricted exchange of ‘additional’ data and products that are required to sustain WMO programmes. A Resolution to be presented to Cg-XVII proposes to extend these same principles to historical climate data in support the Global Framework on Climate Services (GFCS).  

To address the circumstance that some Members derive revenue from the sale of commercial data and services, the Resolutions also recognize that once data and products are shared within the WMO membership some Members may be justified in placing restrictions on their re-export to others.  Res 40 (Cg-XII)  Annex II provides specific guidelines to Members to maintain the public interest while enabling revenue generation opportunities.  Although Annex II addresses ‘commercial opportunities’, it is focused on the commercial behaviors of NMHSs in relation to fellow Members and does not directly address the issue of commercially-sourced or otherwise constrained data.   

The Resolutions identify ‘national laws’ as one justification for restricting the re-export of data. This might be considered adequate to substantiate a Member restricting the redistribution of data as a result of commercial licensing or other constrained arrangements, but guidelines more specific to the circumstances of commercially-supplied data would be more helpful.  These guidelines could provide clearer direction on the policy intent of WMO regarding commercial data, its relationship to the existing Resolutions on data policy, as well as recommended best practices for data licensing arrangements.

6.2 Data and Cost Policies for External Data

The data and costing policies applicable to external data vary by the nature of the supplying organization.

· Non-NMHS government organizations are often open to freely contributing public data to NMHSs on a ‘no-cost’ and unrestricted basis but will normally seek compensation for any incremental costs to technically implement the exchange of data.  Organizational or policy barriers remain in some sectors because of the sensitivity of locational information (e.g, security forces, enforcement), and in some countries. There is a growing number of nations and sub-jurisdictions that are implementing ‘Open Government’ policies which require government data (including environmental observations) to be accessible to the public at no cost in machine-accessible formats (e.g., Europe’s INSPIRE).


· Quasi-government or Quasi-private entities have variable data policies depending on whether the organization views the data as a) an asset for pubic good or b) as a revenue generation opportunity.  Data may be made available to an NMHS on a general basis to improve the overall forecast or climate outlook, or more specifically to improve the forecast products to support the contributors’ specific operations. Use of the data may be restricted to internal domestic use by the NMHS, or unrestricted to share with all Members.  If accessible, ‘public-good’ data may be available at no or low incremental cost, while ‘revenue’ data are accessible only through costed arrangements.  The pricing for revenue data may be based on a perception of ‘willingness-to-pay’ versus the actual cost of acquisition, so may still represent a relative bargain to an NMHS for difficult to acquire observations.


· Academia also presents variable data policies depending on the organizational culture and sources of funding.  While publically-funded research increasingly requires observational data to be made accessible, it if often not in real-time and therefore does not meet the requirements of many WMO applications.  There also remains a reluctance among some research programs to release data before first science results by the original data collectors have been published.


· Non-governmental organizations    [experience of others here?]

· The first category of private sector suppliers (weather sensitive industries that require observations to support their operations) are similar to quasi-private operators in that they may choose to make their data accessible for public or specific operational benefit, or they may choose to generate revenue from the observations.   The second category of private sector suppliers (environmental data and service providers) use a variety of business models for the sale of data and value-added services, all including an element of commercial profit.  Restrictions on re-distribution and conditions of use vary by data set, but commercial data almost invariably have license arrangements that restrict open exchange unless an additional fee is paid to expand the group of eligible users.  Of high concern to Members is the same data may need to be purchased by multiple users, which is contrary to the principles and well established practices of the WMO.

· Data from the General Public/Volunteers is freely offered by the data collectors, but is generally variable in quality, technical accessibility, and reliability.  Formal volunteer networks managed by NMHSs or other organizations (e.g. volunteer climate networks, CoCoRHaS, ecological monitoring networks, others?) offer a high degree of quality and reliability, as do observations from some weather enthusiasts and stormchasers (often current or former weather professionals).  For less formal networks, several unofficial but relatively successful web platforms have evolved to provide a technical framework and consolidation point for citizen-based observations (e.g. WeatherUnderground, others(?)).  More recently the UK MetOffice’s Weather Observations Website (WoW) has provided a very successful platform with the added credibility and brand recognition of the NMHS.  Some crowd-sourced data (temp, pressure,) from mobile phones are available through apps such as PressureNet, other examples [?]. Social media reports from citizens (Twitter, etc) are considered useful for immediate, anecdotal information on current conditions and impacts that can be useful for now-casting/verification within local/national frameworks –as demonstrated by various national projects (US-NWS Twitter, others…..).


In summary, experience indicates there are three general flavours of data policy regarding the provision of data to NMHSs by external providers:


· Unrestricted - data are provided to the NMHS for unrestricted internal use and unrestricted redistribution without conditions on use, including to WMO partners.

· Internal NMHS use only - data are provided to the NMHS for internal use only in order to improve the quality of public or special-purpose forecast products.  These are often nationally-focussed and do not permit sharing of contributed data with WMO partners.  However, derived products (forecasts, model outputs, etc) where the contributed data are no longer individually recognizable may be shared.

· Special purpose - data are provided to the NMHS on a restricted basis to support a specific programme or product.  Both data and products may have restrictions on re-distribution and use.


External data providers (particularly private sector or quasi-private sector) are normally very sensitive to the release of data beyond the NMHS in order to protect the commercial value of the data as a product, or to protect a competitive advantage.  The data management systems of NMHSs and WIGOS must be able to accommodate variations in the data policies among external data suppliers in order to support the terms and conditions of provision of external data.

6.3 Technical Considerations

Any data policy that is defined in relation to commercial or other constrained data must be supported by technical implementations in NMHSs, WIS and WIGOS.  Three key technical capabilities are required to support constrained data:


· identification of the data supplier – this is already included in the WIGOS Metadata standard 


· ability to define the nature of constraints on data exchange and use – WIS currently defines three categories of constraint on data:

· WMOEssential – Res 40/25 data with no constraints on use


· WMOAdditional – Res 40/25 data with constraints on use (that need to be researched through other documentation)


· WMOOther – other data with constraints not set by WMO policy


An initial assessment suggests that these three categories will be insufficient to capture the range of possible external constraints, and that the number of categories will need to be increased and implemented.  At the same time, it is recognized that it is not practical to customize data management systems for every permutation so an effort to standardize towards a limited and manageable set of common categories is recommended.  These categories will need to be supported by the WIGOS Metadata standard.
· ability to restrict data access and data exchange – the data management systems of NMHSs and WIS will require the technical mechanisms to comply with any constraints on data exchange, as captured in the WIGOS metadata.
6.4 Liability

External operators who contribute data on a voluntary basis do so on  a best-effort basis and expect that there will be no liability for erroneous or missing data.

· this can be problematic  within formal supply arrangements (contracts) where liability clauses are often the default.  NMHSs may be restricted by national regulation from providing indemnity to external data providers, so alternate approaches (such as silence on liability) may be need to adopted (e.g. AMDAR)

6.5 Assessment of External Data Sources

Even if enabled by data sharing arrangements and technical implementations, not all data contributed to an NMHS may be suitable for sharing with WMO Members as part of WIGOS for reasons of data quality, relevance, etc..  NMHSs can (and should) assess and control which data are appropriate for contribution to WIGOS.  This can be done principally through the NMHS’s control of WIGOS station IDs.  Development of guidelines and criteria to assist Members to assess externally-sourced data will be required in WIGOS implementation.  A set of practices and steps for the assessment and intake of external data has been developed by several NMHSs (e.g., Australia, Canada, Switzerland, others….) which can provide a basis for the developing WMO guidance.  These practices include:
· assessment tools (which external data to consider based on need, quality, reliability, other risks)

· NMHS and partner review and approval processes (IM/IT, legal, agreements with providers)

· annual review of metadata 

· data quality approaches – automated or manual assessment, tiering, flagging


Supplemental Notes - Data Issues – by Programme/Commission

(to be expanded following ICG-WIGOS)
· JCOMM

· CCL

· CHy

· CAS

· CIMO

· CBS

· ……
 [Specific Data Issues-– partial list from informal discussion with BoM]

· JCOMM

a) very high dependence on external data (75%)
b) difficulties/frustrations in contributing and accessing data from the GTS

c) importance of 2-way relationship, being a good partner

d) DCPC as a good example for coordinated management of a many-participant observing system, incl joint funding arrangements
· CCL

a) WIGOS and data management systems must consider historical as well as current data

b) long-term stability of observations for climate, and the accompanying metadata, are a strong driving requirement

· normally requires high quality standards, but spatially-dense data is required for discontinuous phenomena (e.g, precip). To that end, the greater need for a denser coverage outweighs any concerns of lower quality, in better capturing  spatial/temporal variability, so desire to access more external data (e.g., volunteer networks, crowdsourcing)

c) long-term preservation, access to historical data, data rescue

· decline in visual observations (e.g., clouds) – also an opportunity for engagement (e.g., volunteer networks, crowdsourcing)

d) amateur/volunteer observers, new observing technologies

e) Quality/fitness for purpose. Not all climate applications need a gold standard for observations or even metadata. Something that may be very useful for this group to consider is developing methods of matching data of various quality standards against particular climate services, to determine whether data of quality tier X is adequate to support climate service Y, with the tiering based on a combination of data quality and metadata quality and completeness. 
· CHy
a) water data is different than weather (parameters, formats, etc)

b) strong interest in historical, growing interest and capability in real-time data

c) data access by non-NMHS users – easier discovery, access required

d) making advances in modern data sharing practices (XML-based exchange format WaterML). A model for simplified data exchange for other WIGOS data

e) data gaps in developing world – how to improve?
· CIMO
a) concerned with end-to-end flow of data, incl. full lifecycle/stewardship

· meta data essential for quality control

· ways to include values of uncertainty in the transmitted data stream?

b) much high quality data is available from 3rd parties – e.g., ISO 17025 operators 

c) desire to establish a ‘uniform language’ on data matters 

· across disciplines/commissions, internally and externally
· CAS
a) continually growing requirements for finer resolution and more environmental parameters to drive higher-resolution NWP models – e.g., urban meteorology

b) high-resolution and alternate observations required to assess impacts and verification

c) NWP as a ‘big-data’ application.  how do WIS/WIGOS fit into the big data paradigm

d) data quality – spatial variability an important driver (vs accuracy)

· CBS

a) for many nations satellite data is all externally contributed

b) trend to sensor webs/internet of things will be a  driver in the near future

c) broad principles that are applicable to all 3rd party are feasible

· early developments in BoM covering e.g.:

· assessment tools (for external data)

· approval processes (IM/IT, legal, agreements)

· metadata review (annual)

· data quality approaches – tiering, flagging

