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FTP Procedures 

Introduction

FTP (File Transfer Protocol) is a convenient and reliable method for exchanging files, especially large files. The protocol is defined in RFC 959.

The main issues to be considered are:

1.  Procedures for accumulating messages into files so as to minimise FTP overheads with short messages (applies only to existing message types);

2.  file naming conventions for existing message types (existing AHL);

3.  general file naming conventions;

4.  file renaming;

5.  use of directories;

6.  account names and passwords;

7.  FTP sessions;

8.  Local FTP requirements;

9.  File compression..

Accumulating messages into files
One of the problems with using FTP to send traditional GTS messages is the overhead if each message is sent in a separate file. To overcome this problem, multiple messages in the standard GTS message envelope should be placed in the same file according to the rules set out below. This method of accumulating multiple messages applies only to messages for which AHLs have been assigned.

Centres have the option of including or deleting the Starting Line and End of Message strings and indicating which option they are using via the format identifier (refer points 2 and 4 below).

1.  Each message should be preceded by an 8 octet message length field (8 ASCII characters). The length includes the Starting Line (if present), AHL, text and End of Message (if present).

2.  Each message should start with 
the currently defined Starting Line and AHL as shown in figure 4.2
.

3. Messages should be accumulated in files thus:

(i)  length indicator, message 1 (8 characters);

(ii)  format identifier (2 characters);

(iii)  message 1;

(iv)  length indicator, message 2 (8 characters);

(v)  format identifier (2 characters);

(vi)  message 2;

(vii)  and so on, until the last message; 

(viii)  If necessary, and subject to bilateral agreement, a 'dummy' message of zero length may be inserted after the last real message, to assist with end of file detection in certain MSS systems. This requirement does not exist in most cases and need only be implemented where necessary, and agreed between centres.

4.  Format identifier (2 ASCII characters) has the following values:-

(i)  00 if Starting Line and End of Message strings present;

(ii)  01 if Starting Line and End of Message strings absent (not preferred, to be discontinued).

5.  The sending centre should combine messages in the file for no more than 60 seconds to minimise transmission delays; this limit should be set to a value depending upon the characteristics of the link. .

6.  The sending centre should limit the number of messages in a file to a maximum of 100; this limit should be set to a value depending upon the characteristics of the link..

7.  The format applies regardless of the number of messages, i.e. it applies even if there is only one message in the file.
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Figure 4.2 Structure of a typical message in a file

File naming conventions for existing message types (existing AHL)

The file naming convention is:

CCCCNNNNNNNN.ext

where:


CCCC is the international four letter location identifier of the sending Centre, as defined in WMO publication No. 9, Volume C;

NNNNNNNN is a sequential number from 1 to 99999999 generated by the sending Centre for each data type determined by ext; 0 is used for (re-) initialisation; Through bilateral agreement, Centres may use NNNN instead of NNNNNNNN in case of limitation on filename length.
ext is

‘ua’ for urgent alpha numeric information

‘ub’ for urgent binary information

‘a’ for normal alpha numeric information

‘b’ for normal binary information

‘f’ for facsimile information

Note: Where, through bilateral agreement, Centres allow alphanumeric and binary data in the one file, the b or ub extent shall be used.

General File naming conventions 
The procedure is based on transmission of file pairs, one file being the information file and the other being the associated metadata file. The concept of file pairs allows the communications function to be implemented independently of data management requirements for structure of metadata, yet provides for the carriage of whatever metadata is required. It is not compulsory to always have a .met file, such as when the information file itself is self-specifying or when a single .met file can describe several information files (for example as in the case of same data type for different times).  There is always however a clear relation between the Information File Name and the Metadata File Name, which should only differ from their Extension field and possible wildcards.

File names for new message types (no existing AHL) shall follow the following format.  It should be noted that file names for existing message types (existing AHL) can also follow the following format.

The File Name format is a predetermined combination of fields, delimited by the _ (underscore) character except for the last 2 fields, which are delimited by the . (period) character.

Each field can be of variable length, except for the Date/time stamp field which is predetermined.

The order of the fields is mandatory.

The File Name fields are as follows: 

 pflag_productidentifier_oflag_originator_yyyyMMddhhmmss[_freeformat].type[.compression]

where the mandatory fields are:

pflag
is a character or combination of characters indicating how to decode the productidentifier field.  At this time, the pflag field has only the following acceptable value:


Table 4.1 Accepted pflag values

pflag
Meaning

T
The productidentifier field will be decoded as a standard T1T2A1A2ii data designator (The WMO standard data designators are given in Attachment II-5)

A
The productidentifier field will be decoded as a standard Abbreviated Heading, including BBB as appropriate, space characters being discarded, e.g. T1T2A1A2iiCCCCYYGGgg[BBB]

W
Planned WMO Product Identifier

Z
Originating centre’s local product identifier

productidentifier  is a variable length field containing information that describes the nature of the data in the file.  The productidentifier field should be decoded according to the pflag.
oflag
is a character or combination of characters indicating how to decode the originator field.  At this time, the oflag field has only the following acceptable value:


Table 4.2 Accepted oflag values

oflag
Meaning

C
The originator field will be decoded as a standard CCCC country code

originator is a variable length field containing information that states where the file originated from.  The originator field should be decoded according to the oflag
yyyyMMddhhmmss is a fixed length date and time stamp field.  The interpretation of this field should be in accordance with the standard rules set for specific data description and types.  Therefore it may have various significance such as date of creation or the file, or date of collection of data. If a particular date and time stamp field is not specified, it should be replaced by a `-` (minus) character.  For example:  ------311500-- represents a stamp that specifies only the day (31st), hours (15) and minutes (00). If there are no rules for a specific data type, this field should represent the date and time of creation of the file by the originator.
Type
is a variable length field that describes the general format type of the file.  Although this information could be considered somewhat redundant to the productidentifier field, it is kept as such for industry accepted standard compatibility.  It should be noted that the delimiter before the type field is a . (period).  This is to help parse the file name for fields, since the freeformat field could make use of further _ (underscore) to delimit subfields.


Table 4.3 Accepted type values

type
Meaning

met
The file is a metadata file pair which describes the content and format of the corresponding information file with the same name

tif
TIFF file

gif
GIF file

png
PNG file

ps
Postscript file

mpg
MPEG file

jpg
JPEG file

txt
text file

htm
HTML file

bin
a file containing data encoded in a WMO binary code form such as GRIB or BUFR

doc
a Microsoft Word file

wpd
a Corel WordPerfect file

And the non mandatory fields are:

freeformat is a variable length field containing further descriptors as required by a given originator.  This field can be further divided in sub-fields.  Originating countries should strive to make their freeformat descriptions available to others.

compression is a field that specifies if the file uses industry standard compression techniques

Table 4.4 Accepted compression values

compression
Meaning

Z
The file has been compressed using the Unix COMPRESS technique

zip
The file has been compressed using the PKWare zip technique

gz
The file has been compressed using the Unix gzip technique

bz2
The file has been compressed using the Unix bzip2 technique

Maximum file name length:  Although no maximum length is specified for the entire file name, the mandatory fields shall not exceed 63 characters (including all delimiters) to allow processing by all international systems.

Character set:  The filenames shall be composed of any combination of the standard character set (ITU-T Rec. X.4) with the exceptions noted in Table 4.5.


Table 4.5 Symbols for filenames

Symbol
Allowed
Meaning

_
yes
The underscore symbol is used has a delimiter symbol.  To be used only as a delimiter of fields.  The underscore is also accepted in the freeformat field, but not in other fields.

.
yes
The period symbol is used has a delimiter symbol.  To be used only before the type and compression fields.

/
no
Forward stroke often has special meaning for the full path specification of a filename in some operating systems

\
no
Backward stroke often has special meaning for the full path specification of a filename in some operating systems

>
no
Greater than symbol shall not be used since it often represents special file manipulation in some operating systems

<
no
Less than symbol shall not be used since it often represents special file manipulation in some operating systems

|
no
Vertical bar (pipe) symbol shall not be used since it often represents special file manipulation in some operating systems

?
no
Question mark symbol shall not be used

‘
no
Single quote shall not be used.

“
no
double quotes shall not be used

*
no
The star symbol is often used for wildcard specification in procedures that process filenames.

Space
no
The space symbol shall not be used

,
yes
The comma symbol can be used in the freeformat field

A-Z a-z 0-9
yes


The structure of the ‘.met’ file, related to the WMO Metadata standard, is not defined in this guide. 

Examples

A possible imagery file (Sig Weather Chart) that would have originated from the USA:

T_PGBE07_C_KWBC_20020610180000_D241_SIG_WEATHER_250-600_VT_06Z.tif

A possible model output file from France:
A_HPWZ89LFPW131200RRA_C_LFPW_20020913160300.bin 
A possible image from Australia:

Z_IDN60000_C_AMMC_20020617000000.gif

Note that this shows that the date and time stamp is to be interpreted to be 00 hours, 00 minutes and 00 seconds.

A possible compressed TOVS satellite data file from the United Kingdom:

Z_LWDA_C_EGRR_20020617000000_LWDA16_0000.bin.Z

A possible image (radar) from Canada:

T_SDCN50_C_CWAO_200204201530--_WKR_ECHOTOP,2-0,100M,AGL,78,N.gif

[to be clarified]
A possible single-record GRIB file from Canada:

Z__C_CWAO_2002032812----_CMC_reg_TMP_ISBL_500_ps60km_2002032812_P036.bin

A possible multiple record batch file from China:

Z_SM_C_BABJ_20020520101502.txt





















File renaming

The method used by receiving centres to detect the presence of a new file may depend on the type of machine used. However most centres will do this by scanning a directory for new files.

To avoid problems with the receiving centre processing a file before it has completely arrived, all sending centres must remotely rename the files they send.

The file shall be sent with the extent ‘.tmp’ and then renamed to use the appropriate extent defined above when the transfer is completed.

e.g.

(a)
put xxxxx RJTD00220401.tmp  
(xxxxx = local file name)

rename RJTD00220401.tmp  RJTD00220401.a

(b)
put xxxxx AMMC09871234.tmp


rename AMMC 09871234.tmp AMMC09871234.gif

Use of directories

Some receiving centres may wish the files to be placed in specific sub-directories. This should be limited to require only that all files of the same type be delivered to the same directory. It is recommended that a separate directory be used for each host system which is initiating FTP sessions to avoid the possibility of filename duplication.

Account names and passwords

Using FTP the sender "logs in" to a remote machine using a specific account name and password. The receiving centre defines the account name and the password. There are potential security implications for centres so care needs to be taken.

The following general rules should however apply.

1.
The receiving centre defines the user account and password for the sending centre.

2. 
Anonymous FTP may be used or a specific account may be created. (If anonymous FTP is used, each sending Centre must have its own sub directory on the FTP server).

FTP Sessions

To limit the load on both the sending and receiving systems, no more than one FTP session per file type should exist at the same time. If for example, Centre A wishes to send two files to Centre B of the same type (say .ua), the second file must not be sent until the first is finished. Centres should limit the number of concurrent sessions with a particular Centre to five maximum.
The idle timer for closing the FTP session should be set to a value between the cut-off time for accumulating messages (max. 60 seconds) and a maximum of 3 minutes.

Local FTP requirements

All sending centres will need to allow for additional "static" FTP commands to be included in the FTP commands that they issue. For example some MVS centres may require the inclusion of "SITE" commands to define record and block lengths. Centres should support FTP commands as specified in RFC 959 unless some are excluded by bilateral agreement. There may also need to be bilaterally agreed procedures and commands.

It is the responsibility of receiving Centres to delete files after they have been processed.

Use of file compression.

If large files are to be sent then it is often desirable to compress them first.

Centres should only use compression by bilateral agreement. 
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