RTH Tokyo, NAKANO Hisashi

A - Use of E-mail:

1. If applicable, please describe your experience and arrangements made for using e-mail to receive/transmit meteorological information (e. g. for data collection, for data/products distribution, number of centres concerned, operational status, etc.).

JMA has not used e-mail services as a part of GTS link or its back up for meteorological data collection and distribution. But JMA uses it for the activity under the framework of WMO related international program as follows. 

One is the quality monitoring activity of Data Buoy Cooperation Panel. JMA exchanges information with about 15 centers concerned by e-mail. The monthly statistics of buoy quality and the buoy operation list is published every month, and whenever a suspicious buoy in quality is found, the information is exchanged by e-mail among the centers concerned.  The number of such e-mails is about 50-100 in a month.

The other is the activity as World Data Center for Greenhouse Gasses. JMA collects and delivers observational data with 26 centers concerned by e-mail.  

2. Please provide details on the procedures used (e. g. the need for the Abbreviated Heading Line to appear in the subject line, body of the message or attachment, data in the body of the message or attachment, use of pre-defined forms, timing coordination, etc.).

As for e-mail of DBCP, the format of subject line is defined, but those of body and attachment are free. As for e-mail of WDCGG, observational data are included in an attachment in pre-defined format. We don’t take any timing control for both utilization of e-mail.

3. Because of the nature of e-mail service, have you experienced problems like delays, spamming, etc.?

In the mail address for the activity described above, we receive several junk mails per a day and sometimes receive a mail with virus, but it hasn’t cause any serious problem. In the past, there was the case that JMA’s address illegally included in ‘from’ field of spam mails and because of enormous reply-mail caused by them JMA mail server couldn’t adequately deal with normal mails.

4. What is your opinion about the use of e-mail for this operational purpose?

E-mail service is not guaranteed in speediness and steadiness, so in principle it should not be used as a GTS link in operational basis.  But because it is economical and world wide service, I think it is usable for back-up and also it can be a part of GTS link where more reliable telecommunication service is not available.  

B - Use of FTP

1. If applicable, please describe your experience and arrangements made for the use of FTP to receive/transmit and/or provide access to meteorological information.

JMA operates RSMC Data Serving System to provide data and products of RSMC Tokyo for the National Meteorological and Hydrological Services by FTP. Users are able to get large amount of data such as Grid Point Values from NWP Models which are difficult to be transferred by inadequate GTS links. The NMHS and JMA make an agreement for the use of RSMC DSS, and then JMA give each NMHS a User-ID and Password to access the Server. In order to simplify the formality, we will change the procedure from making agreement to exchanging a letter for confirming the conditions to utilize the server.    

2. Please provide details on the procedures used (e. g. You initiate the call or you are called; what's the filenaming and directory format; use of active or passive FTP; use of username/password, GTS report/bulletin format or special pre-defined file format, etc.).

Data can be obtained from RSMC DSS by ftp ‘get’. Two types of files are stored in the RSMC DSS: one consists of a GTS bulletin i.e. WMO Abbreviated heading and GTS code, and the other consists of bulletins connected by UNIX "tar" command. The file name of single bulletin file is equal to TTAAii of WMO Abbreviated heading and that of multi bulletin file generated by other unique rule. The directory of the files consists of four levels those are fixed-name, year and month, day and time, data type. RSMC DSS distinguishes its authorized user not only by user ID and password but also by IP address. 

3. If applicable, please describe any problem you have experienced when using FTP through firewalls in both originating and terminating centre.

In order to restrict unauthorized access, RSMC DSS is equipped with an IP filter as one of functions of a firewall.

Some users sometimes encounter non-accessibility to the server, while the server has no problem and they could access to it without any problem before.  In such a case, cause of the problem is mainly that their source IP addresses are different from those registered with the IP filter.  For a user who uses dial-up access to Internet, the Internet service provider (ISP) concerned allocates the user an IP address for each access.  Such an IP address is usually selected from a fixed range of addresses, therefore the IP filter of the server is so configured as to permit a packet with any source address included in the range.  When ISP allocates the user an IP address outside the possible range, the above problem happens.

After the operator of the server detects a new address in access logs or the user inquires information on a new range of addresses from the ISP, JMA resolves this problem by changing configuration of the IP filter as soon as possible.

4. Please provide any additional comment or opinion on the use of FTP for collection/dissemination of meteorological information.

Data distribution by ftp server is simple and effective way, but the Internet server is threatened by the ‘crackers’ attack, so we must be careful to keep its security. Therefore, RSMC DSS users are checked by registered IP address, User ID and password, and the password is changed periodically. But if the user increases much more, it might cause overloading of management to control so many users such a way. 

C - Use of other Web functions, such as HTTP

 If applicable, please describe your experience, arrangements and

procedures made for the use of other Web functions (such as HTTP data

input form) to ingest meteorological data.

JMA provides many kind of climate information, NWP GPV, tropical cyclone advisory and so on, by DDB server using http function. There is no arrangement to use the server and there is no special procedure to access it except to reply mail address according to the request from the server. Usually this procedure is done automatically by browse software.
