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	Summary and purpose of document

This document includes an overview of VPN and its implementation at NMC Ankara.



1.  VPN

VPN is a technology using the Internet in a secure manner for the connections. It enables secure links between Gateways (site-to-site VPN) or between Gateways and remote access clients (remote access VPN).

2. Reasons for VPN
Computer networks and network users have been increasing explosively.  Consolidating existing networks, remote sites, remote users, and mobile users into a single secure structure is an important task for IT managers. To establish dedicated lines for this purpose is expensive. On the other hand, the Internet is cheap and number of users has the Internet connection is getting increasing. So, the Internet is used to establish connections. But this communication must be secure, offer high level of privacy, authentication, and integrity. At the same time, cost must be low enough. The solution is VPN.

3. Understanding Terminology
VPN : A private network configured within a public network, such as the Internet.

VPN Tunnel: An encrypted/exclusive link between Gateways.

VPN Topology: A collection of links created between Gateways. It is the layout of the VPN. Two basic types are MESH and STAR.

VPN Gateway: The endpoint for the encrypted connection, which can be any peer that supports the IPSec protocol framework. Different types of Gateways exist (e.g. single standalone, clusters for high availability and load sharing.)

VPN Domain:  A group that specifies the hosts or networks for which encryption of datagrams is performed. A VPN Gateway provides an entrance point to the VPN Domain.

Site to Site VPN: A VPN tunnel between Gateways.

Remote Access VPN: Remote users accessing the network with the client software (e.g. SecureRemote/SecureClient, third party IPSec clients) refer to Remote Acces VPN.

Encryption Algorithm: The mathematical transformations and conversions controlled by a special key.  Various encryption algorithms such as DES, 3DES, and AES ensure that only the communicating peers are able to understand the message.

Integrity: Means that the message has not been altered and intercepted during transmission. It is done by hash functions.

Trust: Public key infrastructure (PKI), certificates and certificate authorities are employed to establish trust between Gateways. In the absence of PKI, Gateways employ a pre-shared secret.

IKE and IPSec: IPSec is an encryption technology framework which supports several standards to provide authentication and encryption services of data on a private or public network. IKE, Internet Key Exchange, is a key management protocol standard. IKE enhances IPSec by providing additional features, flexibility, and ease of configuration. Secure VPN protocols used to manage encryption keys, and exchange encrypted packets.

VPN Accelerator:VPN connections consume memory and CPU. Number of the bits  used for encryption is important. The more bits are harder to break but consumes more CPU time. So VPN Accelerators can be used.

4. Site-to-Site VPN

VPN between Gateways is called site-to-site VPN. An encrypted tunnel is created at the center of VPN using the IKE/IPSec protocols. The peers negotiating a link first create a trust between them. The trust is established using certificate authorities, PKI or pre-shared secrets. Methods are exchanged and keys created. The encrypted tunnel is established and then maintained for multiple connections, exchanging key material to refresh the keys when needed. A single Gateway maintains multiple tunnels simultaneously with the VPN peers. Traffic in each tunnel is encrypted and authenticated between the VPN peers, ensuring integrity and privacy. Data is transferred in bulk  via these virtual-physical links.

5. Remote Access VPN

VPN between Gateways and remote access clients is called Remote Access VPN.  Whenever users want to access the organization from remote locations, a secure connection must be established. Software must be used within client’s computer. This software extends VPN functionality to remote user, enabling users to securely communicate networks and servers over the VPN tunnel. Dial-up, broadband, LAN, and wireless LAN connections can be used. Users are managed either in the internal database of VPN Gateway or via an external LDAP server.

6. VPN Application at NMC Ankara

6.1. VPN-1 Edge Appliance

It is a hardware and software based appliance, less than 1.000 USD for 16 users. It is used at Regional Offices. In pilot project, 2 regional offices have connected to LAN and the Intranet via VPN-1 Edge X16. We can use IP phones (VoIP) via this type of connection. BW is 1 Mbps and 2 Mbps ADSL. There is no need to purchase static IP address. It can be managed/monitored remotely. VPN-1 Edge X16 Appliance used at regional office has benefits of higher firewall and VPN performance, a dedicated DMZ port, site-to-site VPN capability, dialup modem support, high availability(can be added another device as backup), traffic shaper.

6.2 SecureRemote Software

It is a software based application. Client software is free of charge. It is only for single users. It is used by IT managers, to check the systems used in LAN (e.g. web servers, satellite systems).  Both certificate-password and username-password can be used.  Certificates are created by Security managers and copied to laptop of user. SecureRemote software is configured on Laptop. After configuration is completed, user can start to access LAN and servers.
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Figure: Configuration Windows for SecureRemote Software.

