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	Summary and purpose of document

This document overviews Information Technology Security Issues at NMC Ankara
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VirusWALL(cont.)
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5. E-Mail Server

[image: image6]
6. Web Site
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7. Client Computer Security
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8. Network Analyzer
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9. VoIP Technology
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VoIP (cont.)


[image: image11]
5 main sections 


1. To firewall management


2. To Internet


3. To RMDCN


4. To Screened Subnet


5. To LAN
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Firewall will be ugraded this year.


Proposed Appliances are 2 Nokia 1260


Pentium IV 2.8GHz, 2GB RAM, 8 port Ethernet





All incoming and outgoing traffics are filtered by firewalls


Only accepted traffics flow


Deep packet inspection(known attacks, worms, etc)





Blocked Attacks & Time Graph





Checkpoint FW-1 NG with Smart Defense


Load Balancing


Nokia IPSO





Firewall ( 2 Nokia IP440 )











Flow of Traffic





Real Time Monitoring Http-Ftp-Email traffic with E-Safe Console





Redhat Linux
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Http-Ftp-Email traffics scan


Heuristic spam detection


Header and body analysis


Web based management(SSL)


Application & Protocol filter





Report examples





Warning message to the users





Exchange 2003 Server


McAfee GroupShield 6.0 for Exchange


E-mail users can read their emails from outside of


LAN by OWA(SSL)








Mail Server





Web Statistics in March


Average per Day Hits: 8.737.097


Average per Day Visitors: 501.550





English and Deutsch Sites are also available





WAP site























Web servers are situated at Screened Subnet section. For improving security, only http traffics are accepted from Internet





Antivirus





On the client side, McAfee VirusScan 8.0 antivirus is using.


Virus definitions and software upgrades regulary update by EPO(ePolicy Orchestrator) Server  








Operating Systems Upgrade





Win2000, WinXP clients can be download service packs, security updates via Windows Update Server


With  Windows Update Server, we can monitor upgrade status ofclient computers





NAM Traffic Analyzer





Cisco NAM


Web based management








Cisco Call Manager 4.0-Windows 2000 Server


Web based management


Support up to 1000 IP Phones
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ADSL Modem





We can call between remote offices with minimal cost


Integration PBX and IP phones


G.711   Audio Codec    64 kbps        for LAN


G.729   Speech Codec 13 kbps        for WAN
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20050421 11:48:12 AdwareiSpyware ‘Applation blocked 1921681089 63236567 Misg #1700 - FuriebProcucts on port 80 was blocker by the Appliiter
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20050421 113017 AdwareiSpyware ‘Applation blocked 1921681093 6535229208 Msg #1700 - Gator o port 80 was blocked by the Appliiter

20050421 112818 AdwareiSpyware ‘Applcation blocked 1921681093 6535229208 Msg #1700 - Gator o port 80 was blocked by the Appliter
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20050421 112617 AdwareiSpyware Applcation blocked 1921881093 6535229208 Msg #1700 - Gator o port 80 was blocked by the Appliter
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20050421 111538 AdwareiSpyware Applation blocked 1921881098 3311747532 Msg #1700 - Crsit on port 80 was blocked by the Appliter

20050421 11:15:33 AdwareiSpyware ‘Applation blocked 1921681093 64157165140 Msg #1700 - Gator on port 80 was blocked by the Appliter
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20050421 110538 AdwareiSpyware Applation blocked 1921881093 3311747532 Msg #1700 - Crisit on port 80 was blocked by the Appiiter
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20050421 10:57:53 AdwareiSpyware Applation blocked 1921881925 6554195188 Msg #1700 - Bargain Bucky & Buliseye on port 80 was blocked by the Appiiter
20050421 10:55:45 AdwareiSpyware ‘Applation blocked 1921681089 632365867 Misg #1700 - FurilbProcucts on port 80 was biocker by the Appiiter
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Cisco Systeus
For Cisco IP Telephony Solutions

Cisco CallManager 4.0 Administration

Details

Copyright © 1999 - 2004 Cisco Systems, Inc.
All rights reserved

This product contains cryptographic features and is subject to United States and local country laws governing import, export,
transfer and use. Delivery of Cisca cryptographic praducts doss not imply third-party autharity to impart, export, distribute ar
use eneryption. Imparters, exparters, distributars and users are respansible for campliance with U.S. and lacal country laws|

By using this praduct you agree to comply with applicable laws and regulations. If you are unable to somply with U.S. and
local laws, return this product immediately

& summary of U.S. laws gaverning Cisca cryptoaraphic praducts may be found at;
hitp://ww.cisco com/wl/export/erypto/tool/starq.html
If you require further assistance please cantact us by sending email ta expart@cisca.com
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