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Google.org Crisis Response

The Google.org Crisis Response team makes critical information 
more accessible during natural disasters and humanitarian crises.



Google Crisis Response in Haiti

Problem statement

Google's interest in CAP

Tools for the CAP community
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Agenda



during an emergency
people use google 
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Chile earthquake

Japan earthquake

Query: "tsunami," location: Hawaii



google has 
reach and scale
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March 11, 2011, hours after earthquake 



... but we can do better
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March 11, 2011, 5 hours after earthquake
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Contributions from 
dozens of Googlers 

around the globe



we can do a LOT more



Deliver accurate, relevant, credible information to the public

for all emergency events affecting life and property

as fast as possible

across many Google products
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Our Goal



Google Crisis Response in HaitiWe need faster adoption of a common standard for 
distributing alerts across the Web.

Trusted sources of emergency data

Speaking the same language (CAP)

Sharing data in a secure, automated way
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But we need help



CAP for the web



Most of these are obvious, but we want to highlight them 
because of our needs.

Make sure CAP is valid
Make <instructions> clear, succinct, and actionable
Target <alert>s to a single geographic area
Use <circle> or <polygon>, or provide references to standard 
borders
Use <references> for updates and cancels
Use of <incidents> in a standard way
Set a reasonable <expires>
Use <web>
Use <parameter>s to extract all meaningful numbers
Use <resources> for maps or related data

Google Confidential and Proprietary

Writing CAP for the web



Google Crisis Response in HaitiThe CAP standard does not specify a distribution method.

We'd like to use something that's
Simple

Prefer feeds over APIs
Secure

HTTPS is a must; CAP is digitally-signed
Efficient

Prefer pushing, support polling
Standard

Prefer Atom, accept RSS, EDXL-DE and raw CAP
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How will we ingest CAP?



Google Crisis Response in Haiti
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PubSubHubbub
A simple, open, server-to-server publish/subscribe protocol
Used in many existing Google and non-Google products disseminating 
updates

Google Alerts, YouTube, Blogger, Google Reader, LiveJournal, 
Tumblr, WordPress, ...

Benefits:
Simple to integrate

All you need is a feed of alerts; no complex APIs
Secure

Supports HTTPS
Efficient

Easy to push alerts to us, but we can also poll
Open-standard, open-source code

Community continues to make improvement
Bonus: Scalable

There can be many other subscribers besides Google
All get near-instant notifications
Google handles the load; no server capacity issues
Duplicate detection, alerts are sent only once
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Traditional polling

Publisher Subscriber

Got anything 
new for feed X?

No.

Subscriber continually polls the Publisher's feed. Usually, 
the Publisher has no updates.
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PubSubHubbub: Discovery

Publisher Subscriber

Got anything 
new for feed X?

I've delegated 
distribution to 
this Hub:

1. Subscriber polls publisher's feed. The feed contains a 
forward link to the hub.
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PubSubHubbub: Subscribe

Publisher Subscriber

I want to subscribe to 
feed X. Send updates 

to this URL:

2. Subscriber POSTs subscription request to the Hub. The 
request contains the callback URL where the Hub should 
POST new updates.

Hub
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PubSubHubbub: Subscription Confirmation

Publisher Subscriber

Hey there! Did 
you really send 
this request?

Yup, that was 
really me, not a 
DoS attacker.

3. Hub POSTs to the callback URL to verify the request 
was authentic; Subscriber responds with confirmation

Hub
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PubSubHubbub: Publish

Publisher Subscriber

I have new 
content for feed 

X for you!

4. Publisher notifies Hub about updates by POSTing feed 
URLs to the Hub; Hub pulls the feed again to find new 
entries.

Hub

Give me your 
latest content 

for feed X, 
please.

Here you 
go.
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PubSubHubbub: Delivery

Publisher Subscriber

New update to 
feed X! Here 

you go:

5. When the Hub receives a new update for feed X, it 
POSTs the update to the Subscribers's callback URL.

Hub
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PubSubHubbub: Multiple Delivery

Publisher

New update to 
feed X! Here 

you go:

6. If feed X has multiple subscribers, the Hub sends 
updates to all of them.  This reduces load on the 
Publisher.

Hub
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PubSubHubbub: Hub Polling

Publisher Subscriber

If the Publisher does not inform the Hub, the Hub will 
periodically poll the Publisher's feed for new updates.

Hub

Give me your 
latest content 

for feed X, 
please.

Here you 
go.



Google Crisis Response in Haiti1. Publish an Atom or RSS feed of CAP alerts

2. Include the following in your feed
<link rel="hub" href="http://alert-hub.appspot.com">

3. POST your feed URL to the hub when new content is available

4. The hub multicasts updates to subscribers

Code available in PHP, C#, Java, Python, Ruby, Haskell
http://code.google.com/p/pubsubhubbub/wiki/PublisherClients
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Summary: PubSubHubbub Publisher

http://code.google.com/p/pubsubhubbub/wiki/PublisherClients


Google Crisis Response in HaitiWe have a lot of requests:
Write CAP well-suited for displaying on the web
Make access to those alerts secure and verifiable
Provide a feed using the PubSubHubbub protocol

We want to help provide tools to make this easier
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What We're Asking of You ...



what we've done so far ...



Google Crisis Response in Haiti
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CAP tools: Web validator

http://cap-validator.appspot.com

http://cap-validator.appspot.com


An easy-to-use, well-tested Java 
library for parsing and creating 
messages in the CAP format.

Support for creating and parsing 
feeds of CAP messages

Support for validating messages 
against common CAP profiles

IPAWS v1, Canadian Profile

A simple web application that 
validates the correctness of CAP 
messages
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CAP tools: Java library

public void testEndToEnd() throws Exception {
  // Generate a CAP document
  Alert alert = TestUtil
      .getValidAlertBuilder().build();

  // Write it out to XML
  String xml = new CapXmlBuilder().toXml(alert);

  // Digitally sign it
  String signedXml = XmlSigner
     .newInstanceWithRandomKeyPair().sign(xml);

  // Validate the signature
  assertTrue(new XmlSignatureValidator()
      .isSignatureValid(signedXml, false));

  // Parse it, with validation
  Alert parsedAlert = new CapXmlParser(true)
      .parseFrom(signedXml);

  // Assert lossless
  assertEquals(alert, parsedAlert);
}

http://code.google.com/p/cap-library/

http://code.google.com/p/cap-library/
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CAP Tools: PubSubHubbub Hub

http://alert-hub.appspot.com

http://alert-hub.appspot.com
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In Summary

Google wants to improve access to emergency 
information from trustworthy, credible sources.

We want to increase the global adoption of CAP.

Share your CAP alert feed at alert-hub.appspot.com

Let us know what else we can do:

google-cap-community@googlegroups.com 

http://alert-hub.appspot.com
mailto:google-cap-community@googlegroups.com

