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Common Alerting
Protocol (CAP)




NCAP Learning ODbjectives

On completion of this session, you should be able to:

1. Describe the opportunity and challenge of public
alerting, from a broad perspective.

2. Describe the major role of an alerting authority
and give examples of authorities.

3. State why CAP is needed and list some of its
expected benefits.

4. Describe an alerting process in terms of information
flow: from input, through processing, to output.

5. Describe the role of an Alert Hub and how it
simplifies access to CAP alerts at global scale.
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I
NCAP Warnings Via Commercial Media

Commercial TV
and radio send
warnings as
"crawl text"
and/or audio

What about

online media P
users? ‘#Storm Warning: Stay tuned for news at 11:00
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NCAP v Opportunity [

Storm Surge Warning
MNewfoundland - Environment Canada

Online media (e.g, Google,
the Federation for Internet
Alerts...) are using their own fia,

capabilities to help alerting ) 9

. . Conception .| »: oo et
authorities send warnings to e
people using the Internet, 7Y
at no charge N +
Google —_
The Maticonal Weather Service has issued a KENT, MCCOME, HARRIS, OTTOWA COUNTIES... “
UNTIL WED, 5:18 PM EST READ MORE »
D e N G R S Ly TN~
TAKE SHELTER IMMEDIATELY DESTRUCTIVE TORNADO TAKE COVER IMMEDIATELY. ‘-M‘
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NCAP The Challenge of Alerting

All governments have various public alerting
systems:

 Earthquakes/tsunami by e-mail, news wire,
Web sites, pagers, telephone calls ...

« Weather by news wire, fax, radio, television,
e-mail, SMS text on cell phones ...

 Fire, Security, Transportation by television,
radio, sirens, police with bullhorns...
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AcCross communities, nations, reqions—
WCAP J

a “public alerting patchwork”

Another City / Province / Country
~ Another City / Province / Country

_ Your City / Province / Country

Sirens

Storm

Earthquake 5 Radio

elevision

Tsunami

Fire Fax
Cell | SMS

Volcano
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WCAP What is CAP?

The Common Alerting Protocol (CAP) is a standard message
format designed for All-Media, All-Hazard, communications:

— over any and all media (television, radio, telephone,
fax, highway signs, e-mail, Web sites, RSS "Blogs", ...)

— about any and all kinds of hazard
(Weather, Fires, Earthquakes, Volcanoes, Landslides,
Child Abductions, Disease Outbreaks, Air Quality Warnings,
Transportation Problems, Power Outages ...)

— to anyone: the public at large; designated groups
(civic authority, responders, etc.); specific people
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NCAP All-Hazards, All-Media Message Format

Any City / Province / Country

Storm Sirens
T~ |
Earthquake =y, Radio
Tsunami Television
Fire Fax

Volcano /

Cell / SMS
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MNH:\d  What is an Alerting Authority?

Official alerting authority could be:

National Meteorological or
Hydrological Service

Emergency Management Agency
any other organization authorized

to perform the function of alerting

CAP-101 Introducing CAP
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NHW:\d The Need for a Register

* Aggregators and other intermediaries may
lack direct knowledge needed to distinguish
an authoritative source of alert messages

 This lack becomes critical as alerting
makes use of large public networks

 The International Register of Alerting
Authorities fills that knowledge gap

e Each entry asserts a particular alerting
source as authoritative, with its typical
hazard types and its typical alerting area
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World Meteorological Organization

Waorking together in weather, climate and water

HOME CONTACT US TOPICS LIMKS UM S¥STEM FAQs HELP

Public Weather Services established this register of information about alerting authorities as identified by Members. For questions, please
contact us. This page is using nested navigation, but is available without frames as well. Select a country to get started.

Alerting authorities by WMO Member or Organization
To monitor updates to this Register, subscribe to the RSS or ATOM news feed.

' Afghanistan | © Albania | © Algeria | © Angola | © Antigua and Barbuda
 Argentina | © Armenia | © Australia | © Austria | © Azerbaijan
" Bahamas | © Bahrain | © Bangladesh | © Barbados | © Belarus
" Belgium | © Belize | © Benin | © Bhutan | © Bolivia
" Bosnia and " Botswana i~ Brazil " Brunei Darussalam " Bulgaria
Herzegovina
" Burkina Faso | © Burundi | © Cambodia | © Cameroon | = Canada
 Cape Verde © Central African " Chad = Chile  China
Republic
" Colombia | © Comoros | © Congo | © Cook Islands | © Costa Rica
" Cote d'lvoire | © Croatia | © Cuba | © Cyprus | © Czech Republic
" Democratic People's || © Denmark  Dijibouti < Dominica < Dominican Republic
Republic of Korea
" Ecuador | © Egypt | © EI Savador | © Eritrea | © Estonia
" Ethiopia | © Fiji | © Finland | © France | © French Polynesia
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http://www.wmo.int/alertingorg
http://www.wmo.int/alertingorg

WMO Register of Alerting Authorities [ home |

OID: 2.49.0.0.840.0 WMO Mamber: Unitaed States of America ISO 2166 US LUSA S840
Issuing Organization: Mational Oceanic and Atmospheric Administration (HNOAAYN, National Weather Service

Hazard Categories: Geo Met Fire Health Env CBR.ME A hazards_]

Authorization Basis: The Mational Weather Service Organic Act of 1890, currently codified as amended in section 212 of title 15 of
the federal statutory code (called the United States Code] authorizes the Mational Weather Service to issue and distribute

-

Act, codified as amended sections S121 to S206 of title 42 of the United States Code.

E;:gEZZi:UEHLéﬁ:;L LRL: hl:tpE:_-"_-"alertE.weather.gcw'cap_-"uE.php?x=ﬁ\[ CAP feed URL ]

Foracasts URL: http://vwwanworldweather.org/ 092/ mOo93. htm

Alarting Area (NWSE): 72 -176 11 -&61

Map view of the typical area for this alerting authority.

Hazard Catsgories
Geo: Geophysical (earthquakeas,
voalcanoes, tsunami, etc., includes
landslide]
Met: Meteorclogical (weather, storms, etc.
Cincludes flood)
! Safety: General emergency and public
safety
Security: Law enforcement, military.
homeland and local/private security
Rescue: FRescue and recovery
Fire: Fire suppression and rescus
Heaalth: Madical and public health
: - Env: Pollution and other envircnmental
LY e W, “ y .. s Transport: Public and private

! - L, e = v transportation

o ’E‘",&fz ) = i, 2l " Infra: Utility, telecommunication, other
e, . b i non-transport infrastruckture
sl Ty . : ] f 124 CBRNE: Chemical, Biological, Radiclogical,
i Mt I - 1, FAF " Nuclear or High-Yield Explosive threat or
b L attack
b -] a2 3 Other: Other events
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CAP Internet News Feed

e

Site Map

Local forecast by
“City, 5T

=N
Sign-up for Email
Alerts

WLl R55 Feeds
Warnings

Current

By StatefCounty. ..
U Alerts
Observations
Radar

Satellite

Srow Cower

Surface Weather...

Dbserved Precip

Forecasts
Local
Graphical
Aviation
Marine

Hurricarnes
Severe Weather
Space Weather
Fire VWeather

Text Bulletins
By State
By Message Type
Maticnal
Forecast Models
MHumerical Models
Statistical
Models. ..
MoOS Prod
GF 5-LAMF Frod

Hational Doceanic and Atmosphaeric .ﬂ.-l:l-il-

westher. gow

National Weather Service

@ s @ an noas I

MNewsO rganization

Home =

MWS Public Alerts in XML/CAP v1.1 and ATOM Formats

Croerviewvw

This pags prowvides acoess to NWS watches, warnings, sdvisories, and othsr similsr
products in the Common Alerting Protocol {CAP) and Atom Syndication Formmsat (A0,

Use of ATOM and CAF with Traditiconal and Emerging Technologies

MWS CAF and ATOM fe=sds can b= us=d to lzunch Intemast messsges, trigger slkerting
systams, fe=d mobile device {=.3., cell phonse'smart phonse and tablet) applications, news
fe=ds, television text csptions, I'r‘l'.ﬂ.-:q,.r sign mMeEsssges, and :}frtr==|za~: WoioE ower
automated tel=phons cslls or radic brosdossts.

Th= ATOM and CAP fesds are updated about 2vany teo minutss.

kore information on MWS CAF and ATOM feseds is awvailable in the Service Cescription
Crocumeant for NWS Waatches, Warnings, and Advisories using CAF and ATOM based
Formats.

AICIDIFIGIHITIKILIMINIOIFIRISITIUIVIW] U5 -

State [Zone List | Cownty List)

Maticnal (= B T
Alsbama — {Zom= List | Cowunty List) EX AT
Alsska — {Zome List | Cownty List) EEN KT
Armmerica Samoa — {(Zone List | County List) EXATON
Arzona — {(Zone List | Cowndy Listh EZN AT
Arkanszs — (Zons List | Cownty List) EX ATON
California — {(Zome List | Cownty List) EEN T

ol e =l LN |l Gt | gt e | = [ s T

http://alerts.weather.qgov/



http://alerts.weather.gov/

How Is the Register Maintained?

Register of Alerting Authorities
established by WMO and ITU

WMO Member countries register
alerting authorities they recognize

WMO Permanent Representative
designates editor to maintain entries

CAP-101 Introducing CAP
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NCAP Alerting the Target Audience

* People can reduce damage and loss
of life If alerts are timely and appropriate

 Alerts should reach everyone who needs
them, and only those who need them

 Alerting authorities rely on public media
and CAP leverages online public media

CAP-101 Introducing CAP
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NCAP Consistency and Compatibility

» CAP provides consistency over multiple
channels, allowing exact corroboration
of alert information

 CAP defines a digital message format
compatible with all kinds of existing
and emerging systems--data networks
as well as broadcast radio and TV

e CAP useful for multilingual and
special-needs populations.

CAP-101 Introducing CAP
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\CAP Reducing Cost and Complexity

A CAP message sender can activate
multiple alerting systems with a single input

o Standardized alerts from many sources
can be compiled for "situational awareness"

e Managers can monitor the whole picture
across all types of local, regional, and
national alerts (public alerts as well as
messages among emergency personnel)

CAP-101 Introducing CAP
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NCAP Breakthrough Standard

e Technical innovation (=300 U.S. Patents)

 CAP alerts are being used to reach
— landline and cellular telephones
— radio and television sets
— alerting sirens and lights
— digital signage (highways, etc)
— pagers of emergency responders
— networks of law enforcement

— "home all-hazards alarm" (next
generation of today's home fire alarm)

CAP-101 Introducing CAP
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<?xml version="1.0" encoding="UTF-8"7?=
<alert xmins="urn:oasis:names:tc:emergency:cap:1.1">
<identifier>KSTO1055887 203 < /idantifier=
<sender>KSTO@NWS. NOAA.GOV < /sander>
<sent>2003-06-17T14:57:00-07:00<=/sent:>
<status=Actual=/status >
<msgType>=Alert</msgType=>
<scopa>Public</zcopa=
- <info>
<category>Met</category >
<event>SEVERE THUNDERSTORM < /event:>
<responseType=Shelter</responseType>
<urgency *Immediate</ urgency >
<severity >Sewvere</saverity >
<certainty > Observed < /cartainty >
<expires=2002-06-17T16:00:00-07:00</=2xpiras =
<senderMame>NATIONMAL WEATHER SERVICE SACRAMENTOD CA<=/sendarMame:=
<headline=>SEVERE THUNDERSTORM WARNING-< /headline=>
=gescription> AT 254 PM PDT...MNATIONAL WEATHER SERVICE DOPPLER RADAR
IMNDICATED A SEVERE THUNDERSTORM OVER SOUTH CENTRAL ALPIME
COUNMTY...MOVING SOUTHWEST AT 5 MPH. HAIL...INTENMSE RAIN AMD STRONG
DAMAGING WINDS ARE LIKELY WITH THIS STORM. =/ /description=
<instruction>TAKE COVER IN A SUBSTANTIAL SHELTER UNMTIL THE STORM
PASSES.</instruction>
<contact>=BARUFFALDI/JUSKIE=/contact>
- <area>
<arealeszcx> EXTREME MORTH CENTRAL TUOLUMNE COUNTY IN CALTIFORMNIA,
EXTREME MNORTHEASTERN CALAVERAS COUNTY IN CALIFORMNMIA,
SOUTHWESTERM ALPINE COUNTY IMNM CALIFORNIA <=</arsaleasc=
<polygon=28.47,-120.14 28.24,-110.95 28.52,-110.74 28.62,-110.80 28.47 -
120.14</polygon>
<faresa>
<finfo>
< falart>
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CAP-101 Introducing CAP 25



D
o)
®
)
)
&,
=
al
<
O
D
o
=
©
p

<senderfMame>MATIOMAL WEATHER SERVICE SACRAMENTD CA-</senderMame:>

CAP-101 Introducing CAP
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<headline>SEVERE THUNDERSTORM WARNING<=/h=adline>
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=gescription> AT 254 PM PDT...MNATIONAL WEATHER SERVICE DOPPLER RADAR
IMDICATED A SEVERE THUNDERSTORM OWVER SOUTH CENTRAL ALPINE
COUNTY...MOVING SOUTHWEST AT 5 MPH. HAIL...INTENMSE RAIN AND STRONG
DAMAGING WINDS ARE LIKELY WITH THIS STORM. =/ /description=
<instruction=TAKE COVER IN A SUBSTANMTIAL SHELTER UNMTIL THE STORM
PASSES. </instruction>
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- <area>
<arealeszcx> EXTREME MORTH CENTRAL TUOLUMNE COUNTY IN CALIFORMIA,
EXTREME MNORTHEASTERN CALAVERAS COUNTY IN CALIFORMNMIA,
SOUTHWESTERM ALPINE COUNTY IMNM CALIFORNIA <=</arsaleasc=
zpolygon=328.47,-120.14 38.34,-110.05 28.52,-119.74 38.62,-110.80 28.47,-
120.14</polygon>
<faresa>
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NMY:\d Structure of a CAP Message

CAP Messages contain:

 Text values for human
readers, such as
"headline", "description”,
"Instruction”, "area
description”, etc.

« Coded values useful for
filtering, routing, and
automated translation
to human languages

<alert>

<infos

. | <resource>

ared>

CAP-101 Introducing CAP
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N®W:\d  Filtering and Routing Criteria

« Event Categories
(Geo, Met, Safety, Security, Rescue,
Fire, Health, Env, Transport, Infra, Other)

 Urgency: Timeframe for responsive action
(Immediate, Expected, Future, Past)

e Severity: Level of threat to life or property
(Extreme, Severe, Moderate, Minor)

e Certainty: Probability of occurrence
(Very Likely, Likely, Possible, Unlikely)

CAP-101 Introducing CAP
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weather gov

Watches, Warnings or Aduisoriaé@_'hr . ,‘unr,’

w the United States Marine Zones

Organization Search

Local forecast by
rlcityl. Strl

o5t ] Gl

Sign-up for Email

Home = Alerts = the United States Marine Zones

Watches, Warnings or Advisories for

Alerts the United States Marine Zones

[XMLT RsS Feeds _ . _ _ .

Wamings This page shows aleris currently in effect for the United States Marine Zones and is normally updated
Current every two-three minutes. Please see here for other state and listing by county.

By State/County... o

UV Alerts Last updated: 02:46 POT on 09-08-2017

{ srvation:

Z;{t;e::ratmns Small Craft Advisory Urgency: Expected
Satellite Issued: September 08 at 12:04AM AKDT Status: Actusl
Snow Cover Areas affected:Cross Sound

Surface Weather...

Observed Precip Small Craft Advisory Urgency: Expected
Forecasts Issued: September 08 at 12:04AM AKDT Status: Actual
Local Areas affected:Morthern Chatham Strait

Graphical

Aviation Small Craft Advisory Urgency: Expected
m‘}:'“!;nes Issued: September 08 at 12:04AM AKDT Status: Actual
Severe Weather Areas affected:Southemn Chatham Strait

Space Weather -

Fire Weather Small Craft Advisory Urgency: Expected
Text Bulletins Issued: September 02 at 12:04AM AKDT Status: Actusl
By State Areas affected:Frederick Sound

By Message Type

http://alerts.weather.gov/cap/mzus.php?x=1
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http://alerts.weather.gov/cap/mzus.php?x=1
http://alerts.weather.gov/cap/mzus.php?x=1

No:\Jd CAP News Feed (MS Internet Explorer)

Current Watches, Warnings and Advisories for the United Displaying 88 / 88
States Marine Zones Issued by the National Weather Service

You are viewing a feed that contains frequently updated content.
When you subscribe to a feed, it is added to the Comman Feed List.
Updated information from the feed is automatically downloaded to your
computer and can be viewed in Internet Explorer and other programs. Sort by:
Learn mare about feeds,

= Date

b Subscribe to this feed . .
ﬁ Click here to subscribe J

Small Craft Advisory issued September 08 at 2:46AM PDT
until September 09 at 12:00PM PDT by NWS

Today, September 08, 2017, 49 minutes ago | w-nws.webmaster@noaa.gowv

wSMALL CRAFT ADVISORY REMAINMS IM EFFECT FROBM 2 PR THIS
AFTERMNOOMN TO MOOM PDT SATURDAY... * WINDS5...M INCREASIMNG TO 20 KT
BY LATE THI5S AFTERMOOM AMD COMTIMNUIMNG THROUWGH SATURDAY
FPAORMIMNG. * WAWES..STEEP N BUILDIMG TO 5 TO T FT AT 7 SECOMDS BY
TOMNIGHT WITH & W TO MW SWELL OF 5 FT AT 13 SECOMDS.

Small Craft Advisory issued September 08 at 2:46AM PDT
until September 10 at 5:00AM PDT by NWS

Today, September 08, 2017, 49 minutes ago | w-nws. webmaster@noaa.gov

weabALL CRAFT ADVISORY MOW IM EFFECT FROM 2 PR THIS AFTERMNOOM TO

http://alerts.weather.gov/cap/mzus.php?x=0 viewed with Microsoft Internet Explorer
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http://alerts.weather.gov/cap/mzus.php?x=0

CAP News Feed (Firefox)

| i j Subscribe to this feed using I Live Bookmarks j

" Always use Live Bookmarks to subscribe to feeds.

Subscribe Now |<‘: Click here to subscribe ]

Current Watches, Warnings and Advisories for the United
States Marine Zones Issued by the National Weather Service

Small Craft Advisory issued September 08 at 12:04AM AKDT by HWS
Friday, September 08, 2017, 4:04 AM

Southeast Alaska Coastal Waters from Dixon Entrance to Cape Suckling out 100 nm Wind forecasts
reflect the predominant speed and direction expected. Sea forecasts represent the average of the
highest one-third of the combined windwave and swell height. UPDATED

Small Craft Advisory issued September 08 at 12:04AM AKDT by NWS
Friday, September 08, 2017, 4:04 AM

Southeast Alaska Coastal Waters from Dixon Entrance to Cape Suckling out 100 nm Wind forecasts
reflect the predominant speed and direction expected. Sea forecasts represent the average of the
highest one-third of the combined windwave and swell height. UPDATED

Small Craft Advisorv issued Sentember 8 at 12:04AM AKDT hv NWS
hitp://alerts.weather.gov/cap/mzus.php?x=0 viewed with Firefox browser
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http://alerts.weather.gov/cap/mzus.php?x=0
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\CAP Typical CAP-based

!
-Alerting System

Based on CAP, Alerting Solutions Inc
(ASI) supports many delivery methods:

ELECTRONIC
Signs & LCD
U.S. Emergency Alert System (EAS),

local radio station, local cable TV,
sirens, strobe lights, e-mail, SMS,
voice telephone, intercom / digital
telephony, computer pop-up’s,

Web sites, social media (Twitter,
Facebook, Myspace...), Emergency
Call Boxes, reverse Weather Radio,
building loudspeakers, voice fire
speakers, police car loudspeakers,

800 Number/Hotline, LED signs and i i e
LCD screens And other activation sources

CAP-101 Introducing CAP


http://www.alertingsolutions.com/

CAP Implementations

» National Systems
» Americas
» Europe, Middle East, Africa
» Asia/Pacific

» NGO and Commercial

CAP-101 Introducing CAP
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NCAP Ney\- Operational or In-Progress

Americas

Anguilla (UK), Antigua and Barbuda,
Argentina, Aruba (Netherlands), Braazil,
Canada, Chile, Colombia, Cuba, Dominica,
Guyana, Jamaica, Mexico, Montserrat (UK),
Puerto Rico (US), Sint Maarten
(Netherlands), Trinidad and Tobago,

United States, US Virgin Islands
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http://alerts.pelmorex.com/en/
http://alerts.pelmorex.com/en/
http://alerts.pelmorex.com/en/
http://alerts.pelmorex.com/en/

N\CAP United States of America

YV VY

V VYV VY

National Oceanic and Atmospheric Administration

(NOAA), National Weather Service

NOAA National Tsunami Warning Center

United States Geological Survey (USGS),
Earthquakes

USGS Volcano Hazard Program

Environmental Protection Agency, Air Quality Alerts

Federal Emergency Management Agency, Integrated
Public Alert and Warning System (IPAWS)
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https://alerts.weather.gov/cap/us.php?x=0
https://alerts.weather.gov/cap/us.php?x=0
http://wcatwc.arh.noaa.gov/events/xml/PAAQAtom.xml
https://volcanoes.usgs.gov/hans2/cap/rss/
http://feeds.enviroflash.info/cap/aggregate.xml

U.S. Integrated Public Alert and
| Warning System (IPAWS)

Standards based alert message protocols, authenticated alert message senders, shared, trusted access & disinbution networks,
alerts delivered to more public interface devices

Disseminators
“alerting systems)

“T --..,_‘ AM FM Satellite Radio;

Emergency
Alert System

Commercial Mobile

| Alert Alert Service (CMAS)
| Aggregator/

Gateway

Dlglta Analo abie
b nd Satellite T

CAP massages

Origination Tools

|
" the Message Router
IPAWS compliant 4 {Open Platform for
CAP Alert B | Emergency Networks)
|
-

- IPAWS compliant CAP
| Alert Origlnatlon Tools |

ralFiy

& FEMA

u (Vi
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N\CAP i USA Wireless Einerenc Alers

"\ | = ; o
A Emergency alert: Extreme viaps Weather Camera

Emergency Alert

Category:Safety
Response type:Take shelter | Go indoors immediately and remain
ﬁeverlwrk’%ﬂ{{em S inside. DO NOT DRIVE. Call 9-1-1

Certainty:Observed : 4

Emergency Alert in this area until 8:00 T
AM GMT Take Shelter Now NYC_OEM Settings Dismiss

OK

)
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Q
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During Hurricane Sandy, Wireless Emergency Alerts appear on the Verizon Galaxy Mexus and iPhone 5. (Google
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http://abcnews.go.com/Technology/hurricane-sandy-wireless-emergency-alerts-people/story?id=17612492.UJ4BdGdP-IR
http://abcnews.go.com/Technology/hurricane-sandy-wireless-emergency-alerts-people/story?id=17612492.UJ4BdGdP-IR

NCAP Cell Broadcast

o Standard cellular phone service

e Broadcast from cell tower to all
cell phones in alerting area; no
service subscription Is needed

I ))

>

« Message is Immediately broadcast to all;
not one-at-a-time like SMS messages
e Cell Broadcast adopted for public warning in:

Canada, Chile, China, Israel, Japan, Lithuania,
Netherlands, South Korea, Taiwan, Turkey, USA

CAP-101 Introducing CAP
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l‘\ CAP I\/I eXI CO »* Creates CAP group for Mexico: IFT, CONAGUA-SMN, CIRES, others

»* IFT will be leading to continue sponsoring the use of CAP in Mexico.

e 2013: Interior Ministry
to implement Mexico's @0 J
National Alert System
 National Civil Protection

Coordination was lead N cenapl H.O'Ift @

agency with CAP use —

supported by CIRES .
(Centro de Instrumentac CONAGUA
y RegSitrO SImICO) A.C. COMISION NAQIQNAL DEL AGUA

 Now - IFT (Intituto Federal de Telecommunicaciones)
has lead role for CAP in Mexico, supported by CIRES,
CONAGUA-SMN, and Others

CAP Feed URL:
CONAGUA - Servicio Meteorologico Nacional de Mexico

CAP-101 Introducing CAP 45


https://correo1.conagua.gob.mx/feedsmn/feedalert.aspx

N\CAP Americas - Caribbean

» Angullla » Jamaica

» Antigua and Barbuda > Montserrat

» Aruba » Puerto Rico

» Bahamas » Sint Maarten

» Barbados » Trinidad and Tobago
» Cuba » U.S. Virgin Islands
» Dominica
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NCAP

Americas - South America

> Argentina: Servicio
Meteorologico Nacional
> Brazil: Alert-AS

» Chile
» Colombia: UNGRD (National Unit
for Disaster Risk Management)

> Guyana: Hydrometeorological
Service

CAP-101 Introducing CAP
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http://www.smn.gov.ar/feeds/CAP/avisocortoplazo/rss_acpCAP.xml
http://www.smn.gov.ar/feeds/CAP/avisocortoplazo/rss_acpCAP.xml
http://alert-as.inmet.gov.br/cap_12/rss/alert-as.rss
http://www.gestiondelriesgo.gov.co/rss/AtomAlert.aspx
http://www.gestiondelriesgo.gov.co/rss/AtomAlert.aspx
http://hydromet.gov.gy/cap/en/alerts/rss.xml
http://hydromet.gov.gy/cap/en/alerts/rss.xml

WHY:\d  CAP Operational or In-Progress

Europe, Middle East, Africa

Austria, Belgium, Bosnia and Herzegovina, Botswana, Bulgaria,
Burundi, Croatia, Cyprus, Czech Republic, Denmark, Estonia,
Finland, France, Germany, Greece, Hungary, Iceland, Ireland,
Israel, Italy, Kenya, Kuwait, Latvia, Lithuania, Luxembourg,
Macedonia, Malawi, Malta, Mauritius, Moldova, Montenegro,
Netherlands, Nigeria, Norway, Poland, Portugal, Romania,
Rwanda, Serbia, Slovakia, South Africa, Spain, Sweden,
Switzerland, Tanzania, Togo, United Kingdom, Zimbabwe
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France

» France: Information Alert
System for People (SAIP)

» Free smartphone application,
Will soon be CAP-enabled

» Alert users to terrorist attacks,
nuclear incidents, dam failures,
or other exceptional events

CAP-101 Introducing CAP
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https://www.theguardian.com/world/2016/jun/08/france-smartphone-app-alert-terror-attacks-saip
https://www.theguardian.com/world/2016/jun/08/france-smartphone-app-alert-terror-attacks-saip

MeteoAlarm

meteoalarm e

Start | News | About Meteoalarm | Help | Terms and Conditions | Links | Display Options IEn::lIish j'
3 Europe:

Created: 28.10.2012 02:19 CET | VWalid For: 28.10.20102 weather wa rnings: Eu rope '

Awareness Reports - You can find detaile
warnings in the awareness reports issued
relevant country.

d information about the
for each country. Select the

AT
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CY
cZ
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FR
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=l fi=ndl TI dB+ =1
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Caption:

S orepiay- [N I O 0 N 8 P 3 ) R A O B
Change Language: | BG | CZ | DA | DE | EE |EN | ES |ES | ES | FI | FR | GR | HR | HU | IS | IT [ LT | LV | ME | MK | MT | ML | NO | PL | PT | RO | RS | SI | 5K | SV
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http://www.meteoalarm.eu/

MH\d CAP Operational or In-Progress

Africa

Botswana, Burundi, Kenya,
Malawi, Mauritius, Nigeria,
Rwanda, South Africa,
Tanzania, Togo, Zimbabwe

CAP-101 Introducing CAP
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N¥Y.\d CAP Operational or In-Progress

Asia/Pacific

Australia, China, Fiji, Hong Kong, India,
Indonesia, Kazakhstan, Kyrgyzstan, Maldives,
Madagascar, Myanmar, Nepal, New Zealand,
Papua New Guinea, Philippines, Russia, Samoa,
Solomon Islands, Sri Lanka, Taiwan, Tajikistan,
Thailand, Tonga, Uzbekistan, Vanuatu
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CAP In China

NEWRS relationship and structure

Early warning dissemination system
emergency command ) ) $308 0.2
Social media f*, s " ﬁ

National emergency

system (20 sectors)
IP channel

network
national

m Business & Operating Support
System
Municipal and

county = ) Internet early warning service

] Il"
Local featured warning system

IP distribution

Adopted CAP L Cell phone early warning
platform

Restricted channel for person in charge of emergency

broadcasting system

Departments’ self-built
distribution channels
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CAP In China

Nationwide early warning release system
construction scale

31 provincial center

343 municipal center
2015 county center
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NCAP Asia/Pacific - Smart Alert (FMI)

Finnish Meteorological Institute
SmartAlert freeware

Fiji (testing)

Papua New Guinea
Samoa

Solomon Islands
Tonga

Vanuatu

VYV VVYY

CAP-101 Introducing CAP
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https://smartalert.pngmet.gov.pg/capfeed.php
http://alert.samet.gov.ws/capfeed.php
https://smartalert.met.gov.sb/capfeed.php
https://alerts.met.gov.to/capfeed.php
https://smartalert.vmgd.gov.vu/capfeed.php

N o\ Indonesia: Earthquakes CAP Feed

rnf! ‘

[ R e e R PR T

i=ssnes a Warning

irg MedtaoFacton g >
Warning module

IF bar
En:':r:z?-?n BMEIGS Public VWeb Server
Aggregation of CAR XML

Crealion of CAF RESMATOM feaed l

Warning report. image
and dala

Warning report,
image and data

Waming report and image

it P 1t s 1 P

i Ceres Meg S 590 i3 Osa- B 08 1110
WAR AT S a Piaaris e

- app [ BMKG Twilter account =
- Basarnas (Civil Sacurity} dedicaled extranet —

BRMEG public website and mobile



https://inatews.bmkg.go.id/rss/capatomlast40event.xml

N\CAP Elsewhere In Asia/Pacific

» Australia

» Hong Kong
» India

» Maldives

» Myanmar Department of

» New Zealand
MetService

» GNS Science
(earthquakes)

» Philippines

Meteorology and Hydrology

> Sri Lanka

» Nepal

> Talwan
» Thailand

CAP-101 Introducing CAP
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http://www.dmhwarning.gov.mm/eden/cap/public.rss
http://www.dmhwarning.gov.mm/eden/cap/public.rss
http://alerts.metservice.com/cap/rss
http://alerts.metservice.com/cap/rss
http://api.geonet.org.nz/cap/1.2/gpa1.0/feed/atom1.0/quake
http://api.geonet.org.nz/cap/1.2/gpa1.0/feed/atom1.0/quake

NCAP CAP Implementations

» National Systems
» Americas
» Europe, Middle East, Africa
» Asia/Pacific
mm) NGO and Commercial

CAP-101 Introducing CAP
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AHW:\d [FRC Universal App Program

. Wt i

. Wafcaw ch
. g B Mg
. rpcal Srm Pl
. Mgl Wed g

' K e i

American Red Cross

The Red Cross
Emergency App

g Mg
iher alers MOt ored »
| weatier s and Locations €

'l fomatn,

Active Storm Tracker &) >

Bl o 4

Tropecal Storm Warmeng

e B e e e e
»

-

B e it Bl T |
@ A N AT A L Tee caiiis o By T

Mobile Apps (example)
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http://preparecenter.org/activities/universal-app-program
http://www.redcross.org/prepare/mobile-apps
http://www.redcross.org/prepare/mobile-apps

NCAP Google Public Alerts

Platform designed to bring users relevant
emergency alerts when and where they

are using Google tools http://www.google.org/publicalerts

":-H 3!1..' public alers

Whether user sees an alert o comon s coe

depends on search query, ... -
which alerts are active, o eoes

Basimie  Bia s

.......

and the event importance  «oooo PRy e o
To see all active alerts, CEERERCT L r eyl
go to homepage =» R
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http://www.google.org/publicalerts

N\CAP What Now Service
(IFRC + Google)

» Data feed of actionable and contextualized messages
on how to prepare and respond to local hazards
20 hazards; 78 languages; 192+ countries

» Designed specifically to complement CAP messages

Uses IFRC Public Awareness and Public Education
Messages, for example:

A\

1. Prepare to evacuate, and know when and where to evacuate

2. Turn off utilities and gas tanks. Unplug small appliances

3. Never try to drive through flood waters. Turn around and go
the other way

CAP-101 Introducing CAP
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https://www.youtube.com/watch?v=Tc0P1kX5xJA
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwiJ1t7l0fLWAhXEMyYKHRLBCyMQFggtMAA&url=http://www.ifrc.org/PageFiles/103320/Key-messages-for-Public-awareness-guide-EN.pdf&usg=AOvVaw0BvSS0muR-lx7IBz3zzp4
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwiJ1t7l0fLWAhXEMyYKHRLBCyMQFggtMAA&url=http://www.ifrc.org/PageFiles/103320/Key-messages-for-Public-awareness-guide-EN.pdf&usg=AOvVaw0BvSS0muR-lx7IBz3zzp4

MY.1d Unattended Emergency Broadcasting

» OpenBroadcaster - open source suite

YV VYV

of tools for unattended CAP messaging
over broadcast radio, TV, streaming,
and digital sighage

Used extensively throughout Canada

Provides an important community service,
especially for isolated regions
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http://preparecenter.org/resources/cap-workshop-2016-openbroadcaster

V. V VYV V

M¥Y:d Commercial Weather Alerting

AccuWeather
MeteoFrance Vigilance
MeteoFrance International, MeteoFactory

The Weather Company

CAP-101 Introducing CAP
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The Weather Company
|
NCAP Local Alerts Platform

1) WMO Registry of Alerting Authorities (HKO)

Alert Subscribers & Citizens

Authenticates authorized alert creators receive alerts from their
E country’s Alerting Authority(s)
- (‘ )
Authorized - -
Users login '

: i“/
—)

“
o

2) Local Alerts Platform 3) WMO Alert Hub

Authorized users create/approve alerts  Enables Publishers to post
on the Local Alerts Platform which alerts and Subscribers to A
attributes Alerting Authority as source receive Authority’s alerts

and distributes alerts to Alert Hub
CAP-101 Introducing CAP 64



MY\d Sensors that Emit CAP Alerts

» In-home monitors becoming all-hazard alarms

» Halo+ smoke alarm

» Speck sensor

» Earth Networks (lightning detection)

» Earthquake Building Damage Assessment

CAP-101 Introducing CAP
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http://halosmartlabs.com/
https://www.specksensor.com/
https://www.earthnetworks.com/
http://preparecenter.org/sites/default/files/diagourtas_cap_in_earthquake_damage_messaging.ppt

N \d Federation for Internet Alerts

Advertising companies overlay online ads to show
high-priority warnings from official alerting authorities

CAP-101 Introducing CAP
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CAP In Pinkerton's

[ IModerating twitter filtered queue: A

Category: Security > ”

Order by: Highest score, Newest articles

CORpERSy &= PINKERTON®
;I] Edit Text - 1 Show Original 3 Citoaci 4 igancy
\US: Phoenix, AZ - Police search activity| || safety v S v
Sep. 22, 2015 02:15 AM PDT 5 Severity 6 Certainty

Moderate A Possible v

<p=<strong=>Source: </strong><a target="_blank’
href="https_/twitter com/csepessy/statuses/646250548384043008"'>https: /Mwitter com/csepessy/s 33 4875641 -112.030219100000
atuses/646250548384043008</a></p><p><strong> Note: </strong=Pinkerton is not responsible

i ; ! 9 Lookup address
for the content contained in external sites_</p> = P °

Osborne & 24th Pho ﬁ »

9 Lookup address @

CAP production described in: "Providing alerts

based on unstructured information methods =g < &
and apparatus" Patent US 20160119370 Al il - ]
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7 W ' g ..
% EOosbomn Ad -G W A

'1-.| E Thomas Rd

ISRILN
SUYWZN
+
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https://www.google.com/patents/US20160119370

>

YV V V V

MY.\d  Other CAP-based Systems

IBM Intelligent Operations Center

for Smarter Cities

Microsoft CityNext

Hate Group Monitoring
Neighborhood Watch
RSOE Emergency and Disaster

Information Service

CAP-101 Introducing CAP

68


http://www-03.ibm.com/software/products/en/intelligent-operations-center
http://www-03.ibm.com/software/products/en/intelligent-operations-center
http://smartcitiescouncil.com/article/want-safer-cities-it-may-be-simple-sharing-data-heres-how
http://hisz.rsoe.hu/
http://hisz.rsoe.hu/
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http://hisz.rsoe.hu/alertmap

Presentation Outline

Opportunity and Challenge
Alerting Authorities

Benefits of CAP

Features of a CAP Message
CAP-enabled Alerting Systems

CAP Alert Hubs--
Free, Fast, Reliable, Secure
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CAP Alert Hubs

 Free service aggregating alerts and other emergency
Information, can push updates to all subscribers

« The WMO Alert Hub will have alerts from official
sources as listed in the Register of Alerting Authorities

. Benefits :

Speed

Scale (performance, reliability, availability)
Redundancy

Security and Authenticity

Analytics

CAP-101 Introducing CAP
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NCAP Filtered Alert Hub

» Free service offers CAP alerts filtered by location,
language, and other criteria (e.g.,"official-only")

» Cloud-based: Highly Available, Reliable, Secure
» To minimize delay, sources can push alerts to

the Hub, and the Hub can push to subscribers
CAP alerts by news feed CARP alerts by news feed
(RSS, ATOM) Alert Hub (RSS, ATOM)
P~ ) Alert Hub news
alerts oull T Isr:JF;l;:::adr D;H;Lljl_ts::jd pull > feed subscribers
CAP alerts by direct push CARP alerts by direct push
(HTTPS POSIL input push output push (HTTPS POST) | .
alert receiver sender r Alert Hub direct
push I/r push push receivers
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Free Tool for CAP Alert
Creation and Publishing

identifier Iurn:Uid:2.49.El.1.368.1.2016.5.5.11.56.13 Upload to CAP Alert Hub I

sender Ipower-outage@en.sig—ge.ch IContact SIG Geneva (power outage)
msgType IAIer‘t 'I scope I Public 'I language I en 'I
status I'I'est 'I category I Infra 'I responseType I 'I

event Ipower failure

urgency I Immediate 'I severity I Minor 'I certainty I Observed 'I

sent [2016-05-05T11:56:13-00:00 expires |

Text templates for headline, description, instruction.
headline

IElect.rica_'-L power failure at Geneva, airport to lake and riwver.

description
Geneva, airport to lake and river, is experiencing power
Failure. A11 buildings and facilities are affecced.

instruction

Femain calm. There is no need for an evacuation. Driwve
carefully as traffic lights might be off. Turn off air
conditioners and heavy machinery. Follow instructions from
local authorities and listen to news media for further
information.

areaDesc

IGeneva, airport to lake and river

circle polygon
| |46.201,6.052 46.202,6.163 46.25,6.154 46.252,6.124
lat,long=space=radius SW SE ME MW sSwW (lat,lon points)
Draww polygon I Delete polygon I Draws circle I Delete circle I
- DTE N

Map Satellite

OTBA
Collex-Bossy"
Ornex >S5
T 01005 [ 1]
DTEF {

Ferney-Voltaire b Ballevis

L., 1§ Callanc

TRA //Eﬁi m:' ]

s-Pouilly
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Filtered Alert Hub http://alert-hub.org

rtsman The cloud-based Filtered Alert Hub aggregates emergency alerts
e Worldwide. Click here for recent alerts.

i e

== This Hub allows for filtering aggregated alerts to fit a particular purpose.
~ For example, the prototype now makes a separate news feeds containing

e w0 official, public, high-priority alerts in a specific language for each country
S-S o .ﬁl.r:.'i‘:: e and each of 1870 cities. Click here for these feeds.

~— 7 At present, the prototype gathers alerts from 20+ sources, and more are
e =  gxpected in the coming months. Click here for current alert sources.

Development of the Filtered Alert Hub is part of the NOAA Big Data

""-.:.'---'-'i-_;f-'- _5 e Project. Click here for the project Wiki, and to access the free, open

—===_ source software.
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http://alert-hub.org/
http://alert-hub.org/
http://alert-hub.org/
https://github.com/filtered-alert-hub/filtered-alert-hub/wiki
https://s3-eu-west-1.amazonaws.com/alert-hub/cap-feeds.html
https://s3-eu-west-1.amazonaws.com/alert-hub/cap-sources.html
https://s3-eu-west-1.amazonaws.com/alert-hub/cap-alerts.html

MYV d part of NOAA's Big Data Project

YV VYV

(3

RNCAP RNCAP
Collaborative project with working prototype now
Open Commons Consortium, AccuWeather,

Amazon Web Services, IBM, and The Weather
Company have already joined; others are welcome

Core components are Free Open Source Software
Contact Project Lead (Eliot Christian)
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mailto:eliot.j.christian@gmail.com?subject=Filtered%20Alert%20Hub%20Opportunity

WMO Alert Hub Prototype

WMO Alert Hub

» WMO Alert Hub prototype aggregates
alerts across feeds published by sources
In the International Register of Alerting
Authorities

» WMO Alert Hub prototype Is based on
the Filtered Alert Hub freeware

CAP-101 Introducing CAP
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Review of Key Points

Opportunity and Challenge
Alerting Authorities

Benefits of CAP

Features of a CAP Message
CAP-enabled Alerting Systems

CAP Alert Hubs--
Free, Fast, Reliable, Secure
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MN%\d  What have you learned?

1. Describe some challenges of public alerting, from a
broad perspective.

2. Describe the major role of an alerting authority and give
examples of authorities.

3. State why CAP is needed and list some of its expected
benefits.

4. Describe an alerting process in terms of information
flow: from input, through processing, to output.

5. Describe the role of an Alert Hub and how it simplifies
access to CAP alerts at global scale.

CAP-101 Introducing CAP /8



NCAP CAP Implementation Workshops

Link | Host City Co-sponsors

2017 | Italian National Fire Corps Rome. Italy IAEM, IFRC, ITU, OASIS, WMO
2016 | Asian Institute of Technology | Bangkok, Thailand IFRC, ITU, OASIS, WMO
2015 | Italian National Fire Corps Rome. Italy IFRC, ITU, OASIS, WMO
2014 | LIRNEasia Negombo, Sri Lanka |ITU, OASIS, WMO

2013 | WMO Geneva, Switzerland | ITU, OASIS, WMO

2012 | Environment Canada Montreal, Canada ITU, OASIS, WMO

2011 | WMO Geneva, Switzerland | ITU, OASIS, WMO

2009 [ WMO Geneva, Switzerland | ITU, OASIS, WMO
2008 | WMO Geneva, Switzerland | ITU, OASIS, WMO
2006 | ITU Geneva, Switzerland | ITU, OASIS
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http://preparecenter.org/resources/cap-workshop-2017
http://preparecenter.org/resources/cap-workshop-2016
http://www.wmo.int/pages/prog/amp/pwsp/CAP_WKshop_2015_en.htm
http://www.wmo.int/pages/prog/amp/pwsp/CAP_WKshop_2014_en.htm
http://www.wmo.int/pages/prog/amp/pwsp/CAPWorkshop2013.html
http://events.oasis-open.org/home/cap/2012/infodocuments
http://www.wmo.int/pages/prog/www/ISS/Meetings/WIS-CAP_Geneva2011/DocPlan.html
http://www.wmo.int/pages/prog/www/ISS/Meetings/WIS-CAP_Geneva2009/DocPlan.html
http://www.wmo.int/pages/prog/www/ISS/Meetings/WIS-CAP_Geneva2008/DocPlan.html
http://www.oasis-open.org/events/ITU-T-OASISWorkshop2006/proceedings.php

NCAP CAP Information Resources

YV V V V

A\

CAP Implementations by Country

CAP References (PrepareCenter.Orq)

CAP Video (10 minutes, made by IFRC)

Guidelines for Implementation of CAP-Enabled

Emergency Alerting (PWS-27) free to download

In English Arabic French Russian Spanish

CAP Training Courses - contact me
Eliot Christian eliot.|.christian@gmail.com
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http://preparecenter.org/resources/cap-implementations-status-report
http://preparecenter.org/resources/common-alerting-protocol-references
https://drive.google.com/file/d/0B5FiAsl5yGbZV3hKYjFWZXluY2c/view?usp=sharing
http://library.wmo.int/opac/index.php?lvl=notice_display&id=14699
http://library.wmo.int/opac/index.php?lvl=notice_display&id=14699
http://library.wmo.int/pmb_ged/wmo_1109_en.pdf
http://library.wmo.int/pmb_ged/wmo_1109_ar.pdf
https://docs.google.com/a/wmo.int/file/d/0BwdvoC9AeWjUd1JpaW5NaXlqX2s/edit?usp=sharing
http://library.wmo.int/pmb_ged/wmo_1109_ru.pdf
http://library.wmo.int/pmb_ged/wmo_1109_es.pdf
mailto:eliot.j.christian@gmail.com?subject=CAP

	Common Alerting �Protocol (CAP)
	Learning Objectives
	Presentation Outline
	Warnings Via Commercial Media
	An Opportunity
	The Challenge of Alerting
	Across communities, nations, regions—�a “public alerting patchwork” 
	What is CAP?
	All-Hazards, All-Media Message Format
	Presentation Outline
	What is an Alerting Authority?  
	The Need for a Register
	Register of Alerting Authorities�http://www.wmo.int/alertingorg  
	Slide Number 14
	CAP Internet News Feed
	How is the Register Maintained?  
	Presentation Outline
	All-Hazards, All-Media
	Alerting the Target Audience
	Consistency and Compatibility
	Reducing Cost and Complexity
	Common Operating Picture
	 Breakthrough Standard
	Presentation Outline
	Sample CAP Message
	Sample CAP Message
	Sample CAP Message
	Sample CAP Message
	Sample CAP Message
	Structure of a CAP Message
	Filtering and Routing Criteria
	Using CAP Sources�
	CAP News Feed (MS Internet Explorer)
	CAP News Feed (Firefox)
	Satellite �Alert Channel
	Presentation Outline
	Typical CAP-based Alerting System
	CAP Implementations
	CAP Operational or In-Progress
	Canada
	United States of America
	U.S. Integrated Public Alert and Warning System (IPAWS)
	USA Wireless Emergency Alerts 
	Cell Broadcast 
	Mexico
	Americas - Caribbean
	Americas - South America
	CAP Operational or In-Progress
	France
	MeteoAlarm
	CAP Operational or In-Progress
	CAP Operational or In-Progress
	CAP in China
	CAP in China
	Asia/Pacific - Smart Alert (FMI)
	Indonesia: Earthquakes CAP Feed
	Elsewhere in Asia/Pacific
	CAP Implementations
	IFRC Universal App Program
	Google Public Alerts
	What Now Service �(IFRC + Google)
	Unattended Emergency Broadcasting    
	Commercial Weather Alerting
	The Weather Company�Local Alerts Platform
	Sensors that Emit CAP Alerts
	Federation for Internet Alerts
	CAP in Pinkerton's
	Other CAP-based Systems
	Slide Number 69
	Presentation Outline
	CAP Alert Hubs
	Filtered Alert Hub   
	Slide Number 73
	Filtered Alert Hub  http://alert-hub.org   
	Part of NOAA's Big Data Project
	WMO Alert Hub Prototype
	Review of Key Points
	What have you learned?
	CAP Implementation Workshops
	CAP Information Resources

